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About This Guide

This guide describes how to install, configure, and manage the Novell® iFolder® 3.x enterprise
server, the iFolder 3.x Web Access server, and the iFolder™ Client. This guide is divided into the
following sections:

* Chapter 1, “Overview of Novell iFolder 3.x,” on page 13

 Chapter 2, “What’s New,” on page 21

 Chapter 3, “Planning iFolder Services,” on page 31

» Chapter 4, “Coexistence and Migration Issues,” on page 41

* Chapter 5, “Prerequisites and Guidelines,” on page 45

* Chapter 6, “Installing and Configuring iFolder Services,” on page 51

* Chapter 7, “Managing an iFolder Enterprise Server,” on page 65

* Chapter 8, “Managing iFolder Services,” on page 79

* Chapter 9, “Managing an iFolder Web Access Server,” on page 97

* Chapter 10, “Managing iFolder Users,” on page 103

* Chapter 11, “Managing iFolders,” on page 109

* Appendix A, “Configuration Files,” on page 117

* Appendix B, “Clustering iFolder 3.x with Novell Cluster Services for Linux,” on page 125

* Appendix C, “Managing SSL Certificates for Apache,” on page 133

* Appendix D, “Product History of iFolder 3.x,” on page 137

» Appendix E, “Documentation Updates,” on page 141

Audience

This guide is intended for system administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Novell iFolder 3.x Administration Guide, visit the Novell iFolder
3.x documentation Web site (http://www.novell.com/documentation/ifolder3/index.html).

For emerging issues with Novell iFolder 3.x and the iFolder client, see the Novell iFolder 3.x
Readme (http://www.novell.com/documentation/ifolder3/readme/data/readme.html).

Additional Documentation

For information, see the following:

1"


http://www.novell.com/documentation/ifolder3/index.html
http://www.novell.com/documentation/ifolder3/index.html
http://www.novell.com/documentation/ifolder3/index.html
http://www.novell.com/documentation/ifolder3/index.html
http://www.novell.com/documentation/ifolder3/readme/data/readme.html
http://www.novell.com/documentation/ifolder3/readme/data/readme.html
http://www.novell.com/documentation/ifolder3/readme/data/readme.html
http://www.novell.com/documentation/ifolder3/readme/data/readme.html

* Novell iFolder 3.x Security Administrator Guide (http://www.novell.com/documentation/
ifolder3/security/data/front.html)

* iFolder User Guide for Novell iFolder 3.x (http://www.novell.com/documentation/ifolder3/
user/data/front.html).

* Novell iFolder 3.x documentation (http://www.novell.com/documentation/ifolder3/index.html)

* Novell Open Enterprise Server product site (http://www.novell.com/products/
openenterpriseserver)

* Novell Open Enterprise Server documentation (http://www.novell.com/documentation/oes/
index.html)

* Novell eDirectory™ 8.7.3 documentation (http://www.novell.com/documentation/edir873/
treetitl.html)

» Novell iManager 2.5 documentation (http://www.novell.com/documentation/imanager25/
treetitl.html)

» Novell Linux Desktop 9 product site (http://www.novell.com/products/desktop/)

* Novell Linux Desktop 9 documentation (http://www.novell.com/documentation/nld/
treetitl.html)

» Novell Technical Support (http://www.novell.com/support)

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux* or UNIX*, should use forward slashes as required by your software.

12 Novell iFolder 3.x Administration Guide


http://www.novell.com/documentation/ifolder3/security/data/front.html
http://www.novell.com/documentation/ifolder3/security/data/front.html
http://www.novell.com/documentation/ifolder3/security/data/front.html
http://www.novell.com/documentation/ifolder3/user/data/front.html
http://www.novell.com/documentation/ifolder3/user/data/front.html
http://www.novell.com/documentation/ifolder3/user/data/front.html
http://www.novell.com/documentation/ifolder3/index.html
http://www.novell.com/documentation/ifolder3/index.html
http://www.novell.com/documentation/ifolder3/index.html
http://www.novell.com/products/openenterpriseserver
http://www.novell.com/documentation/oes/index.html
http://www.novell.com/documentation/edir873/treetitl.html
http://www.novell.com/documentation/edir873/treetitl.html
http://www.novell.com/documentation/imanager25/treetitl.html
http://www.novell.com/products/desktop/
http://www.novell.com/documentation/nld/treetitl.html
http://www.novell.com/support

Overview of Novell iFolder 3.x

Novell® iFolder® 3.x is the next generation of iFolder, supporting multiple iFolders per user, user-
controlled sharing, and a centralized network server for file storage and secure distribution. With
iFolder, users’ local files automatically follow them everywhere—online, offline, all the time—
across computers. Users can share files in multiple iFolders, and share each iFolder with a different
group of users. Users control who can participate in an iFolder and their access rights to the files in
it. Users can also participate in iFolders that others share with them.

This section familiarizes you with the various benefits and features of iFolder and its main
components:

» Section 1.1, “Benefits of iFolder for the Enterprise,” on page 13

* Section 1.2, “Benefits of iFolder for Users,” on page 15

* Section 1.3, “Enterprise Server Sharing,” on page 17

* Section 1.4, “Key Components of iFolder,” on page 17

» Section 1.5, “What’s Next,” on page 20

1.1 Benefits of iFolder for the Enterprise

Benefits of iFolder to the enterprise include the following:

* “Seamless Data Access” on page 13

» “Data Safeguards and Data Recovery” on page 14

» “Reliable Data Security” on page 14

* “Productive Mobile Users” on page 14

* “Cross-Platform Client Support” on page 15

* “Simple Data and Account Management” on page 15

* “No Training Requirements” on page 15

1.1.1 Seamless Data Access

Novell iFolder greatly simplifies the IT department’s ability to keep users productive. It empowers
users by enabling their data to follow them wherever they go.

The days of users e-mailing themselves project files so they can work on them from home are gone,
along with the frustration associated with sorting through different versions of the same file on
different machines. iFolder stores and synchronizes users’ work in such a way that no matter what
client or what location they log in from, their files are available and in the condition that they expect
them to be. Users can access the most up-to-date version of their documents from any computer
using the iFolder client or Web access.

Overview of Novell iFolder 3.x
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Figure 1-1 Novell iFolder 3.x Access Methods
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1.1.2 Data Safeguards and Data Recovery

With Novell iFolder, data stored on the server can be easily safeguarded from system crashes and
disasters that can result in data loss. When a user saves a file locally, the iFolder client can
automatically update the data on the iFolder server, where it immediately becomes available for an
organization’s regular network backup operations. iFolder makes it easier for IT managers to ensure
that all of an organization’s critical data is protected.

1.1.3 Reliable Data Security

With Novell iFolder, LDAP-based authentication for access to stored data helps prevent
unauthorized network access.

1.1.4 Productive Mobile Users

A Novell iFolder solution makes it significantly easier to support mobile users. VPN connections
are no longer needed to deliver secure data access to mobile users. Authentication and data transfer
use Secure Sockets Layer (SSL) technology to protect data on the wire.
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Users do not need to learn or perform any special procedures to access their files when working
from home or on the road. iFolder does away with version inconsistency, making it simple for users
to access the most up-to-date version of their documents from any connected desktop, laptop, Web
browser, or handheld device.

In preparation to travel or work from home, users no longer need to copy essential data to their
laptops from various desktop and network locations. The iFolder client can automatically update a
user’s local computer with the most current file versions. Even when a personal computer is not
available, users can access all their files via Web access with any computer connected to the
Internet.

1.1.5 Cross-Platform Client Support

The iFolder client is available for Linux, Windows*, and Macintosh* desktops. The Novell iFolder
3.x Web Access server provides a Web interface that allows users to access their files on the
enterprise server with a Web browser from any computer with an active network or Internet
connection.

1.1.6 Scalable Deployment

iFolder easily scales from small to large environments. You can install iFolder on multiple servers,
allowing your iFolder environment to grow with your business. A single iFolder enterprise server
handles up to about 1,000 user accounts, depending on the amount of memory and storage available.
Users in an LDAP context can be concurrently provisioned for iFolder services simply by assigning
the context to an iFolder server.

1.1.7 Simple Data and Account Management

Management of all iFolder enterprise servers is centralized through the Novell iFolder 3 plug-in to
Novell iManager 2.5. Novell iFolder allows management from any location, using a standard Web
browser. iFolder also frees IT departments from routine maintenance tasks by providing secure,
automatic synchronization of local files to the server.

1.1.8 No Training Requirements

IT personnel no longer need to condition or train users to perform special tasks to ensure the
consistency of data stored locally and on the network. With Novell iFolder, users simply store their
files in the local iFolder directory. Their files are automatically updated to the iFolder server and any
other workstations that share the iFolder. iFolder works seamlessly behind the scenes to ensure that
data is protected and synchronized.

1.2 Benefits of iFolder for Users

Typically, when users work in multiple locations or in collaboration with others, they must
conscientiously manage file versions. With iFolder, the most recent version of a user’s files can
follow the user to any computer where the iFolder client is installed and a shared iFolder is set up.
iFolder also allows users to share multiple iFolders and their separate content with other users of the
iFolder system. Users decide who participates in each shared iFolder and their level of access.
Similarly, users can participate in shared iFolders that are owned by others in the collaboration
environment.

Overview of Novell iFolder 3.x
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In the following example, Ulrik owns an iFolder named Denmark and shares it via his iFolder
enterprise account with Nigel, Luc, and Alice. Nigel travels frequently, so he also set up the iFolder
on his laptop. Any iFolder member can upload and download files from the Denmark iFolder from
anywhere, using the iFolder Web Access server. In addition, Alice shares a non-work iFolder named
Scooters with her friend Ulrik.

Figure 1-2 Collaboration and Sharing with iFolder

Nigel's Desktop iFolder 3.x Nigel's Laptop

Enterprise Server ~ Storage

Web Access

t
\ Server
‘
Alice's Desktop Ulrik's Desktop

iFolder 3.x
Web Access

* iFolder Owner

With an enterprise server, the iFolders are stored centrally for all iFolder members. The iFolder
server synchronizes the most recent version of documents to all authorized users of the shared
iFolder. All that the iFolder owner and iFolder members need is an active network connection and
the iFolder client.

Novell iFolder provides the following benefits:
* Guards against local data loss by automatically backing up local files to the iFolder server and
multiple workstations

 Transparently updates a user’s iFolder files to the iFolder enterprise server and multiple
member workstations with the iFolder client

» Tracks and logs changes made to iFolder files while users work offline, and synchronizes those
changes when they go online

» Provides access to user files on the iFolder server from any workstation without the iFolder
client, using a Web browser and an active Internet or network connection

» With SSL encryption enabled, protects data as it travels across the wire

» Makes files on the iFolder server available for regularly scheduled data backup

For more information, see “Benefits of iFolder” in the iFolder User Guide for Novell iFolder 3.x.
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1.3 Enterprise Server Sharing

The iFolder client included in this release supports synchronization across multiple computers
through a central Novell iFolder 3.x enterprise server.

Users can share files across computers.

Users can share files with others.

Each user can own multiple iFolders.

Each user can participate in multiple iFolders owned by other users.

Files can be synchronized via the central server at any time and with improved availability,
reliability, and performance.

Data is transferred securely over the wire using SSL connections.

Users are autoprovisioned for iFolder services based on their assignment to administrator-
specified LDAP containers and groups.

A list of iFolder users is synchronized at regular intervals with the LDAP directory services.
Local files are automatically backed up to the server at regular intervals and on demand.
iFolder data on the server can be backed up to backup media and restored.

Administrators can manage the iFolder system, user accounts, and user iFolders using the
Novell iFolder 3 plug-in to iManager.

1.4 Key Components of iFolder

Section 1.4.1, “iFolder Enterprise Server,” on page 17

Section 1.4.2, “Novell iFolder 3 Plug-in to Novell iManager 2.5,” on page 17
Section 1.4.3, “iFolder Web Access,” on page 18

Section 1.4.4, “The iFolder Client,” on page 18

Section 1.4.5, “Shared iFolders,” on page 18

Section 1.4.6, “iFolder Access Rights,” on page 18

Section 1.4.7, “Account Setup for Enterprise Servers,” on page 19
Section 1.4.8, “Access Authentication,” on page 19

Section 1.4.9, “File Synchronization and Data Management,” on page 19
Section 1.4.10, “Synchronization Log,” on page 19

Section 1.4.11, “iFolder Client APIs,” on page 19

1.4.1 iFolder Enterprise Server

The iFolder enterprise server is a central repository for storing iFolders and synchronizing files for
enterprise users.

1.4.2 Novell iFolder 3 Plug-in to Novell iManager 2.5

The Novell iFolder 3 plug-in to Novell iManager 2.5 is an administrative tool used to manage the
iFolder system, user accounts, and user iFolders and data.

Overview of Novell iFolder 3.x
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1.4.3 iFolder Web Access

The iFolder 3.x Web Access server provides an interface to allow users remote access to iFolders on
the enterprise server.

For information about using Web Access, see “Using Novell iFolder 3.x Web Access” in the iFolder
User Guide for Novell iFolder 3.x.

1.4.4 The iFolder Client

The iFolder client integrates with the user’s operating system to provide iFolder services in a native
desktop environment. It supports the following client operating systems:

* Novell Linux Desktop 9
* Windows 2000/XP
» Macintosh OS X v10.3 or later

An iFolder session begins when the user logs in to an iFolder services account and ends when the
user logs out of the account or exits the iFolder client. The iFolders synchronize files with the
enterprise server only when a session is active and the computer has an active connection to the
network or Internet. Users can access data in their local iFolders at any time; it does not matter if
they are logged in to their server accounts or if they are connected to the network or Internet.

The iFolder client allows users to create and manage their iFolders. For information, see the iFolder
User Guide for Novell iFolder 3.x.

1.4.5 Shared iFolders

An iFolder is a local directory that the user selectively shares with other users in a collaboration
environment. The iFolder files are accessible to all members of the iFolder and can be changed by
those with the rights to do so. Users can share iFolders across multiple workstations and with others.

Because the iFolder client is integrated into the operating environment, users can work with iFolders
directly in a file manager or in the My iFolders window. Within the iFolder, users can set up any
subdirectory structure that suits their personal or corporate work habits. The subdirectory structure is
constant across all member iFolders. Each workstation can specify a different parent directory for
the shared iFolder.

1.4.6 iFolder Access Rights

The iFolder client provides four levels of access for members of an iFolder:

* Owner: Only one user serves as the owner. This is typically the user who created the iFolder.
The owner or an iFolder administrator can transfer ownership status from the owner to another
user.

The owner of an iFolder has the Full Control right. This user has read/write access to the
iFolder, manages membership and access rights for member users, and can remove the Full
Control right for any member. With an enterprise server, the disk space used by the owner’s
iFolders count against the owner’s user disk quotas on the enterprise server.
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If a user is deleted as a user for the iFolder system, the iFolders owned by the user are
orphaned. Orphaned iFolders are assigned temporarily to the iFolder Admin user, who becomes
the owner of the iFolder. Membership and synchronization continues while the iFolder Admin
user determines whether an orphaned iFolder should be deleted or assigned to a new owner.

e Full Control: A member of the shared iFolder, with the Full Control access right. The user
with the Full Control right has read/write access to the iFolder and manages membership and
access rights for all users except the owner.

* Read/Write: A member of the shared iFolder, with the Read/Write access right to directories
and files in the iFolder.

* Read Only: A member of the shared iFolder, with the Read Only access right to directories
and files in the iFolder. This member can copy an iFolder file to another location and modify it
outside the iFolder.

When used with an enterprise server account, the server hosts every iFolder created for that account.
Users create an iFolder and the enterprise server makes it available to the specified list of users. A
user can have a separate account on each enterprise server. A user’s level of membership in each
shared iFolder can differ.

1.4.7 Account Setup for Enterprise Servers

The iFolder client allows you to set up multiple accounts, with one each allowed per enterprise
server. Users specify the server address, username, and password to uniquely identify an account.
On his or her computer, a user sets up accounts while logged in as the local identity he or she plans
to use to access that account and its iFolders. Under the local login, the user can set up multiple
iFolder accounts, but each account must belong to a different iFolder enterprise server.

1.4.8 Access Authentication

Whenever iFolder connects to an enterprise server to synchronize files, it connects with HTTP
BASIC and SSL connections to the server, and the server authenticates the user against the LDAP
directory service.

1.4.9 File Synchronization and Data Management

When you set up an iFolder account, you can enable Remember Password so that iFolder can
synchronize iFolder invitations and files in the background as you work. The iFolder client runs
automatically each time you log in to your computer’s desktop environment. The session runs in the
background as you work with files in your local iFolders, tracking and logging any changes you
make. With an enterprise server, you can synchronize the files at specified intervals or on demand.

1.4.10 Synchronization Log

The log displays a log of your iFolder background activity.

1.4.11 iFolder Client APIs

As part of the iFolder project, APIs are available for the client. For iFolder Client developer
documentation, see the iFolder Sofiware Developers Kit (http://forge.novell.com/modules/xfmod/
docman/?group_id=1372).
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1.5 What’s Next

Before you install iFolder, review the following sections:

* “What’s New” on page 21
* “Planning iFolder Services” on page 31
* “Coexistence and Migration Issues” on page 41

» “Prerequisites and Guidelines” on page 45

When you are done, install and configure your iFolder enterprise server and Web Access server. For
information, see “Installing and Configuring iFolder Services” on page 51.
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What’s New

Novell® iFolder® 3.x and the iFolder™ client offer many new capabilities as compared to Novell
Novell iFolder 2.1x. This section discusses the following:

* Section 2.1, “What’s New in Novell iFolder 3.2 (OES SP2 Linux),” on page 21

* Section 2.2, “What’s New in Novell iFolder 3.1 (OES SP1 Linux),” on page 21

* Section 2.3, “What’s New in Novell iFolder 3.0 (OES Linux),” on page 21

» Section 2.4, “Comparison of 2.1x and 3.x Server Features and Capabilities,” on page 22
» Section 2.5, “Comparison of 2.1x and 3.x Client Features and Capabilities,” on page 25

» Section 2.6, “Comparison of 2.1x and 3.x Web Access Features and Capabilities,” on page 28

2.1 What’s New in Novell iFolder 3.2 (OES SP2
Linux)

The following features are new in iFolder 3.2 for OES SP2 Linux:

* Localized user help for the iFolder client

» Support for users to log in to the iFolder server with their common name or e-mail address. The
iFolder Admin User configures the option during installation and the setting applies to all
users. For information, see Section 6.2, “Configuring the iFolder Enterprise Server,” on
page 53.

2.2 What’s New in Novell iFolder 3.1 (OES SP1
Linux)

The following features are new in iFolder 3.1 for OES SP1 Linux:

* Support for the iFolder data store on Novell Storage Services™ (NSS) volumes on Linux
* Support for Novell Cluster Services™ for Linux

* Support for iFolder data store backup with the Target Service Agent for iFolder (TSAIF) with
NBackup, a Novell Storage Management Services command line utility

* Support for Mono 1.1.7.7x
* Interoperability for Novell iChain, Novell BorderManager, and Novell Security Manager
» Support for the OES patch channel

2.3 What’s New in Novell iFolder 3.0 (OES Linux)

Novell iFolder 3.0 includes several important new features.

¢ Multiple iFolders: A user creates as many iFolders as desired and manages each one
separately. Each iFolder functions independently to synchronize its own set of files. Users
specify the local path for each iFolder.

What's New
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* Shared iFolders: Each iFolder can be kept private or shared with a different group of users.
For a shared iFolder, the owner or a member with the Full Control right controls who
participates in the iFolder and the level of access granted to each member, such as Full Control,
Read/Write, or Read Only.

* Centralized iFolder Synchronization and Storage: iFolder data is automatically
synchronized by the iFolder client to the iFolder enterprise server over an IP network. The
enterprise server stores files for each iFolder, then synchronizes them to other member
computers. Encryption is supported for data transfers. Administrators control whether data is
transported securely with HTTPS (SSL) connections during synchronization, or if data is
transported with standard HTTP BASIC connections.

¢ Multiple iFolder Accounts: Users can concurrently access iFolder accounts on different
servers.

* Web Access to iFolders: Users access their iFolder enterprise server accounts from any
computer with Internet access. They create subdirectories, upload files, and download files to
any of their iFolders. All iFolders for the account are available, whether the user is the owner or
a member.

* Remote and Policy-Based Administration: Administrators manage iFolder services with the
Novell iFolder 3 plug-in to Novell iManager, which is the central management console for
Novell Open Enterprise Server. The tool supports policy-based management of the iFolder
system, user accounts, and users’ iFolders.

¢ Client-Side APIs: Almost every function an end user can accomplish through the Ul is
exposed as an API. This allows third-party developers to more easily integrate their
applications with iFolder and gives organizations the tools they need to customize iFolder.

For information about key features of the iFolder client, see the iFolder User Guide for Novell
iFolder 3.x.

2.4 Comparison of 2.1x and 3.x Server Features
and Capabilities

Feature or Capability Novell iFolder 2.1x Server Novell iFolder 3.x Enterprise Server
Server management iFolder Administration tool Novell iFolder 3 plug-in to iManager
http://serveraddress/ For information, see Section 8.1,
i Fol der Server/ “Accessing the Novell iFolder 3
i Fol der. htni Plug-In for iManager,” on page 79.

You can also access the iFolder
Administration tool from iManager by
selecting iFolder 2.1x from Roles
and Tasks.
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Feature or Capability

Novell iFolder 2.1x Server

Novell iFolder 3.x Enterprise Server

Automatic provisioning of
iFolder services

Maximum iFolders per
username

Allows administrators to
create an iFolder for a user

Allows administrators to
share an iFolder and
specify its member users

Allows administrators to
transfer ownership of a
shared iFolder to another
user

Detects orphaned iFolders
and allows the iFolder
Admin user to manage
them

Maximum file size

Maximum number of
directories

No

The administrator enables iFolder
services for users, requires users to
log in to activate the account, and
then creates the iFolder on the
server.

One

No

No

No

No

Software limits file size to 4 GB.
Below 4 GB, the maximum file size

depends on the server’s and clients’

local file systems.

For example, on Windows clients,
FAT32 limits file sizes to 4 GB. On

Linux, EXT2 limits file sizes to 2 GB.

32,765

Yes

iFolder automatically provisions
iFolder users based on LDAP
containers, groups, or users the
administrator specifies. The server
periodically polls your LDAP server
for a list of authorized network users
in those contexts and updates the
iFolder users accordingly.

Multiple. Virtually unlimited number
of iFolders as an owner or member.

Yes

Yes

» For each iFolder, specify a list
of users, which can be further
modified by the iFolder owner.

» For each member of an iFolder,
specify the user’s level of
access with Full Control, Read/
Write, and Read Only rights.

Yes

Yes

There are no software restrictions,
but the administrator can specify the
maximum file size that users can
synchronize as a system-wide

policy.

Below the administrative maximum,
the practical maximum file size
depends on the server’s and clients’
local file systems.

No software restrictions; depends on
the server’s and clients’ local file
systems
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Feature or Capability

Novell iFolder 2.1x Server

Novell iFolder 3.x Enterprise Server

Disk quotas

Minimum synchronization
interval

Allows administrators to
specify which file types to
synchronize

Allows administrators to
enable or disable the
iFolder synchronization

Authenticated access

Encrypted data transfer

iFolder data stored
encrypted on server

The administrator can specify a
default user quota that applies
system-wide, and specify individual
user quotas for iFolder accounts.

The administrator can set minimum
synchronization intervals to apply
system-wide and for individual
users.

No

Yes, by temporarily disabling iFolder
services for the user account.

Yes, using the Admin username and
password for the iFolder
Management tool

Yes, with the encrypted iFolder
option

The Blowfish algorithm is applied
with a user-specified passphrase.
The admin user determines whether
encryption services are available to
users.

Yes, with the encrypted iFolder
option

The user must specify a passphrase
when first creating the iFolder
account.

The administrator can specify a
default account quota that applies
system-wide, individual user account
quotas, and individual iFolder
quotas.

An owner can also specify a quota
for an individual iFolder, but the total
combined quotas for all the iFolders
the user owns cannot exceed the
system-wide account quota or the
user’s individual account quota,
whichever is less.

An iFolder member can specify a
quota for the iFolder on each client.
The quota cannot exceed the
iFolder’s quota or that user’s own
quota for his or her account.

The administrator can set minimum
synchronization intervals to apply
system-wide, for individual users, or
for an individual iFolder.

Yes

Administrator can specify file types
to include or exclude by setting
system-wide, individual account, or
individual iFolder policies.

Yes, by using the iFolder Enable/
Disable User function to temporarily
disable login for the user to the
user’s iFolder account.

Yes. The Admin user logs in to
iManager, then must use credentials
equivalent to the iFolder Admin user
to connect to the iFolder server.

Yes, with automatic HTTPS (SSL)
connections. The iFolder Admin user
or equivalent determines whether
secure or insecure connections are
used.

No. Data is stored unencrypted for
all iFolders.

24 Novell iFolder 3.x Administration Guide



Feature or Capability Novell iFolder 2.1x Server Novell iFolder 3.x Enterprise Server

Backup of local files to a Files in users’ local iFolders are Files in users’ local iFolders are

network server backed up on the iFolder server. backed up on the iFolder enterprise
server.

Backup support to restore  Entire iFolder contents must be Individual files, directories, and

deleted files backed up and restored. iFolders can be backed up and
restored.

2.5 Comparison of 2.1x and 3.x Client Features
and Capabilities

iFolder Client with a Novell iFolder

Feature or Capability Novell iFolder 2.1x Client 3.x Enterprise Server

Download location The iFolder download page is The administrator provides a
download site where users can
http://serveraddress/  download the iFolder client, such
i Fol der as the iFolder 3.x Welcome page

. on the OES Linux server.
Replace serveraddress with the

IP address or DNS name of your
iFolder server. For example,
192.168. 1.1 or

ni f svrl. exanpl e. com The
path is case sensitive.

Default location of the iFolder Windows: C: \ Docunents and Anywhere the user wants to

directory on a client Set ti ngs\ user name\ My create an iFolder on his or her
Docunent s\i Fol der\userna Windows, Linux, or Macintosh
nme\ Hone computers.

Linux: / hore/ useri d/
i folder/userid

Macintosh: Not supported

Connect to server Log in to one account at a time.  Set up accounts for multiple
iFolder servers and log in to one
or more as desired.

Authenticated access Yes, with username and Yes, with username and
password authentication via your password authentication via your
LDAP server. LDAP server.

Encrypted data transfer Yes, with the encrypted iFolder Yes, with automatic HTTPS
option. (SSL) connections.

The Blowfish algorithm is applied Administrators control whether
with a user-specified passphrase. connections use HTTPS or
HTTP.
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Feature or Capability

Novell iFolder 2.1x Client

iFolder Client with a Novell iFolder
3.x Enterprise Server

iFolder data stored encrypted on
server

iFolder data stored encrypted on
clients

Create an iFolder

Maximum iFolders per username

Share an iFolder across multiple
computers

Share an iFolder with other users

Yes, with encrypted iFolder
option

The user must specify a
passphrase when first creating
the iFolder account.

No

iFolder data is stored
unencrypted on the client. Use
third-party local encryption
options, if needed.

Yes, by logging in to the server
for the first time after being
provisioned for iFolder services.

One

Yes, by logging in to an iFolder
server from a computer with the
iFolder client, or by accessing the
iFolder via the Web with
NetStorage.

Not as designed, but it is
possible.

The administrator can create a
username for this purpose.
Membership in the iFolder is
determined by who has access to
the password for that username
and its iFolder account.

No

Data is stored unencrypted on the
server.

No

iFolder data is stored
unencrypted on the client. Use
third-party local encryption
options, if needed.

Yes, by selecting any local
directory and making it an
iFolder. A user can create
multiple iFolders in each iFolder
account.

Multiple. Virtually unlimited
number of iFolders as an owner
or member.

Yes, by logging in to an iFolder

account from another computer
with an iFolder client and setting
up the available iFolder.

You can select which of the
iFolders you own or participate in
to set up on each computer,
according to your needs at each
location.

Yes, as the owner user or a
member user with the Full Control
right.

» For each iFolder, specify a
list of users.

* For each member of an
iFolder, specify different
levels of access with the Full
Control, Read/Write, or
Read Only right.
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Feature or Capability

Novell iFolder 2.1x Client

iFolder Client with a Novell iFolder
3.x Enterprise Server

Participate in a shared iFolder
owned by another user

Allows the owner of a shared
iFolder to transfer ownership of a
shared iFolder to another user

Allows the iFolder owner to
transfer ownership the iFolder to
another user

Maximum file size

Restrict synchronization by
including or excluding files by file
type, such as . np3

Maximum number of directories

Disk quotas

Not as designed, but it is possible
if the iFolder’s owner shares his
or her username and password.

IMPORTANT: Sharing a
password is a security risk and is
never recommended.

No

No

Software limits file size to 4 GB.
Below 4 GB, the maximum file
size depends on the server’s and
clients’ local file systems.

For example, on Windows clients,
FAT32 limits file sizes to 4 GB.
On Linux, EXT2 limits file sizes to
2 GB.

No

32,765

No

Yes, if the owner adds you as a
member.

After the owner makes you a
member of the iFolder, the server
notifies you by making the iFolder
available in your My iFolders
window. Use the iFolder Setup
function to activate the iFolder on
one or more computers where
you want to participate.

Yes

Yes

There are no software
restrictions, but the administrator
can specify the maximum file size
that users can synchronize as a
system-wide policy.

Below the administrative
maximum, the practical maximum
file size depends on the server’s
and clients’ local file systems.

Yes, with policies set by the
administrator that can apply
system-wide, to individual user
accounts, or to individual
iFolders.

No software restrictions; depends
on the server’s and clients’ local
file systems.

An owner can specify a quota for
each iFolder, but the total
combined administrative quotas
for all owned iFolders cannot
exceed the user’s quota, or the
system-wide quota if there is no
user quota.

An iFolder member can specify a
quota for the iFolder on each
computer where the iFolder is set

up.
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Feature or Capability

Novell iFolder 2.1x Client

iFolder Client with a Novell iFolder
3.x Enterprise Server

Minimum synchronization interval

Allows users to suspend
synchronization for a given client
computer

Remote access to iFolder data on
the server

Backup of local files to a network

server

Backup support to restore deleted
files

The user sets a synchronization
interval for each workstation. The
value cannot be less than the
system-wide setting or individual
user setting.

Yes, using any of the following
methods:

* Log out of the iFolder server

» Disable Automatic
Synchronization in the
Preferences tab. You can
remain logged in, and then
synchronization when you
want with the
Synchronization Now
option.

Yes, using NetStorage.

Your administrator must
configure NetStorage for iFolder
services.

Files in users’ local iFolders are
backed up on the iFolder server.

Administrators must back up and
restore the entire iFolder
contents.

The user sets a synchronization
interval for each computer that
applies to all iFolders in all
accounts on that computer.

Yes, using any of the following
methods:

* Log out of the iFolder server
account

+ Disable Automatic Sync

+ Disable the account in the
Account window (deselect
Enable Account)

Yes, using iFolder 3.x Web
Access

Files in users’ local iFolders are
backed up on the iFolder
enterprise server.

Administrators can back up the
entire iFolder data store. They
can restore individual files,
directories, or iFolders.

2.6 Comparison of 2.1x and 3.x Web Access
Features and Capabilities

Feature or Capability

Novell iFolder 2.1x Web Access

Novell iFolder 3.x Web Access

Web access method

For iFolder 2.1.4 and earlier, the
Java* applet or Novell
NetStorage (for NetWare®
servers only)

For iFolder 2.1.5 and later, Novell
NetStorage for Novell Open
Enterprise Server (both Linux and
NetWare servers)

iFolder 3.x Web Access for Novell
Open Enterprise Server for Linux
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Feature or Capability

Novell iFolder 2.1x Web Access

Novell iFolder 3.x Web Access

Web access location

Connect to server

Authenticated access

Encrypted data transfer

WebDAV protocol support

http://serveraddress/iFolder

Replace ser ver addr ess with
the IP address or DNS name of
your iFolder server. For example,
192.168.1. 1 or

ni fsvrl. exanpl e. com The
path is case sensitive.

The user has only one iFolder per
username. The user accesses
the iFolder server where his or
her files are located for that
username.

Yes, with username and
password authentication via your
LDAP server.

Yes, with the encrypted iFolder
option.

The Blowfish algorithm is applied
with a user-specified passphrase.

Yes, allows WebDAV clients,
such as Microsoft Explorer, to
seamlessly access folders and
files on an iFolder 2.1x server.

http://serveraddress/
webal i as

Replace ser ver addr ess with
the IP address or DNS name of
your iFolder server. For example,
10.10.1.1or

ni fsvrl. exanpl e. com

Replace webal i as with the
administrator-specified path. The
default pathis /i f ol der. The
path is case sensitive. For
example:

http://10.10.1.1/
i fol der

Users separately access the
different servers where you have
accounts. All iFolders for the
individual account are available.

Yes, with username and
password authentication via your
LDAP server.

Yes, with HTTPS (SSL)
connections for data transfer.

No
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Planning iFolder Services

This section discusses the planning considerations for providing Novell® iFolder® 3.x services on
OES Linux.

* Section 3.1, “Security Considerations,” on page 31

* Section 3.2, “Server Workload Considerations,” on page 31

* Section 3.3, “Naming Conventions for Usernames and Passwords,” on page 32

» Section 3.4, “Admin User Considerations,” on page 33

» Section 3.5, “iFolder User Account Considerations,” on page 35

» Section 3.6, “iFolders Data and Synchronization Considerations,” on page 36

» Section 3.7, “Management Tools,” on page 37

3.1 Security Considerations

For information about planning security for your iFolder 3.x system, see the Novell iFolder 3.x
Security Administrator Guide.

3.2 Server Workload Considerations

The iFolder 3.x enterprise server supports a complex usage model where each user can own multiple
iFolders and participate in iFolders owned by other users. Instead of a single user working from
different workstations at different times, multiple users can be concurrently modifying files and
synchronizing them. Whenever a user adds a new member to an iFolder, the workload on the server
can increase almost as much as if you added another user to the system.

We recommend a maximum of 1000 users per iFolder server, depending on the performance
characteristics of your hardware. You can set user account quotas to control the maximum storage
space consumed by a user’s iFolders on the server. The actual bandwidth usage for each iFolder
depends on the following:

* The number of members subscribed to the iFolder

* The number of computers actively sharing the iFolder

* How much data is stored in the iFolder

 The actual and average size of files in the iFolder

* The number of files in the iFolder

* How frequently files change in the file

* How much data actually changes

* How frequently files are synchronized

* The available bandwidth and throughput of network connections

We recommend that you set up a pilot program to assess your operational needs and performance
based on your equipment and collaboration environment, then design your system accordingly.
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The following is a suggested baseline configuration for an iFolder 3.x server with a workload similar
to a typical iFolder 2.1x server. It is based on an example workload of about 12.5 GB of data
throughput (up and down) each 24 hours, including all Ethernet traffic and protocol overhead. Your
actual performance might differ.

Table 3-1 Suggested Baseline Configuration for an iFolder Enterprise Server

Component Example System Configuration
Hardware 1.8 GHz Single processor
1.2 GB RAM

300 GB hard drive
iFolder Services 500 users
500 MB user account quota per user
1 iFolder per user that is not shared with other users

5% change in each user’s data per 24-hour period

3.3 Naming Conventions for Usernames and
Passwords

LDAP Naming Requirement

Usernames and passwords must comply with the constraints set by your LDAP service. For
information, see the Novell eDirectory 8.7.3 Administration Guide (http://www.novell.com/
documentation/edir873/treetitl.html).

E-Mail Address Naming Requirement

If you configure iFolder to authenticate users at login based on their e-mail addresses, make sure
that each e-mail address in eDirectory satisfies the following naming requirements:

» Conforms to standard e-mail naming conventions

* Is unique in the directory

For example, if two identical e-mail addresses exist in the directory, iFolder could synchronize
both of them, but it attempts to authenticate only to the first matching e-mail address it finds.
Authentication fails if the password does not match that address.

iFolder does not transform the address the user enters in any way and treats the names as case
sensitive. Your users should be aware of the format and case used for their e-mail addresses that are
stored in eDirectory.

For example, if user John Smith has an e-mail address based on a user ID of j $1234, such as
j s1234@xanpl e. com but is allowed to use an e-mail alias such as
j ohn. sm t h@xanpl e. com which address should the user enter as the iFolder user name?
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Length and Format Considerations for an LDAP Object

In iManager, the maximum number of characters for most LDAP objects is 64 characters. Some
fields require common name format and others require fully distinguished name format for objects.
View the iManager Help for the different plug-ins to make sure your entries comply with length and
format restrictions for the individual plug-in.

Multilingual Considerations

If you have workstations running in different languages, you might want to limit User object names
to characters that are viewable on all the workstations. For example, a name entered in Japanese
cannot contain characters that are not viewable in Western languages.

IMPORTANT: eDirectory supports only English language characters for usernames and passwords
on Linux and HP-UNIX. This applies to OES Linux and Novell Linux Desktop.

For information, see “Multilingual Considerations” (http://www.novell.com/documentation/
edir873/edir873/data/a2iiidp.html#a2iiie7) in the Novell eDirectory 8.7.3 Administration Guide.

3.4 Admin User Considerations

During the iFolder install, iFolder creates two administrator users, the iFolder Admin user and the
iFolder Proxy user. After the install, you can also configure other users with the iFolder Admin right
to make them equivalent to the iFolder Admin user.

iFolder Admin User and Equivalent Users

The iFolder Admin user is the primary administrator of the iFolder enterprise server. Whenever
iFolders are orphaned, ownership is transferred to the iFolder Admin user for reassignment to
another user or for deletion. You initially specify the iFolder Admin user during the iFolder
enterprise server configuration in YaST.

The iFolder Admin user must be provisioned to enable the iFolder Admin to perform management
tasks. iFolder tracks this user by the LDAP object GUID, allowing it to belong to any LDAP
container or group in the tree, even those that are not identified as Search DNs. The user’s
movement can be tracked anywhere in the tree because it is known by the GUID, not the user DN.

The iFolder Admin right can be assigned to other users so that they can also manage iFolder services
for the selected server. Use the Administrators page in the Novell iFolder 3 plug-in to add or remove
the iFolder Admin right for users. Only users who are in one of the DNs specified in the LDAP
Search DN are eligible to be equivalent to the iFolder Admin user.

If you assign the iFolder Admin right to other users, those users are governed by the roster and
Search DN relationship. The user is removed from the roster and stripped of the iFolder Admin right
if you delete the user, remove the user’s DN from the list of Search DNs, or move the user to a DN
that is not in the Search DNs.

iFolder Proxy User

The iFolder Proxy user is the identity used to access the LDAP server to retrieve lists of users in the
specified containers, groups, or users that are defined in the iFolder LDAP settings. This identity
must have the Read right to the LDAP directory. The iFolder Proxy user is created during the iFolder
install. You probably never need to modify this value.
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IMPORTANT: If you do modify the iFolder Proxy user, make sure that the identity you specify is
different than the iFolder Admin user or other system users because the iFolder Proxy user password
is stored in reversible encrypted form in the Simias database on the iFolder server.

When you initially configure the iFolder enterprise server in YaST, iFolder autogenerates a
password for the iFolder proxy user.

Table 3-2 Encryption Method for the iFolder Proxy User Password

iFolder Version Encryption Method iFolder Proxy User Password

iFolder 3.2 YaST encryption method Generates an alphanumeric, 13-digit,
mixed-case password

iFolder 3.0 and 3.1 BASH random number generator Generates a number between 0 and
10, 000 and appends it to iFolderProxy. For
example, i Fol der Proxy1234.

Initially, the password for the iFolder Proxy user is stored in clear text in the / opt / novel | /

i fol der3/etc/simas-server-bootstrap. confi g file. At the end of the
configuration process, the system reboots Apache 2 and starts iFolder. When iFolder runs this first
time after configuration, the iFolder process copies the Si i as- server - boot strap. confi g
file to the Si m as. conf i g file. The default location of the Si ni as. confi g fileis/ var/

i b/ www un/ .| ocal / share/si m as directory or the / hone/ wwar un/ . | ocal /

shar e/ si m as directory. The proxy user password is stored in a reversible encrypted form in the
Simias database, then the value is removed from both configuration files.

The password stored on the system for the iFolder Proxy user must match the password stored in the
iFolder Proxy user’s eDirectory object. If you ever modify the iFolder Proxy user password in
eDirectory, you must also change the password stored on the system. For example, if you change the
iFolder Proxy user assignment, or if you want to set a longer password for the iFolder Proxy user,
you must modify the values afterwards in iFolder’s LDAP settings or iFolder cannot access the
LDAP server to update the user list. For information, see Section 8.4.5, “Modifying the iFolder
Proxy User Password,” on page 86.

To secure access to the Si m as. conf i g file, administrators of the iFolder 3.x server computer
must use every precaution to not inadvertently assign file system rights to the / var/ | i b/

wwwr un/ . | ocal / shar e/ si m as directory or the / hormre/ wwww un/ . | ocal / shar e/

si m as directory to unauthorized users.
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3.5 iFolder User Account Considerations

» Section 3.5.1, “Preventing the Propagation of Viruses,” on page 35
» Section 3.5.2, “Provisioning User Accounts,” on page 35

» Section 3.5.3, “Setting Account Quotas,” on page 36

3.5.1 Preventing the Propagation of Viruses

Because iFolder is a cross platform, distributed solution there is a possibility of virus infection on
Windows machines migrating across the iFolder server to other platforms, and vice versa. You
should enforce server-based virus scanning to prevent viruses from entering the corporate network.

You should also enforce client-based virus scanning. For information, see “Configuring Local Virus
Scanner Settings for iFolder Traffic” in the iFolder User Guide for Novell iFolder 3.x.

3.5.2 Provisioning User Accounts

You can specify any existing containers and groups in the Search DNs field of the iFolder LDAP
settings to govern which users are automatically provisioned with accounts for iFolder services. The
LDAP synchronization tracks a user object’s eDirectory™ GUID to identify the user in multiple
contexts as you add, move, or relocate user objects, or as you add and remove contexts as Search
DNs.

The following guidelines apply:

+ If the user is added to an LDAP container, group, or user that is in the Search DN, the user is
added automatically to the iFolder user list.

» Ifa user is moved to a different container, and the new container is also in the Search DN, the
user remains in the iFolder user list.

If you intend to keep the user as an iFolder user without interruption of service and loss of
memberships and data, the new container must be added as a Search DN before the user is
moved.

If the user is moved to a different container that is not specified as a Search DN before the user
is moved, the user is removed from the iFolder user list. The user’s iFolders are orphaned and
the user is removed as a member of iFolders owned by others. If the new container is later
added as a Search DN, the user is treated as a new user, with no association with previous
iFolders and memberships.

* If the user appears in multiple defined Search DN, if one or more DNs are removed from the
LDAP settings, the user remains in the iFolder user list if at least one DN containing the user
remains.

 Ifthe user is deleted from LDAP or moved from all defined Search DNs, the user is removed as
an iFolder user. The user’s iFolders are orphaned and the user is removed as a member of
iFolders owned by others.

* The iFolder Admin user and iFolder Proxy user are tracked by their GUIDs, whether their user
objects are in a context in the Search DN or not.
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3.5.3 Setting Account Quotas

You can restrict the amount of space each user account is allowed to store on the server by setting an
account quota. The account quota applies to the total space consumed by the iFolders the user owns.
If the user participates in other iFolders, the space consumed on the server is billed to the owner of
that iFolder. You can set quotas at the system or user. Within a give account quota, you can also set a
quota for any iFolder.

3.6 iFolders Data and Synchronization
Considerations

Consider the following when setting policies for iFolders data and synchronization:

* Section 3.6.1, “Naming Conventions for an iFolder and Its Folders and Files,” on page 36

» Section 3.6.2, “Guidelines for File Types and Sizes to Be Synchronized,” on page 36

3.6.1 Naming Conventions for an iFolder and Its Folders and
Files

The iFolder client imposes naming conventions that consider the collective restrictions of the Linux,
Windows, and Macintosh file systems. An iFolder, folder, or file must have a valid name that
complies with the naming conventions before it can be synchronized.

Use the following naming conventions for your iFolders and the folders and files in them:

* iFolder supports the Unicode™® (http://www.unicode.org) character set with UTF-8 encoding.

* Do not use the following invalid characters in the names of iFolders or in the names of folders
and files in them:

\ /[ *?2" <>

iFolder creates a name conflict if you use the invalid characters in a file or folder name. The
conflict must be resolved before the file or folder can be synchronized.

* The maximum name length for a single path component is 255 bytes. For filenames, the
maximum length includes the dot (. ) and file extension.

» Names of iFolders, folders, and files are case insensitive; however, case is preserved. If
filenames differ only by case, iFolder creates a name conflict. The conflict must be resolved
before the file or folder can be synchronized.

* Ifusers create iFolders on the FAT32 file system on Linux, they should avoid naming files in all
uppercase characters. The VFAT or FAT32 file handling on Linux automatically changes the
filenames that are all uppercase characters and meet the MS-DOS 8.3 file format from all
uppercase characters to all lowercase characters. This creates synchronization problems for
those files if the iFolder is set with the Read Only access right.

3.6.2 Guidelines for File Types and Sizes to Be Synchronized

You can set policies to govern which files are synchronized by specifying file type restrictions and
the maximum file size allowed to be synchronized. You can set these policies at the system, user
account, and iFolder level.
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Some file types are not good candidates for synchronization, such as operating system files, hidden
files created by a file manager, or databases that are implemented as a collection of linked files. You
might include only key file types used for your business, or exclude files that are likely unrelated to
business, such as . np3 files.

Operating System Files

You should not convert system directories to iFolders. Most system files change infrequently and it
is better to keep an image file of your basic system and key software than to attempt to synchronize
those files to the server.

Hidden Files

If your file system uses hidden files to track display preferences, you should determine the file types
of these files and exclude them from being synchronized on your system. Usually, they are relevant
only to the particular computer where they were created, and they change every time the file or
directory is accessed. You do not need to keep these files, and synchronizing them results in repeated
file conflict errors.

For example, iFolder automatically excludes two hidden file manager files called t hunbs. db and
. DS Store.

Database Files

iFolder synchronizes the changed portions of a file; it does not synchronize files as a set. If you have
a database file that is implemented as a collection of linked files, do not try to synchronize them in
an iFolder.

Do not try to synchronize your GroupWise® data by making the GroupWise archive, cache, or
remote directories into iFolders. If you do this, the GroupWise data files becomes corrupted after
synchronizing the file a few times. GroupWise needs the files in the archive to be maintained as a set
of files.

File Sizes

The maximum file size you allow for synchronization depends on your production environment.
While some users work with hundreds of small files, other users work with very large files. You
might set a system-wide policy to restrict sizes for most users, then set individual policies for power
users.

3.7 Management Tools

Use the following tools to manage the Novell iFolder 3.x enterprise server and Web Access server.

* Section 3.7.1, “iFolder Configuration Plug-Ins for YaST,” on page 38
» Section 3.7.2, “Novell iFolder 3 Plug-In for Novell iManager 2.5,” on page 38
» Section 3.7.3, “Web Access Configuration File,” on page 39
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3.7.1 iFolder Configuration Plug-Ins for YaST

iFolder provides the following plug-ins to YaST for configuring basic parameters for your iFolder

system:
iFolder Plug-In for YaST Purpose Tasks
iFolder 3 Use this function to configure the following  In YaST, click Network Services,

parameters for the iFolder enterprise server. then click iFolder 3.

« LDAP server name, LDAP admin DN, For information, see Section 6.2,
and password “Configuring the iFolder

« iFolder system name, store path, and Enterprise Server,” on page 53.

description

« iFolder proxy DN, password, and
search context for retrieving user
information from LDAP

« iFolder admin DN and password

iFolder 3 Web Access Use this function to configure the following  In YaST, click Network Services,
parameters for the iFolder Web Access then click iFolder 3 Web Access.

server. . . _
For information, see Section 6.3,

* Web Access alias “Configuring the iFolder Web

« iFolder server URL Access Server,” on page 55.

If both iFolder components are installed on the same computer, both plug-ins are available;
otherwise, only the plug-in that is needed is available.

3.7.2 Novell iFolder 3 Plug-In for Novell iManager 2.5

The Novell iFolder 3 plug-in for Novell iManager 2.5 is an administrative tool used to manage the
iFolder system, user iFolder accounts, and user iFolders and data. For information about installing
iManager, see the Novell iManager 2.5 Installation Guide (http://www.novell.com/documentation/
imanager25/imanager_install 25/data/hk42s9ot.html).

Before you can use Novell iFolder 3 for managing your iFolder system, you must install it in
iManager. For information, see Section 6.4, “Installing the Novell iFolder 3 Plug-In for iManager,”
on page 57.

To access Novell iFolder 3, see Section 6.5, “Accessing iManager and the Novell iFolder 3 Plug-In,”
on page 59.

Web Browser Language Setting

An iManager plug-in might not operate properly if the highest priority Language setting for your
Web browser is set to a language other than one of the supported languages. To avoid problems, in
your Web browser’s Languages setting, set the first language preference in the list to a supported
language, such as English.

NOTE: In the initial release, iFolder supports only English. Localization in additional languages is
planned for future releases.
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Additional Information

For information about iManager, see the Novell iManager 2.5 Administration Guide (http://
www.novell.com/documentation/imanager25/imanager _admin_25/data/hk42s9ot.html).

3.7.3 Web Access Configuration File
Use the / opt / novel | /i f ol der 3/ webaccess/ Web. conf i g file to configure HTTP

runtime parameters for your iFolder Web Access server. For information, see Section 9.4,
“Configuring the HTTP Runtime Parameters,” on page 98.
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Coexistence and Migration Issues

One of the top priorities in designing Novell® iFolder® 3.x was to ensure that new iFolder services,
running on Novell Open Enterprise Server, can be introduced into an existing network environment
without disrupting existing Novell iFolder 2.1x services.

This section discusses the following the issues:

* Section 4.1, “Coexistence of iFolder 3.x and 2.1x Servers,” on page 41

» Section 4.2, “Coexistence of the iFolder Client with Novell iFolder 1.x and 2.x Clients,” on
page 42

» Section 4.3, “Migrating from iFolder 2.1x to 3.x Server,” on page 42

» Section 4.4, “Migrating User Files from an iFolder 2.1x to a 3.x Server,” on page 42

4.1 Coexistence of iFolder 3.x and 2.1x Servers

If you use both Novell iFolder 3.x and iFolder 2.1x servers, we recommend that you install each
version on its own dedicated server. However, iFolder 3.x enterprise and Web access servers can
coexist with an iFolder 2.1x server on an OES Linux computer under the following conditions:

» Both iFolder 3.x and iFolder 2.1x run Apache 2 Worker. However, iFolder 2.1x runs a special
configuration of Apache 2 Worker where the number of threads is limited. iFolder 3.x runs with
the default Apache 2 Worker configuration that comes with OES. The separate instances of
Apache run in parallel, with no interaction between them.

* You must use different [P addresses for the iFolder 3.x enterprise server and the iFolder 2.1x
server running on the same computer. The iFolder 3.x enterprise server and iFolder 3.x Web
access server share the same IP address when they are on the same server.

 The processor, memory, network adapter, and storage disks on the computer must be sized to
support the combined workload and storage requirements for the iFolder servers.

* iFolder 3.x and 2.1x are not integrated in any way.

They are different software packages and share no files in common.

They use different methods and settings for management, security, policies, data storage,
user provisioning, Web access, and backup.

They do not share or coordinate information about servers, LDAP, administrators, users,
or iFolders.

There are no storage economies for or coordination of iFolder files and data.

Users must use each server’s corresponding iFolder client to access their iFolder data on
that server.

Users must use the corresponding access method to access their iFolder data via a Web
browser. iFolder 3.x requires the iFolder 3.x Web access server, and iFolder 2.1x requires
Novell NetStorage.

For more information, see Section 2.4, “Comparison of 2.1x and 3.x Server Features and
Capabilities,” on page 22.
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4.2 Coexistence of the iFolder Client with Novell
iFolder 1.x and 2.x Clients

Do not install the iFolder™ client in the same application folder as the Novell iFolder 1.x or 2.x
client.

The iFolder client can coexist on the same workstation as the Novell iFolder 1.x client or 2.x client,
with the following caveats:

* The iFolder client and its iFolders work only with the Novell iFolder 3.x enterprise server.

» The Novell iFolder 1.x or 2.x client and its iFolder on the workstation continue to work only
with the assigned Novell iFolder server of the same release.

 The single iFolder created with the iFolder 1.x or 2.x client can coexist with the multiple
iFolders created with the iFolder client. The iFolders function independently on the
workstation; they do not exchange information or data. However, you can manually transfer
local data between old and new iFolder folders.

* You should not attempt to convert the iFolder for Novell iFolder 1.x or 2.x to an iFolder to be
managed by Novell iFolder 3.x. Similarly, you should not covert parent folders of that iFolder
to a next-generation iFolder.

If the folder is no longer used by a prior version of the Novell iFolder client, such as when you
uninstall the old client from the workstation, you can convert the folder or its parent folders to a
next-generation iFolder.

For more information, see Section 2.5, “Comparison of 2.1x and 3.x Client Features and
Capabilities,” on page 25.

4.3 Migrating from iFolder 2.1x to 3.x Server

There is no migration path between Novell iFolder 2.1x and Novell iFolder 3.x. There is no
migration of configuration, policies, user information, and iFolder data on the server.

4.4 Migrating User Files from an iFolder 2.1xto a
3.x Server

The Novell iFolder 2.1x client and the iFolder client for Novell iFolder 3.x can run independently
and concurrently on the same user computer. They are separate applications and should not be
installed in the same location.

There is no automatic upgrade or migration from Novell iFolder 2.1x to the iFolder client for Novell
iFolder 3.x. Each user can manually copy some or all of the files in the iFolder 2.1x directory to one
or more iFolders for synchronization by an iFolder 3.x enterprise server.

Make sure to review the Section 2.5, “Comparison of 2.1x and 3.x Client Features and Capabilities,”
on page 25. Some features, such as encrypted data storage on the server, are not available in the new
iFolder client. You might make both servers available to users if encrypted data storage is essential

for some of their files. Work with users to determine what their needs are for encrypted data on the

server.
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For information about migrating files from iFolder 2.1x to iFolders for the iFolder 33.x enterprise
server, see “Migrating Files from iFolder 2.1x to 3.x” in the iFolder User Guide for Novell iFolder
3.x. After users have successfully migrated their files to the new system, you can determine the need
to maintain a 2.1x server in your environment.
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Prerequisites and Guidelines

This section discusses prerequisites and guidelines for this release of Novell® iFolder® 3.x and the
iFolder™ Client. Before installing and configuring iFolder, make sure that your system meets the
requirements in each of the following:

» Section 5.1, “File System,” on page 45

» Section 5.2, “Enterprise Server,” on page 45

» Section 5.3, “Novell eDirectory 8.7.3,” on page 48

» Section 5.4, “Novell iManager 2.5,” on page 48

» Section 5.5, “Mono,” on page 48

» Section 5.6, “Client Computers,” on page 49

» Section 5.7, “Web Browser,” on page 49

5.1 File System

iFolder Application Files

iFolder 3.x installs the iFolder files on the system volume. OES Linux requires the Reiser (default)
or EXTS3 file system for the system device.

iFolder Data Store

We recommend that you store the users’ iFolder data on a separate volume.

Version Data File System Support

iFolder 3.1 and later EXT3, ReiserFS, or NSS
iFolder 3.0 EXT3 or ReiserFS

5.2 Enterprise Server

We recommend that you install iFolder 3.x enterprise server and Web Access server after your OES
Linux system is configured and running properly. You must post-install iFolder if you plan to use
NSS volumes for your iFolder data because you cannot set up NSS volumes during an OES Linux
install. However, if you plan to use a Linux traditional volume such as EXT3 or ReiserFS for your
iFolder data, you can optionally install and configure iFolder when you install OES Linux.

» Section 5.2.1, “Prerequisites for the Operating System,” on page 46

» Section 5.2.2, “Install Guidelines When Using an NSS Volume to Store iFolder Data,” on
page 46

* Section 5.2.3, “Install Guidelines When Using a Linux Traditional Volume to Store iFolder
Data,” on page 47

 Section 5.2.4, “Install Guidelines for Other Components,” on page 47

Prerequisites and Guidelines
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» Section 5.2.5, “Installing the OES Linux Server,” on page 47

5.2.1 Prerequisites for the Operating System

Novell iFolder 3.x supports a server platform with the following components of Novell Open
Enterprise Server:

iFolder Version Operating System and Applications

iFolder 3.2 Novell Open Enterprise Server Support Pack 2 for SUSE® Linux (OES Linux SP2)
SUSE Linux Enterprise Server 9 Support Pack 3 (SLES 9 SP3)

iFolder 3.1 Novell Open Enterprise Server Support Pack 1 for SUSE® Linux (OES Linux SP1)
SUSE Linux Enterprise Server 9 Support Pack 2 (SLES 9 SP2)

iFolder 3.0 Novell Open Enterprise Server for SUSE Linux (OES Linux)
SUSE Linux Enterprise Server 9 Support Pack 1 (SLES 9 SP1)

There is no upgrade or migration path from Novell iFolder 2.1x and earlier versions of iFolder.

For information, see the Novell Open Enterprise Server product site (http://www.novell.com/
products/openenterpriseserver).

5.2.2 Install Guidelines When Using an NSS Volume to Store
iFolder Data

Modify the OES Linux install and configuration to comply with the following guidelines:

* In YaST, on the Installation Settings page, reconfigure the Partitioning settings as needed to
support using NSS.

» Specify a ReiserFS (default) or EXT3 partition as your system device.

* NSS volumes are configured after the install is complete. If you plan to use NSS volumes,
some deployment scenarios require that you modify the partitioning to use EVMS
(Enterprise Volume Management System) as the device manager of the system device
instead of LVM (Linux Volume Manager, default) or a third-party volume manager. Make
sure to compare your storage deployment plan to those listed in “Installing Linux with
EVMS as the Volume Manager of the System Device” in the Open Enterprise Server to
determine if you need to do this.

For example, if you have only a single device on the server (such as a single physical disk
or a hardware RAID 1 or RAID 5 device) and you plan to configure an NSS volume to use
as your iFolder data volume, you must modify your partitioning to use EVMS to manage
the device.

* In YaST, on the Installation Settings page, modify the Software components to add the NSS
package to the install. Plan to install iFolder after your OES Linux server is set up and you have
created an NSS volume to use.

* In YaST, on the Installation Settings page, make sure you do not add the iFolder 3 or iFolder 3
Web Access components to the install. You will install them later.

46 Novell iFolder 3.x Administration Guide


http://www.novell.com/products/openenterpriseserver

» After the OES Linux system is up and running, use the Storage plug-in to iManager to create
the NSS volume, create a directory at the volume root, then use YaST to install and configure
iFolder. Make sure to specify the path to the directory as the iFolder data store during the
iFolder configuration.

5.2.3 Install Guidelines When Using a Linux Traditional Volume
to Store iFolder Data

» In YaST, specify an EXT3 or ReiserFS partition as your system device.

* (Optional) Modify the Software components to add the iFolder 3 or iFolder 3 Web Access
components to the install.

If you install iFolder at this time, be prepared to configure iFolder as part of the install process.
See the following:

» Section 6.2, “Configuring the iFolder Enterprise Server,” on page 53
» Section 6.3, “Configuring the iFolder Web Access Server,” on page 55

5.2.4 Install Guidelines for Other Components

We recommend that your iFolder enterprise server and Web Access server run on separate dedicated
servers. For small office use, both enterprise server and Web access server can run on the same
server without degraded performance. For best performance, configure your iFolder server as an
independent system with, at most, the following services:
* OES Linux (Minimum predefined server plus graphics support and NSS if desired)
» Novell eDirectory 8.7.3 (can be configured on a different OES server)
* Novell iManager 2.5 (can be configured on a different OES server)
» Novell iFolder 3.x (typically post-installed on an OES Linux server)
* Enterprise server
* Web Access server (can be installed and configured on a different OES Linux server)

* Mono (The Mono package is required for iFolder 3.x enterprise server and for Web Access
server.)

» Apache 2 Web Server (The apache2-worker package is required for iFolder 3.x enterprise
server and for Web access server.)

* Other iFolder dependencies as noted in YaST by the iFolder 3.x and iFolder 3.x Web
Access install packages.

Installing other applications or services on the iFolder server affects iFolder performance and might
introduce conflicts with the required versions of applications iFolder depends on, such as Apache 2
or Mono.

5.2.5 Installing the OES Linux Server

For detailed information about prerequisites, installation, and configuration of your OES Linux
server, see the OES for Linux Installation Guide (http://www.novell.com/documentation/oes/
install linux/data/front.html).
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5.3 Novell eDirectory 8.7.3

Novell eDirectory™ 8.7.3 is a secure identity management solution that provides centralized identity
management, infrastructure, Net-wide security, and scalability to all types of applications running
behind and beyond the firewall. It natively supports the directory standard Lightweight Directory
Access Protocol (LDAP) 3 and provides support for TLS/SSL services based on the OpenSSL
source code. eDirectory is available as a component of Novell Open Enterprise Server.

Before you configure iFolder, eDirectory must be configured and running. In iFolder, you specify
LDAP containers and groups that contain User objects of users who you want to be iFolder users.
You must create contexts and define users in eDirectory. For information, see the following topics in
the Novell eDirectory 8.7.3 Administration Guide (http://www.novell.com/documentation/edir873/
edir873/data/a2iii88.html):

* “Designing Your Novell eDirectory Network™ (http://www.novell.com/documentation/edir873/
edir873/data/a2iiido.html)

* “Managing User Accounts” (http://www.novell.com/documentation/edir873/edir873/data/
afxkmdi.html)

Make sure your LDAP objects comply with the naming conventions for your LDAP services. For
information, see Section 3.3, “Naming Conventions for Usernames and Passwords,” on page 32.

5.4 Novell iManager 2.5

Novell iManager 2.5 is a Web-based administration console that provides secure, customized access
to network administration utilities and content. Before you can configure the Novell iFolder 3 plug-
in for iManager, iManager must be installed and configured.

For information, see the Novell iManager 2.5 Administration Guide (http://www.novell.com/
documentation/imanager25/imanager_admin_25/data/hk42s9ot.html).

5.5 Mono

Novell iFolder 3.x requires the Mono® framework for Linux. Mono is a development platform for
running and developing modern applications. Based on the ECMA/ISO Standards, Mono can run
existing programs that target the .NET or Java frameworks. The Mono Project is an open source
effort led by Novell and is the foundation for many new applications. For information about Mono,
see the Mono Project Web site (http://www.mono-project.com/Main_Page).

The required version of Mono is included on the . i SO files. Mono is installed automatically as a
dependency of iFolder during the install of the iFolder enterprise server or the Web Access server.

The iFolder clients for Linux and Macintosh also require Mono 1.1.7. The required version of Mono
is packaged in the iFolder client installation files that you distribute to your users. For information,
see Section 6.7, “Distributing the iFolder Client to Users,” on page 62. Linux and Macintosh users
must install both iFolder and Mono packages. For information, see “Getting Started” in the iFolder
User Guide for Novell iFolder 3.x

Make sure to use the required version of Mono. If you have a different version of Mono on your
OES Linux server, uninstall it before you install iFolder.

Novell iFolder 3.x supports only the version of Mono included in its install software. If you need to
upgrade Mono for another reason, please check our online documentation to see if we explicitly
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support that version and to learn any necessary steps to make the upgrade work correctly. For
information, see the latest version of the online documentation on the Novell iFolder 3.x
Documentation Web site (http://www.novell.com/documentation/ifolder3).

5.6 Client Computers

The iFolder client supports the following workstation operating systems:

» Novell Linux Desktop 9 and later (requires Mono 1.1.7.1.44342 for Linux)
» Windows 2000/XP/2003 with the latest .NET support patches
» Macintosh OS X v10.3 and later (requires Mono 1.1.7.2 for Macintosh).

The Mono modules you need for this release are included on the . i so files for iFolder 3.x.

Make sure you have installed the latest critical updates for your operating system or .NET.

5.7 Web Browser

You need one or more of the following supported Web browsers on the computer you use to access
iManager and on the client computers:

* Mozilla* Firefox*
* Microsoft* Internet Explorer

 Safari* on Macintosh
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Installing and Configuring iFolder
Services

This section describes how to install and configure Novell® iFolder® 3.x enterprise and Web Access
servers.

* Section 6.1, “Installing iFolder on an Existing OES Linux Server,” on page 51

» Section 6.2, “Configuring the iFolder Enterprise Server,” on page 53

* Section 6.3, “Configuring the iFolder Web Access Server,” on page 55

* Section 6.4, “Installing the Novell iFolder 3 Plug-In for iManager,” on page 57

+ Section 6.5, “Accessing iManager and the Novell iFolder 3 Plug-In,” on page 59

* Section 6.6, “Provisioning Users and iFolder Services,” on page 60

 Section 6.7, “Distributing the iFolder Client to Users,” on page 62

» Section 6.8, “Updating Novell iFolder 3.x,” on page 63

» Section 6.9, “Updating Mono for the Server and Client,” on page 64

 Section 6.10, “Uninstalling the iFolder 3.x Enterprise Server,” on page 64

» Section 6.11, “What’s Next,” on page 64

6.1 Installing iFolder on an Existing OES Linux
Server

We recommend that you install iFolder after your server operating system is installed and all storage
services are configured. The following procedure describes how to install iFolder enterprise server,
iFolder Web access server, or both of the servers on an existing OES Linux platform. If you install
only one of the iFolder servers, repeat the entire install process for the other on a second OES Linux
server.

The Novell iFolder install modules are available on media for the Support Pack releases of OES
Linux.

NOTE: If you used the Minimum install option for your OES Linux server, which has no GUI
installed, the iFolder services configuration is done with the YaST 2 text-based interface. For
example, there are no check boxes and clicking is not possible. Use the standard methods for
navigating the text-based interface to achieve the tasks as described here.

1 Before you begin, make sure your OES Linux system setup meets the “Prerequisites and
Guidelines” on page 45.

2 If you have previously installed Mono on your OES SP1 server, make sure the permissions on
Mono directories are set correctly.

This should set the rights correctly for Mono, and enable iFolder 3.1 enterprise server to run.
2a On your Linux computer, open a shell window.

2b At the prompt, log in as the root user by entering S U, then entering your root password.
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2c At the prompt, enter
cd /usr/lib
2d Change the Mono permissions in the / usr/ | i b directory. At the prompt, enter
chrmod 755 - R nono
2e At the prompt, enter
cd /etc
2f Change the Mono permissions in the / et ¢ directory. At the prompt, enter
chrmod 755 - R nono
3 Open YaST?2 using one of the following methods:
* On your desktop, click the YaST shortcut icon to launch YaST, then enter the root
password when prompted.
* At aterminal, log in as the root user, then enter
yast 2
4 In the left menu, select Software, then select Install and Remove Software.

A window appears in the upper left with a Filter drop-down menu preselected to the Search
option.

5 Use the Filter drop-down menu to specify the Selections option.

6 You can install the iFolder 3 Enterprise Server and Web Access Server on the same computer or
on different computers. Do one or both of the following, depending on your deployment
preferences:

¢ iFolder 3: In the left Selections menu, locate and select Novell iFolder 3, then select its
check box to signify that you want to install the RPMs for Novell iFolder 3 and its
dependencies.

¢ iFolder 3 Web Access: In the left Selections menu, locate and select Novell iFolder 3
Web Access, then select its check box to signify that you want to install the RPMs for
Novell iFolder 3 Web Access and its dependencies.

IMPORTANT: If you install only one of the components, repeat the entire install process for
the other on your second server.

You might need to scroll down to locate the entries. All of the RPMs in the Package list should
be selected for install (check mark) or for upgrade (green and black arrow icon).

7 If you encounter any dependency conflicts, resolve them before continuing.
8 To begin the installation, click Accept at the bottom right of the screen.
9 When the installation is complete, close YaST.

10 Continue with one or both of the following as needed:

* Section 6.2, “Configuring the iFolder Enterprise Server,” on page 53
» Section 6.3, “Configuring the iFolder Web Access Server,” on page 55

IMPORTANT: If you have problems with Mono after the install, check the POSIX* permissions on
Mono directories to make sure they comply with the settings in Step 2 of the iFolder installation.
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6.2 Configuring the iFolder Enterprise Server

After you install the iFolder enterprise server, you must configure the iFolder services, including the
LDAP, iFolder system, and iFolder administration settings.

IMPORTANT: If you install iFolder when you install OES Linux, the same parameters described in
this procedure are available as an integrated part of the server install. However, you cannot choose
an NSS volume as the iFolder System Store Path because NSS volumes cannot be created during the
server platform install.

1 If you plan to use an NSS volume as the System Store Path for the users’ iFolder data, use
iManager to create the NSS volume, then create a directory on the volume.

For information, see “Managing NSS Volumes” in the Open Enterprise Server.

2 Log in to the server as the root user, or open a terminal console, enter Su, then enter a password
to log in as root.

3 Start YaST to refresh its list of installed configuration modules.
4 Start YaST, click Network Services, then click iFolder 3.

5 Follow the Yast on-screen instructions to proceed through the Novell iFolder 3 configuration.
The following table summarizes the decisions you make.

IMPORTANT: If you ever need to run the configuration again, you can modify any field
except the System Store Path and the iFolder User Login Based on Which LDAP Attribute
options. These parameter settings cannot be modified after the initial configuration.

Install Settings Description
LDAP Server ¢ Local or Remote Directory Server: Select Local if your LDAP directory
Configuration services are running on the same server as the iFolder 3 enterprise

server. Otherwise, select Remote.

* Directory Server Address: If directory services are Remote, specify the
IP address of the LDAP server to use for this iFolder enterprise server.

* LDAP Admin Name: The fully distinguished name of the Admin user
with administrative rights to LDAP. This information is needed during the
configuration to create User objects for the administrative iFolder Proxy
user. The LDAP schema is not extended.

Specify an existing username and an existing context. If the user does not
already exist, the username is created only if the context is valid.

For example:
cn=admi n. o=acne
¢ LDAP Admin Password: Specify the LDAP Admin user’s password.

* iFolder User Login Based on Which LDAP Attribute: Specify which
LDAP attribute of the User account to apply when authenticating users.
Each user enters a Username in this specified format at login time.
Options are Common Name (cn, default) and e-mail address (nai | ). This
setting cannot be changed after the install.

For example, if a user named John Smith has a common name of

j sm t h and e-mail of j ohn. sm t h@xanpl e. com this field determines
whether the user enters j snmi t h orj ohn. sm t h@xanpl e. comas the
Username when logging in to the iFolder server.
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Install Settings Description

iFolder System e System Name: A unique name to identify your iFolder 3 server.
Configuration
For example, | F3EAST Ser ver.

* System Store Path: The case-sensitive location where this iFolder
enterprise server stores the iFolder 3.x application files and the users’
iFolders and files. This location cannot be modified after the initial
configuration.

The store path should not be set at the root of a volume, such as the root
(/) or the root of a mount point (for example, / mt /i f ol der 3). Make
sure to add a standard directory to the end of the path. For example:

[var/opt/novel | /ifol der3/data
/i fol der3/data
/mmt /i fol der 3/ dat a
» System Description: A descriptive label for your iFolder 3 server.
For example, i Fol der 3 Eastern Server.
iFolder Admin * iFolder Admin DN: The iFolder Admin user manages iFolder services
Configuration with the iFolder 3 plug-in to iManager. If it does not already exist, this user

is created and granted the necessary rights to manage all iFolder
services. Specify the fully distinguished name of the iFolder Admin user.

For example:

cn=i f ol deradm n. o=acne

 iFolder Admin User Password: The password to use for the iFolder
Admin user. Type the password again to verify the entry.

* Proxy Context: The existing context where you want to create the
iFolder Proxy user. A generated username and password are used to
create the user in the specified context, then the user is granted the Read
right to LDAP. The generated username is i Fol der Pr oxyxxxx, where
xxxX is a four-digit random number.

For example:
o=acne

You should never have to modify the user and password for the iFolder
Proxy user, but it is possible. For information, see Section 8.4.2,
“Modifying the iFolder LDAP Settings,” on page 84.

6 When the system prompts you to restart the Apache server, accept the option by clicking Yes,
then restart the Apache server and Tomcat Web application. This is necessary to use the new
settings.

6a Open a terminal console, then log in as the root user.

6b Stop the Apache server by entering either of the following commands at the prompt:
/etcl/init.d/ apache2 stop
rcapache2 stop

6¢ Stop Tomcat by entering either of the following commands at the prompt:
/etc/init.d/ novell-tontat4 stop

rcnovel | -tontat4 stop
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6d Start Tomcat by entering either of the following commands at the prompt.
/etc/init.d/ novell-tontat4 restart
rcnovel | -tonctat4 start
6e Start Apache by entering either of the following commands at the prompt:
/etc/init.d/ apache2 start
rcapache2 start
7 Go to Novell iManager to install the Novell iFolder 3 plug-in or to manage iFolder services.

For information, see Installing the Novell iFolder 3 Plug-In for iManager. Use the plug-in to
provision users for services and to manage iFolder services, user access, and iFolders.

6.3 Configuring the iFolder Web Access Server

After you install the iFolder Web Access server, you must specify which iFolder enterprise server it
supports and the user-friendly URL that users enter in their Web browsers to access it.

IMPORTANT: If you install iFolder when you install OES Linux, the same parameters described in
this procedure are available as an integrated part of the server install.

Configuring Web Access

1 Log in as the root user, or open a terminal console, enter Su, then enter a password to log in as
root.

2 Start YaST to refresh its list of installed configuration modules.
3 When YaST opens, click Network Services, then click iFolder 3 Web Access.

4 Follow the Yast on-screen instructions to proceed through the iFolder 3 Web Access
configuration. The table summarizes the decisions you make.

Install Settings Description

Web Access Alias The user-friendly path for accessing iFolder services on the specified
iFolder 3 enterprise server.

For example:

/ifolder
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Install Settings Description

iFolder Server URL The iFolder 3 Web Access server and the iFolder 3 enterprise server can
reside on the same computer or on different computers. Specify the URL
and port number of the iFolder 3 enterprise server served by this instance
of Web Access.

Make sure to specify secure HTTP (htt ps:/ /) in the URL for secure
communications between the enterprise server and the Web Access
server. HTTPS (SSL) encrypts information transmitted over shared IP
networks and the Internet. It helps protect your sensitive information from
data interception or tampering.

By default, the iFolder enterprise server is configured to communicate
with the iFolder Web Access server via SSL (HTTPS). For most
deployments, this setting should not be changed. If the iFolder
deployment is small so that you can install both the Web Access server
and the iFolder enterprise server on the same machine, you can
optionally specify HTTP (htt p: / /) to use clear traffic, which would
increase the performance of local communications between the two
servers.

For example, use ht t ps: //192. 168. 1. 1: 443 (different servers) or
http://1 ocal host: 80 (same server).

5 When the system prompts you to restart the Apache server, accept the option by clicking Yes.
Restarting Apache is necessary to use the new settings.

6 (Optional) Tune the performance of the Web Access server by configuring its HTTP runtime
parameters.

For information, see Section 9.4, “Configuring the HTTP Runtime Parameters,” on page 98.

7 If it is not already installed, go to Novell iManager to install the Novell iFolder 3 plug-in or to
manage iFolder services.

For information, see Installing the Novell iFolder 3 Plug-In for iManager. You use the plug-in
to provision users for services and to manage iFolder services, user access, and iFolders. There
are no specific Web Access settings to with the plug-in.

Reconfiguring Web Access

If you run the iFolder 3.x Web Access configure again, a new link is created on the Novell iFolder
3.x Welcome page to point to the new Web Access Alias. It does this whether you actually change
the alias or not. It does not delete the old link when it adds the new one. Each Web Access link in the
iFolder Links area of the Welcome page is indistinguishable by its link name alone.

After you finish reconfiguring Web Access, you must manually remove the old URL from the
WebLink section in the / var / opt / novel | / t ontat 4/ webapps/ wel come/ VEB- | NF/
XM.Dat a/ i f ol der 3. xm file.

For example, edit the file to remove a WebLink section like this one where the Web Access Alias
value is i f ol der:

<WebLi nkType>0</ WebLi nkType>
<URLDescri ptor >Open i Fol der 3. x Web Access</URLDescri pt or>

<Logi n>

56 Novell iFolder 3.x Administration Guide



<URL>htt ps:// % reqgservernane? i f ol der </ URL>
</ Logi n>

</ WebLi nk>

6.4 Installing the Novell iFolder 3 Plug-In for
iManager
Before you can manage Novell iFolder 3 services, you must install the iFolder iManager Module for

Novell iManager 2.5. After it is installed, this plug-in is named Novell iFolder 3 in the iManager
Roles and Tasks list.

Make sure you meet prerequisites, then use one of the methods for installing the iFolder plug-in:

» Section 6.4.1, “Prerequisites,” on page 57
* Section 6.4.2, “Installing a Plug-In When RBS Is Not Configured,” on page 57
» Section 6.4.3, “Installing a Plug-In When RBS Is Configured,” on page 58

6.4.1 Prerequisites

Novell iManager 2.5

If you have not already done so, install Novell iManager 2.5 on the same or different server as your
iFolder server. For information, see Novell iManager 2.5 Installation Guide (http://
www.novell.com/documentation/imanager25/imanager_install 25/data/hk42s9ot.html)

Role-Based Services

The iFolder 3 plug-in supports the optional use of Role Based Services (RBS) in Novell iManager.
RBS gives you the ability to assign specific tasks to iManager admin users and to present the admin
user with only the tools necessary to perform a specified set of tasks or manage only objects as
determined by their roles. What admin users see when they access iManager is based on their role
assignments in Novell eDirectory™. Only the roles and tasks assigned to that user are displayed.

For information, see “Configuring Role-Based Services” (http://www.novell.com/documentation/
edir873/edir873/data/a3 1aexm.html) in the Novell eDirectory 8.7.3 Administration Guide (http://
www.novell.com/documentation/edir873/edir873/data/a2iii88.html)

6.4.2 Installing a Plug-In When RBS Is Not Configured

If you do not have Role-Based Services (RBS) configured for Novell eDirectory™, install the
iFolder Manager Module as follows:

1 In a Web browser, log in to iManager on the iFolder server where you installed iManager.
https://ifol der. exanpl e. com nps/i Manager. ht m

Replacei f ol der . exanpl e. comwith the IP address (such as 192. 168. 1. 1) or the DNS
name of the iFolder server.

If you installed iManager on a different server in the same tree as your iFolder server, log in to
iManager on that server.
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2 In the toolbar, click the Configure icon (person seated behind a desk).

3 In Roles and Tasks, expand Module Installation, then click Available Novell Plug-In Modules.

4 Locate the iFolder iManager Module plug-in, select its plug-in check box, then click Install.
This install takes a few minutes. You should receive a message confirming a successful install.

5 Click OK to dismiss the message, then close iManager.

6 Stop and start the Tomcat servlet engine by entering the following command at the server
console:

letc/init.d/ novell-tontat4 restart

Tomcat sometimes requires several minutes to fully initialize. Wait at least 5 minutes before
trying to log in to iManager.

7 Verify that the plug-in is enabled by opening iManager in a Web browser and checking to see if
the Novell iFolder 3 plug-in appears in the list of Roles and Tasks.

For information, see Section 6.5, “Accessing iManager and the Novell iFolder 3 Plug-In,” on
page 59.

8 Continue with Section 6.6, “Provisioning Users and iFolder Services,” on page 60.

6.4.3 Installing a Plug-In When RBS Is Configured

If you are running iManager in Assigned Mode and have RBS configured for eDirectory, complete
the following steps to install the iFolder iManager Module.

IMPORTANT: To re-install an existing plug-in, you must first delete the rbsModule object for that
plug-in from eDirectory, using the Module Configuration > Delete RBS Module task.

1 In a Web browser, log in to iManager as an RBS Collection Owner on the system where you
installed iFolder.

https://ifol der.exanpl e. conl nps/i Manager. ht n

Replacei f ol der. exanpl e. comwith the IP address (suchas 192. 168. 1. 1) or the DNS
name of the iFolder server.

2 In the toolbar, click the Configure icon (person seated behind a desk).
3 In Roles and Tasks, expand Module Installation, then click Available Novell Plug-In Modules.
4 Locate the iFolder iManager Module, select its plug-in check box, then click Install.

This install takes a few minutes. You should receive a message confirming a successful install.
5 Click OK to dismiss the message, then close iManager.

6 Stop and start the Tomcat servlet engine by entering the following command at the server
console:

/etc/init.d/ novell-tontat4 restart

Tomcat sometimes requires several minutes to fully initialize. Wait at least 5 minutes before
trying to log in to iManager.

7 After Tomcat initializes, in a Web browser, log in to iManager as a Collection Owner again.
8 Click the Configure icon.
9 Under Role-Based Services, select RBS Configuration.

The table on the Collections tabbed page displays modules ready to update.
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10 Locate the collection where you want to install the plug-in, then click its Out-of-Date number.

The iFolder iManager Module plug-in should be displayed under Modules Not Yet Installed
column.

11 Select the iFolder iManager Module plug-in.
12 Click Update.
13 Wait for the Completed message, then click OK to continue.

14 Verify that the plug-in is enabled by opening iManager in a Web browser and checking to see if
the Novell iFolder 3 plug-in appears in the list of Roles and Tasks.

For information, see Section 6.5, “Accessing iManager and the Novell iFolder 3 Plug-In,” on
page 59.

15 Continue with Section 6.6, “Provisioning Users and iFolder Services,” on page 60.

6.5 Accessing iManager and the Novell iFolder 3
Plug-In
The Novell iFolder 3 plug-in to Novell iManager 2.5 is the tool used to manage your iFolder server.
For information, see Section 6.4, “Installing the Novell iFolder 3 Plug-In for iManager,” on page 57.
1 Open a Web browser to the iManager Login page by entering the following location:
http://servernane. exanpl e. com nps/i Manager . ht

Replace ser ver nanme. exanpl e. com with the DNS name or IP address (such as
192. 168. 1. 1) of the OES Linux server where you installed iManager. This might be the
same or different computer where you installed iFolder 3.x or iFolder 3.x Web Access.

2 (Conditional) If prompted to accept the server’s certificate, review the certificate information,
then click OK to accept it if it is valid.

3 On the iManager Login page, specify the Admin username and password you created during
the OES Linux install, then click Login.

Novellz iManager P
__

=

Login
Enter a valid username and password. The tree can be a tree name, IP address, or
DS name,
Username:

Iadmin
{ex, admin or admin.novell)

Password;

Tree:
[182.163.14.199

(e, 192,168, 14,199, mytree, myserver, company.com)

Login

@ Copyright 1999-2004 Mowel,, Inc, &l rights reserved,

The user name can be specified as contextless (such as admin) or with the context (such as
cn=adm n. o=acne). You must use a dot delimiter in fully distinguished names when
working in iManager.

The iManager Web management interface opens with Roles and Tasks listed in the navigator on
the left.
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Novell iManager N

e FE® GEEE
User: admin. novell. ACKME-LINUK-TREEZ. -
@] Roles and Tasks Novell. iManager @ Www.novell.com =

" 7 «| Version 202
[# Archive f Version Management

Cluster Administration

Dynamic Groups You are currently logged in as user admin.novell in the Movell eCirectory ACME-LINUX-
[ eDirectory Administration TREE2 tree with Unrestricted access,

[+ eDirectory Maintenance —
Motice: Some of the roles and tasks are not available.

[# File Access (NetStorage)
To see the list of Roles and Tasks not displaved and

[# File Protocols troubleshooting information go to the Yiew Details page.

[# Groups
[#] Help Desk

iFolder Management ﬂ ;I

4 In Roles and Tasks [@], click Novell iFolder 3 > System.
The Connect Login page opens.
5 Log in to connect to the iFolder 3.x enterprise server you want to manage.
For information, see Section 8.2, “Connecting to the iFolder Server,” on page 80.

Novell iFolder 3.x opens to the System Management page, which consists of a tabbed list of the
main administrative functions that can be performed on iFolder.

6.6 Provisioning Users and iFolder Services

After you configure your Novell iFolder 3.x enterprise server, you must specify containers and
groups as Search DNs in the LDAP settings. iFolder uses these to provision user accounts.

» Section 6.6.1, “Prerequisites,” on page 60
» Section 6.6.2, “Configuring the Search DNs for Provisioning Users,” on page 61

 Section 6.6.3, “Synchronizing the List of Provisioned Users with the LDAP Directory,” on
page 61

6.6.1 Prerequisites

iFolder Plug-Ins

The iFolder plug-in in Novell iManager 2.5 must be installed, and the iManager server must be
running. For information, see Section 6.4, “Installing the Novell iFolder 3 Plug-In for iManager,” on

page 57.
Users and LDAP Contexts

The contexts you plan to use as Search DNs in the LDAP settings must exist in the LDAP directory;
they are not created and configured from within the iFolder plug-in.

For information about configuring user, group, and container objects, see the Novell eDirectory
8.7.3 Administration Guide (http://www.novell.com/documentation/edir873/treetitl.html).
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6.6.2 Configuring the Search DNs for Provisioning Users

All users in the containers and groups listed in the iFolder LDAP settings’ Search DN field are
automatically provisioned as iFolder users.

1 In iManager, expand the Novell iFolder 3 role, select System, then wait for the page to refresh.
2 Select LDAP to open the System page to the LDAP tab, then click Modify.
3 Repeat the following for each context you want to add or modify:

3a Specify the context:

* Add: Type the DN of the LDAP context you want to add in the Search DN field.

* Search: To search, click the Search icon to open a browsable list of LDAP objects,
then select the context to add.

The LDAP object selector is not available if you logged into iManager in a different
LDAP tree than the one where the Server Host (iFolder’s LDAP server) resides.

* Edit: To edit a value, select it from the list of Search DN, click the Edit icon (pen),
then make your changes.

DN are entered in LDAP format. For example:
o=acne
ou=gr oup, o=acne

The iFolder Admin User is provisioned for services during the install. It is tracked by its
GUID, so it is available even if the Search DN is empty, or if you specify Search DN that
do not contain the Folder Admin user. This identity must be provisioned to enable the
iFolder Admin to perform management tasks.

3b Click OK to apply the change.
4 Continue with Section 6.6.3, “Synchronizing the List of Provisioned Users with the LDAP
Directory,” on page 61.

To modify LDAP settings at any time, see Section 8.4, “Configuring the LDAP Settings for an
iFolder Server,” on page 82.

6.6.3 Synchronizing the List of Provisioned Users with the
LDAP Directory

1 In iManager, expand the Novell iFolder 3 role, select System, then wait for the page to refresh.
2 Select LDAP to open the System page to the LDAP tab, then click Modify.
3 Click Update and Synchronize Now.

During LDAP synchronization, the iFolder server queries the LDAP server to retrieve a list of
users in the DNs as specified in the Search DN field. This might take several minutes,
depending on the size of your LDAP directory.

4 Continue with Section 6.7, “Distributing the iFolder Client to Users,” on page 62.

The iFolder User list is updated periodically based on the LDAP synchronization interval. Whenever
you remove users from a LDAP Search DN, or remove contexts from the Search DN list, you should
synchronize the list immediately using Update and Synchronize now to enforce your changes. For
information, see Section 8.4.6, “Synchronizing the iFolder User List with the LDAP Server,” on
page 87.
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6.7 Distributing the iFolder Client to Users

After you configure iFolder services on the enterprise server, users can download the install files for
the iFolder client from the iFolder 3.x Welcome page.

* Section 6.7.1, “Configuring the iFolder 3.x Welcome Page,” on page 62

» Section 6.7.2, “Accessing the iFolder 3.x Welcome Page,” on page 62

* Section 6.7.3, “Downloading the iFolder Client,” on page 63

» Section 6.7.4, “Installing the iFolder Client,” on page 63

6.7.1 Configuring the iFolder 3.x Welcome Page

The iFolder 3.x enterprise server installs the client install files in the / var / opt / novel | /

t oncat 4/ webapps/ i f ol der 3-cl i ent/ directory. The references to these files are in the /
var/ opt/ novel | / t ontat 4/ webapps/ wel conme/ VEEB- | NF/ XM_Dat a/

i folder3.xm file.

After the iFolder 3.x enterprise server install, you must restart Tomcat 4 to install the iFolder 3.x link
in the OES Welcome pages.

Stop and start the Tomcat servlet engine by entering the following commands at the server console:
/etc/init.d/ novell-tontat4 stop
/etc/init.d/ novell-tontat4 start

Tomcat sometimes requires several minutes to fully initialize. Wait at least 5 minutes before trying
to access the OES Welcome pages.

6.7.2 Accessing the iFolder 3.x Welcome Page

1 Open a Web browser to the following location to open the server’s Welcome page:
http://ifol der3. exanpl e. com

Replace i f ol der 3. exanpl e. comwith the DNS name or the IP address (such as
192. 168. 1. 1) of the Novell iFolder 3.x enterprise server.

2 In the left navigator, click iFolder 3.x to open the iFolder 3.x Welcome page.

Novell. Open Enterprise Server [

SuSE Linux Enterprise Server 9 e N
- i
= End User Software
P Novell ebirectory 5.7 Novell iFolder 3.x
(7] Folder iFalder Web Site
E}ji_Foldenx MANAGE FILES THE EASY Wa¥: AUTOMATICALLY Downlsad iFelder 3 5 Windows Chient
it Download {Falder 3.3 Linue: Client
Hrnd 3 : $ 3
Lldms Nm{etl iFolder 3.%, the nextl-generlatmn version of Movell iFolder, e P
0 Mavell NetStarage delivers on the same benefits as iFolder 2.1, and adds new features S e
qﬁzguickFinerd ] for greater productivity and flexibility in managing files, Users can T e
. g F b g. £ ' iFolder 3. Client Quick Start Help
@wtual Office nowe create multiple iFolders, and share themn with other users, Now i N
o : : ; iFolder 3 Documentation
= their files ar the files others share with thern can be as mobile as —_——— =
4 | o0 Al |
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6.7.3 Downloading the iFolder Client

On the iFolder 3.x Welcome page, users can select one of the following client links to download the
install files for the iFolder client for Novell iFolder 3.x:

Link Name Operating System Filename

iFolder 3.x Linux Client Novell Linux Desktop 9 and later i fol der3-1inux.tar.gz
iFolder 3.x Windows Client Windows 2000/XP/2003 i fol der 3-w ndows. exe
iFolder 3.x Mac Client Macintosh OS X v10.3 and later i fol der3-nmac.tar. gz

After expanding the t ar . gz files, users are ready to install the iFolder client and its dependencies
with the following files:

iFolder Client Install Files

iFolder for Linux ../linux/ifol der 3 directory

i folder3-3.x.yyyymudd-1.i 686.rpm
nautil us-ifol der-3.x.yyyymudd-1.i586.rpm
simas-1.0.yyyymdd- 1.i 686.rpm

.. /l'i nux/ mono directory

gt k-sharp-1.0.9-0. sl es9. novel | .i586.rpm
l'ibgdiplus-1.1.7-1.ximan.i586.rpm

nono-core-1. 1. 7. Xx- XXXxX- X. novel | . i 586. rpm
mono-data- 1. 1. 7. . x- Xxxxxx- X. novel | .i586.rpm
nmono-web- 1. 1. 7. . X- XXXXX- X. hovel | . i 586. rpm

xsp-1.0.9-0. novel | . noarch. rpm
iFolder for Windows i fol der 3-wi ndows. exe
iFolder for Mac i fol der 3-3. x. yyyymud. dng

MonoFr amewor k- 1. 1. 7. . x-X. dnyg

6.7.4 Installing the iFolder Client

For information about prerequisites and installation, see “Getting Started” in the iFolder User Guide
for Novell iFolder 3.x.

6.8 Updating Novell iFolder 3.x

As patches become available for iFolder 3.x and the iFolder client, they are delivered to the OES
Patch channel. Any iFolder server or client patches or updates are installable through the
ZENworks® Linux Management (formerly Red Carpet®) channels.

* The iFolder client for Windows checks for updates on the server whenever a user logs in, and
prompts the user to install a new update if it exists.

+ Patches or updates to the iFolder client for Linux and Macintosh must be delivered through a
customer-hosted channel, so that your users have access to them. For information on how to set
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up a customer-hosted channel, please see documentation for ZENworks Linux Management or
Red Carpet.

6.9 Updating Mono for the Server and Client

Novell iFolder 3.x supports only the version of Mono included in the install software. The iFolder
client for Linux or Macintosh supports only the version of Mono included in the install software for
those platforms. Whenever a Novell iFolder 3.x patch or upgrade includes updates for the iFolder
client, the update software also includes any updates for Mono on Linux and Macintosh. You can
update Mono concurrently with the iFolder updates on the server or client.

If you need to upgrade Mono for another reason, please check our online documentation to see if we
explicitly support that version and to learn any necessary steps to make the upgrade work correctly.
For information, see the latest version of the online documentation on the Novell iFolder 3.x
Documentation Web site (http://www.novell.com/documentation/ifolder3).

6.10 Uninstalling the iFolder 3.x Enterprise
Server
Use YaST to uninstall the iFolder 3.x enterprise server . I pmfile. Uninstalling iFolder 3.x software

also removes the Simias store, including all data in/ var / opt / novel | /i f ol der 3/ si m as/
Si m asFi | es, from the server.

IMPORTANT: During the uninstall, all user data and iFolder share information on the server is
destroyed.

If you want to keep the iFolder data store and share information, make sure to make a backup of the
data before you uninstall iFolder. The users still have a local copy of all their data, which might not
be the most up-to-date version, depending on when they last synchronized their files.

When the server is re-installed, each of the iFolder clients must remove the old iFolder account and
re-create it, even if the server IP address for the iFolder account has not changed. Users must also set
up iFolders and share relationships again.

6.11 What’s Next

You have now installed and configured your Novell iFolder 3.x enterprise server and provisioned
iFolder services for users. To set up system policies for iFolder services, continue with Chapter &,
“Managing iFolder Services,” on page 79.

Provisioned iFolder users can install the Novell iFolder 3.x client on their workstations, create
iFolders, and share iFolders with other authorized Novell iFolder users. For information, see the
iFolder User Guide for Novell iFolder 3.x.
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Managing an iFolder Enterprise
Server

This section describes how to manage your Novell® iFolder® 3.x enterprise server on Novell Open
Enterprise Server platform.

* Section 7.1, “Starting iFolder Services,” on page 65

» Section 7.2, “Stopping iFolder Services,” on page 65

» Section 7.3, “Restarting iFolder Services,” on page 65

* Section 7.4, “Configuring the iFolder Nightly Restart,” on page 66

» Section 7.5, “Managing the Simias Log and Simias Access Log,” on page 66

» Section 7.6, “Backing Up the iFolder Server,” on page 68

 Section 7.7, “Backing Up the iFolder Store with the TSAIF,” on page 68

» Section 7.8, “Recovering from a Catastrophic Loss of the iFolder Server,” on page 75
» Section 7.9, “Recovering Individual Files or Directories,” on page 76

* Section 7.10, “Moving iFolder Data from One iFolder Server to Another,” on page 77

7.1 Starting iFolder Services

iFolder services start whenever you reboot the system or whenever you start Apache services.
As aroot user, enter the following command at the server console:

/etc/init.d/ apache2 start

7.2 Stopping iFolder Services

iFolder services stop whenever you stop the system or whenever you stop Apache services.
As aroot user, enter the following command at the server console:

/etcl/init.d/ apache2 stop

7.3 Restarting iFolder Services

If you need to restart iFolder services, you must stop and start Apache services:
As aroot user, enter the following command at the server console:
/etc/init.d/ apache2 stop

/etc/init.d/ apache2 start

Avoid using the Apache Restart command. If any other modules using the Apache instance do not
exit immediately in response to the Apache Restart command, iFolder might hang.
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7.4 Configuring the iFolder Nightly Restart

The iFolder enterprise server restarts nightly to control the consumption of system resources. The
restart stops both Apache and Mono, then starts them. It is implemented with the following linked
scripts in the / et ¢/ cr on. dai | y directory:

/etc/cron.daily/a-simas-stop
/etc/cron.daily/z-simas-start

By default on OES, the cr on. dai | y scripts run at 4:15 AM. You can modify the run time of
cron.daily in the / et ¢/ cr ont ab file.

If iFolder ever becomes unresponsive, execute the above scripts in the order shown as the root user.

7.5 Managing the Simias Log and Simias Access
Log

On the iFolder enterprise, there are two logs that track events:

 Simias Log: The/ si m as/ Si m as. | og file contains status messages about the health of
the Simias Service.

 Simias Access Log: The/ si m as/ Si m as. access. | og file contains file access events
for data and metadata about iFolders, users, membership in shared iFolders, and so on. It
reports the success of the event and identifies who did what and when they did it. For example,
if a file was deleted on the server, it identifies the user who initiated the deletion.

Review the logs whenever you need to troubleshoot problems with your iFolder system.

The Simias Log4net file (/ si m as/ Si mi as. | og4net ) allows you specify output location of
the log files and what events are recorded at run time. Its parameters are based on, but not compliant
with, the Apache Logging Services (http://logging.apache.org/log4net). The following parameters
are modifiable:

Parameters Description Examples

Location and name of the log The location of the log file. Specify <fil e val ue="c:/sin as/

] the full path where the file is Simas.log" />
<file located on the computer, including
val ue="pat hname” /> the volume, intermediate <file value="c:/simas/
directories, and filename. Si m as. access. |l og” />
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Parameters

Description

Examples

Maximum size of the log file

<maxi munfi | eSi ze
val ue="si ze” />

How much logged data to
retain

<maxSi zeRol | Backups
val ue="nunber” />

Level of Simias Services
messages

<| evel

val ue="status” />

(Use only for the
Sim as. | og.)

Fields to report for file access
events

<header
val ue="1 ayout” />

(Use only for the
Si m as. access. | 0g.)

The maximum size of the log file.
When the file grows to this size,
the content is rolled over into a
backup file and the recording
continues in the now-empty file. A
period and sequential number are
appended to the filename of the
backup log files, such as
Simas.log.1and

Sim as. | og. 2.

For si ze, specify the number and
unit, such as 10MB or 20MB, with
no space between them.

The maximum number of backup
log files that are kept before they
are overwritten. The log rolls over
sequentially until the maximum
number of backups are created,
then overwrites the oldest log file.

The type of messages or level of
detail you want to capture for the
log. Valid levels include the
following:

OFF
FATAL
ERROR
WARN

I NFO
DEBUG
ALL

Specify which fields to report and
the order you want them to appear
for each entry. Valid fields include
the following:

date XA

tinme

met hod (program call or event)
st at us (success or failure)
user

uri (relative path of the file in an
iFolder)

i d (node key)

The fields are tab delimited (\ t ) by
default, but you can specify a
space or tab character in front of
the field name to serve as a
delimiter.

<| evel

<maxi munFi |l eSi ze
val ue="10MB"

/>

<maxSi zeRol | Backups
val ue="10"

/>

val ue="ERRCOR"' />

<header val ue="#ver si on:

1. 0&#xD; &#xA; #Fi el ds: \td
ate\ttine\tnet hod\tstatu
s\tuser\turi\tid\t&#xD; &

/>
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In the Log4net terminology, each output destination is defined in an XML appender tag. If you do
not want to log events for the Simias Service or for file access, comment out (! - - ) the related
appender tag and its child elements for that log file.

7.6 Backing Up the iFolder Server

1 Stop the iFolder server by entering the following command as root user:
/etc/init.d/ apache2 stop

2 Use your normal file system backup procedures to back up the following data:
* Simias store directory

The default location is / var / opt / novel | /i f ol der 3/ si ni as.
* Simias configuration file

The default locations are / var/ | i b/ wwwr un/ . | ocal / shar e/ si m as/
Si m as. confi gor/ home/ wwr un/ .1 ocal / shar e/ sim as/
Sim as. config.

3 Start the iFolder server by entering the following command as root user:

/etc/init.d/ apache2 start

7.7 Backing Up the iFolder Store with the TSAIF

The Target Service Agent (TSA) for Novell iFolder 3.x supports the back up of the iFolder store.

» Section 7.7.1, “Understanding TSAIF,” on page 68

» Section 7.7.2, “Syntax,” on page 70

* Section 7.7.3, “iFolder Path Options,” on page 70

» Section 7.7.4, “iFolder Path Examples,” on page 71

» Section 7.7.5, “SMSConfig Options,” on page 71

» Section 7.7.6, “TSAIF and SMSConfig Examples,” on page 72
» Section 7.7.7, “NBackup Options,” on page 73

» Section 7.7.8, “TSAIF and NBackup Examples,” on page 74

* Section 7.7.9, “Additional Information,” on page 75

7.7.1 Understanding TSAIF

iFolder TSA

Novell Storage Management Services (SMS) is an API framework that backup applications
consume to provide a complete backup solution. The SMS framework is implemented by two main
components: The Storage Management Data Requester and the Target Service Agent.

The TSA provides an abstraction of a particular backup target. The TSA uses native interfaces to
read target data and transforms it to a continuous stream of data objects. The data objects are
formatted in the ECMA standard System Independent Data Format (SIDF).
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The TSA for iFolder (TSAIF) provides an implementation of the SMS API for an iFolder store.
Backup applications, such as nbackup(1), can make use of its features by writing to the SMS APIL

iFolder and Simias

iFolder is built upon Simias technology. Simias is a general-purpose object repository that provides
a foundation for building collaborative solutions. A Simias Collection store contains Collection
objects. At a minimum, a Simias Collection store contains a Local Database Collection and one or
more Domain Collections. The Local Database Collection controls access to the physical storage of
the Collection store on the file system. A Domain Collection contains a list of members in a given
domain. For example, a Domain might contain all the members from a given LDAP directory. Each
Collection is owned by exactly one Domain member.

An iFolder is a type of Simias Collection that has a root directory on the file system. Each file or
subdirectory in the iFolder’s root directory has a corresponding FileNode or DirNode in the
Collection. An iFolder store is a Simias Collection store that contains one or more iFolders and
includes the directories and files associated with the iFolders.

For more information on the iFolder and Simias technologies, see the iFolder Project at
www.ifolder.com (http://www.ifolder.com).

iFolder TSA Granularity
TSAIF supports creating archives that contain the following:

* The entire iFolder store
» All iFolders owned by a specified Domain member
* An individual iFolder

TSAIF supports restoring the following:

* The entire iFolder store

All iFolders owned by a specified Domain member

* An individual iFolder

* An individual subdirectory in an iFolder

* An individual file in an iFolder
The entire iFolder store should be backed up regularly. In certain cases, a backup administrator
might choose to back up an individual iFolder or to back up all iFolders owned by a specific owner.

These special-case archives can be restored only to the same iFolder store from which they were
backed up.

IMPORTANT: If you are restoring an entire iFolder and want to ensure that it is in the exact state it
was in when it was backed up, you should first delete it from the server using a client or the iFolder
3 plug-in for iManager.

Deleting the iFolder is not necessary to restore any or all of the files in the iFolder; the difference is
in what metadata is given preference during the restore. If you do not delete the iFolder before
restoring, the attributes of the iFolder, such as the owner, members, file type or size restrictions,
remain as they are in the current version.

Managing an iFolder Enterprise Server

69


http://www.ifolder.com

7.7.2 Syntax

At an OES Linux server terminal console, enter

snsconfig -1 tsaif [OPTIQN. ..

The - 1 option registers the TSAIF with the Storage Management Data Requester (SMDR).
TSAIF uses the | i bt sai f . so file. The library implements all the necessary service functions to

backup an iFolder target.

7.7.3 iFolder Path Options

The top-level resource for an iFolder store is / (a single forward slash) and represents the root of the
iFolder store. The paths for iFolder data objects are specified relative to the root of the iFolder store,
using the syntax of the Network File System (NFS) namespace. iFolder paths are logical paths into
an iFolder store and do not correspond directly to file system paths.

Parameter Description

pat h iFolder path such as the following:
/
/ owner

/ owner/col | ection

/owner/coll ection/relative-path

owner owner - name. owner -i d

owner - name Collection owner name (Si i as. St or age. Col | ecti on. Oaner . Nane)
owner-id Collection owner ID (Si ni as. St or age. Col | ecti on. Oaner . | D)

col l ection col |l ection-nane. coll ection-id

col | ecti on-nanme Collection name (Si ni as. St or age. Col | ecti on. Nane)

collection-id Collection ID (Si mi as. St or age. Col | ecti on. | D)
rel ative-path Relative path such as

file

subdi r

subdir/rel ative-path
file name of file on file system

subdi r name of subdirectory on file system

The\flowner-id\fRand\flcollection-id\fRarerequired because\ f | owner -
nane\ f Rand\fl col | ecti on- nane\ f Rare not guaranteed to be unique. Using both the
name and ID properties to identify Collections and Collection owners provides a “friendly” name
along with the required unique identifier.
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In many configurations, the names of Collections and Collection owners are unique. For example, if
Domain members are obtained from an LDAP directory, it is not likely that two members would
have the same username. Likewise, it would be unusual for an owner to give two iFolders the same
name.

Although a backup application must pass both the name and ID to TSAIF, it might display only the
name to the backup administrator to simplify the user interface. The ID would need to be displayed
to the backup administrator only when two Collections, or two Collection owners, have the same
name and the backup administrator wants to perform an operation on only one of them.

The name of the Collection or Collection owner can be obtained by stripping off the pattern

from the first two components of the path TSAIF returns to the backup application.

7.7.4 iFolder Path Examples

The following examples show how to use iFolder paths to backup and restore data at different levels
in the iFolder store.

/

Back up or restore the entire iFolder store.

/ myOnner . 12345678- 1234- 1234- 1234- 123456789abc
Back up or restore all Collections owned by my Oaner .

/ myOnner . 12345678- 1234- 1234- 1234- 123456789abc/ myCol | ecti on. 22345678-
1234-1234-1234-123456789abc

Back up or restore the Collection named myCollection. If the Collection is an iFolder, all files and
directories in the iFolder will be backed up or restored along with the Simias data in the Collection
store.

/[ myOwner . 12345678- 1234- 1234- 1234- 123456789abc/ nyCol | ecti on. 22345678-
1234-1234-1234- 123456789abc/ nyFi | e

Back up or restore the file named myFile in the root directory of the iFolder along with its Simias
data from the Collection store.

/[ myOwner . 12345678- 1234- 1234- 1234- 123456789abc/ nyCol | ecti on. 22345678-
1234-1234-1234- 123456789abc/ nySubdi r

Back up or restore the subdirectory named my Subdi r in the root directory of the iFolder along
with its Simias data from the Collection store, and recursively backup or restore each file and
subdirectory in my Subdi r along with its respective Simias data.

7.7.5 SMSConfig Options

The TSAIF command is not a standalone shell command; it is exercised using smsconfig. All
configuration options are managed via smsconfig. The TSAIF can be configured during registration
and the configuration persists until TSAIF is unloaded.

All long options (options that have the format - - opt i onnamne) are case insensitive.
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Option Command

--help Displays the options supported by the TSA.

--ReadBufferSi ze This is the amount of data (Bytes) read from the Simias store and/or
file system by a single read operation. This switch is based on the
buffer sizes used by the applications. For example, if the application
requests 32 KB of data for each read operation, set the buffer size to
32 KB to allow the TSA to service the application better. This value
works well with Simias store and/or file system reads if set in
multiples of 512 Bytes. The default value is 64 KB.

- - ReadThr eadsPer Job This enables the TSA to read data ahead of the application request
during backup. This switch is based on the number of processors in
the system. This switch can also be used to influence the disk activity
based on system configuration. The default value is 4.

--ReadThreadAl | ocati on This sets the maximum number of read threads that process a data
set at a given time. This determines the percentage of
ReadThreadsPerJob that should be allocated to a data set before
proceeding to cache another data set. This enables the TSA to store
a cache of data sets in a non sequential manner. This sets all read
threads to completely process a data set before proceeding to
another data set. The default value is 100.

- - ReadAheadThrottl e This sets the maximum number of data sets that the TSA caches
simultaneously. This prevents the TSA from caching parts of data
sets and enables complete caching of data sets instead. Use this
switch along with the ReadThreadAllocation switch. The default value
is 2.

- - CacheMenor yThr eshol d This is used to specify the percentage of available server memory
that the TSA can utilize to store cached data sets. This represents a
maximum percentage value of available server memory that the TSA
uses to store cached data sets. The default value is 10% of the total
server memory.

7.7.6 TSAIF and SMSConfig Examples

The following examples show how to perform typical TSAIF configuration for SMS.
snmsconfig -1 tsaif --help

Displays the options supported by the TSAIF.

sneconfig -1 tsaif --readthreadsperjob=8

Sets the number of read threads that the TSAIF starts per job to 8.

snmsconfig -1 tsaif --readbuffersize=32768 --cachemenoryt hreshol d=15

Sets the read buffer size to 32KB and the maximum amount of cache memory that the TSAIF should
use to 15%.
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7.7.7 NBackup Options

TSAIF supports the following typical nbackup( 1) options:

Option Command

--exclude-file=pattern Excludes all files matching the name (owner, folder, or file)
or pattern for back up or restore. Use this option multiple
times to exclude more than one pattern.

-F, --full-paths Stores the full paths for both directories and files in the
created archive.

-k, --keep-old-files Does not overwrite existing files while extracting files from
the archive. Files are overwritten if this option is not
present.

-N, --after-date=date Backs up files newer than date.

-P, --password=password The password to connect to the TSA. The password can be
supplied at runtime.

-R, --renpte-target =host nanme Connects to the file system TSA of the host specified in
hostname for backup. Use with the - -t ar get - t ype
option.

--target-type=target_nane Connects to the TSA specified by t ar get _nane, where

the target name is Linux, NetWare, or iFolder.

-T, --input-file=file Takes file containing fully qualified paths as input for
creating archive. This file should contain one path per line.

-U, --user=usernane Username to use while connecting to the TSA.

TSAIF does not support the following nbackup(1) options:

Option Command

-m --nove-to=path Extracts the archive to the given path.

This does not work with TSAIF because
iFolder puts files in a Si m asFi | es
directory.

-r, --restore-to="backup_path new path" Restores by replacing backup_pat h
with new_pat h.

This does not work with TSAIF because
iFolder puts files ina Si m asFi | es
directory.

If TSAIF cannot back up or restore a file, it skips the file and returns a warning. This can occur for
various reasons. When this occurs, nbackup( 1) creates a file with a . war n extension that
contains a list of each file that was skipped along with the date and time it was skipped and the error
code that was returned.

If files are skipped, try to resolve the issue, then run the operation again.
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If you are unable to identify why the file was skipped, try running the operation again when the
server is less busy.

If files are skipped during a restore, and if relatively few files are skipped, try individually restoring
each skipped file.

7.7.8 TSAIF and NBackup Examples

The following examples show how to perform typical TSAIF backup and restore operations using

NBackup.

Backup or Restore c d

Task omman

Full backup nbackup -cvf full.sidf -U root -P password
--target-type=ifol der /

Full restore nbackup -xvf full.sidf -Uroot -P password

--target-type=ifol der

Owner backup nbackup -cvf owner.sidf -U root -P password
--target-type=ifol der /owner

Owner restore nbackup -xvf owner.sidf -U root -P password
--target-type=ifol der

nbackup -xvf full.sidf -Uroot -P password
--target-type=i fol der --extract-dir=/owner

iFolder backup nbackup -cvf ifolder.sidf -Uroot -P password
--target-type=i fol der /owner/collection

iFolder restore nbackup -xvf ifolder.sidf -Uroot -P password
--target-type=ifol der

nbackup -xvf owner.sidf -U root -P password
--target-type=i fol der --extract-dir=/owner/collection

nbackup -xvf full.sidf -U root -P password
--target-type=i folder --extract-dir=/owner/collection

If you are restoring an entire iFolder and want to ensure that it is in the exact state it
was in when it was backed up, you should first delete the current iFolder from the
server using a client or the iFolder 3 plug-in for iManager.

Deleting the iFolder is not necessary to restore any or all of the files in the iFolder;
the difference is in what metadata is given preference during the restore. If you do
not delete the iFolder before restoring, the attributes of the iFolder, such as the
owner, members, file type or size restrictions, remain as they are in the current
version.
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Backup or Restore

Task Command
Subdirectory nbackup -xvf ifolder.sidf -Uroot -P password
restore --target-type=ifol der

--extract-dir=/owner/collection/relative-path

nbackup -xvf owner.sidf -U root -P password
--target-type=ifol der
--extract-dir=/owner/collection/relative-path

nbackup -xvf full.sidf -Uroot -P

7.7.9 Additional Information

For more information about backup, see the following man pages on your iFolder enterprise server:
nbackup(1),sns(7),sndrd(8),snsconfig(l),tsaif.conf(5).

7.8 Recovering from a Catastrophic Loss of the
iFolder Server

If the iFolder server configuration or data store becomes corrupted, use your iFolder backup files to
restore the database to its last good backup. Restoring the iFolder server to the state it was in at the
time of the backup also reverts the iFolders on any connected iFolder clients to that same state.

IMPORTANT: All changes made since the time of the backup will be lost on all connected clients.

Consider the following implications of restoring iFolder data:

* Any new file or directory is deleted if it was added to an iFolder since the time of the backup.
* Any file that was modified is reverted to its state at the time of the backup.
* Any file or directory is restored if it was deleted since the time of the backup.

Before restoring the iFolder server, consider notifying all users to save copies of any files or

directories they might have modified in their iFolders since the time of the last backup. After the
iFolder server is restored, they can copy these files or directories back into their respective iFolders

1 Notify users to save copies of iFolders or files that have changed since the time of the backup
you plan to use for the restore.

2 Stop the iFolder server by entering the following command as root user:
/etc/init.d/ apache2 stop

3 Remove the following corrupted data:
 Simias store directory

The default location is / var / opt / novel | /i f ol der 3/ si m as.
* Simias configuration file

The default locations are / var /| i b/ www un/ . | ocal / shar e/ si m as/
Si m as. configor/hone/wwrun/. | ocal/share/simas/
Sim as. config.
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4 Use your normal file system restore procedures to restore the following data to its original
locations:

* Simias store directory

The default location is / var / opt / novel | /i f ol der 3/ si m as.
* Simias configuration file

The default locations are / var /| i b/ www un/ . | ocal / shar e/ si i as/
Si m as. configor/honme/wwwrun/. | ocal/share/simn as/
Sim as. config.

5 Delete all files in the Simias log directory.
The default location is / var / opt / novel | /i f ol der 3/ si m as/| og/ *.

IMPORTANT: Be careful not to modify anything else under the Simias store directory.

6 Start the iFolder server by entering the following command as root user:
/etcl/init.d/ apache2 start

7 Notify users that they can return their saved files to their iFolders for upload to the server.
Users should coordinate this with other members of the iFolder to avoid competing updates.

7.9 Recovering Individual Files or Directories

1 Collect information that uniquely identifies the file or directory to be recovered, such as a
combination of the following:
* iFolder name, such as MyiFolder
* iFolder owner
* iFolder member list
* Relative path of the file or directory, such as/ MyDi r 1/ MyDi r 2/ myfi | e. t xt
» Time stamp or approximate time of the version desired
* Other files or directories in the iFolder
2 Open a Web browser to iManager, then log in with your Admin username and password.

3 Under Roles and Tasks, expand Novell iFolder 3, select iFolders, then wait for the page to
refresh.

4 If prompted, connect to the iFolder server where the iFolder is stored by entering the name of
the iFolder server and iFolder Admin user credentials as needed.

5 On the Search for iFolders page, search for the target iFolder, such as MyiFolder.

6 Under Search Results, click the Name link of the target iFolder, then note the path to its root
directory. For example:

[var/opt/novel |l /ifol der3/simas/SimasFil es/ 62bal844-6987-47f c-
83ab- 84bbd5d6130b/ Myi Fol der

7 On the iFolder server, use your normal file system restore procedures to restore the target file or
directory from backup to a temporary location.

For example, restore / var / opt / novel | /i f ol der 3/ si mi as/ Si mi asFi | es/
62bal844- 6987- 47f c- 83ab- 84bbd5d6130b/ Myi Fol der/ MyDi r 1/ MyDi r 2/

MFileto/tmp/ MyFile.
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IMPORTANT: Do not restore the file to its original location, or to any location under the
Simias store directory.

8 Use one of the following methods to restore the recovered file to the target iFolder:

* Via E-Mail: Send the restored files or directory to the iFolder owner or to any member
who has the Write right to the iFolder.

For example, e-mail the recovered file, such as/ t mp/ MyFi | e, to the user. A user with
the Write right can restore the file to an iFolder simply by copying it back to the
appropriate location on an iFolder client. For example, copy MyFi | e to / horre/

user nane/ Myi Fol der/ MyDir 1/ MyDi r 2/ MyFi | e.

* Via Web Access: In iManager, expand the Novell iFolder 3 role, select Folders, search
for the iFolder you want to manage, and then click the Name link for the iFolder. On the
iFolder page, click Members, then add yourself as a member of the target iFolder.

In a Web browser, log in to iFolder 3.x Web Access, browse to locate and open the iFolder,
then navigate to the directory where the files were originally located. Upload the file to the
iFolder. For example, upload MyFi | e to Myi Fol der/ MyDi r 1/ MyDi r 2/ MyFi | e. If
necessary, create the directory you want to restore, then upload the files in it.

You can only upload one file at a time, so this option might be viable when only a few files
need to be restored.

7.10 Moving iFolder Data from One iFolder
Server to Another

You can relocate iFolder services and the iFolder data in the Simias Store from one iFolder server to
another, such as if you want to migrate to a more powerful computer.

1
2

Notify users that the iFolder server is going down.
Stop iFolder services. As a root user, enter the following command at the server console:
/[etc/init.d/ apache2 stop

Use your normal file system backup procedures to back up the following data:
 Simias store directory

The default location is / var/ opt / novel | /i f ol der 3/ si m as.
* Simias configuration file

The default locations are / var/ | i b/ wwr un/ . | ocal / shar e/ si m as/
Si m as. configor/hone/wwrun/. | ocal/share/simas/
Sim as. config.

Install and configure iFolder on the target server, using the same configuration information and
location as on the old computer, including the IP address.

On the target server, use your normal file system restore procedures to restore the following
data to its original locations:

* Simias store directory

The default location is / var / opt / novel | /i f ol der 3/ si m as.

* Simias configuration file
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The default locations are / var/ | i b/ wwwr un/ . | ocal / shar e/ si m as/
Si m as. configor/ hone/wwrun/. | ocal/share/simas/
Sim as. config.

6 Start iFolder services. As a root user, enter the following command at the server console:
/etc/init.d/ apache2 start
7 Notify users that the server is back up.

8 Disconnect the original server from the network, then uninstall iFolder to remove iFolder
software and the iFolder data. Make sure to reconfigure its IP address before using it on the
network again.
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Managing iFolder Services

This section discusses how to manage services for the Novell® iFolder® 3.x enterprise server with
Novell iManager.

» Section 8.1, “Accessing the Novell iFolder 3 Plug-In for iManager,” on page 79

» Section 8.2, “Connecting to the iFolder Server,” on page 80

* Section 8.3, “Viewing General System Information,” on page 82

» Section 8.4, “Configuring the LDAP Settings for an iFolder Server,” on page 82

* Section 8.5, “Configuring System Policies,” on page 88

 Section 8.6, “Configuring iFolder Administrators,” on page 91

* Section 8.7, “Securing Enterprise Server Communications,” on page 92

8.1 Accessing the Novell iFolder 3 Plug-In for
iManager

Use the Novell iFolder 3 plug-in for Novell iManager 2.5 to manage the iFolder system, user
accounts, and iFolders. For information about iManager, see the Novell iManager 2.5

Administration Guide (http://www.novell.com/documentation/imanager25/imanager admin_25/
data/hk42s9ot.html#bktitle).

1 Open a Web browser to the following URL:
htt ps://svrnane. exanpl e. conf nps/i Manager . ht m

Replace svr nane. exanpl e. comwith the actual DNS name or IP address (such as
192. 168. 1. 1) of the server where iManager is running. This might be the same server as
your iFolder server.

IMPORTANT: The URL is case sensitive.

2 If prompted to verify the certificates, review the certificate information, then click Yes if it is
valid.

3 On the iManager Login page, log in as an admin user or equivalent.

The admin user can be the same or different user than the iFolder Admin user or equivalent.If
the usernames do not have the effective iFolder Admin right needed to manage the iFolder
server, you must specify the iFolder Admin user credentials whenever you log in to the iFolder
server you want to manage.

If you log in to the Novell eDirectory™ tree where the server you want to manage resides, if
you are modifying LDAP settings, you can browse the tree to specify containers or groups as
Search DNss.

However, if you log in to a different tree, you are unable to browse the tree; you must explicitly
specify Search DN to use for provisioning iFolder users.
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4 TIn Roles and Tasks, expand the Novell iFolder 3 role to show its tasks.

El Novell iFolder 3
iFalders
Users
ystem

Crphaned iFolders
Enable fDizable Users dccount

Enable fDizable iFalder Sync

Set Uzers dcocount Quota

5 Select any of the tasks to go to the Connection page where you log in to the iFolder server you
want to manage.

When you first log in to iManager or if you have disconnected from an iFolder server
management session, any task you select takes you to the Connection page.

6 Continue with Section 8.2, “Connecting to the iFolder Server,” on page 80.

8.2 Connecting to the iFolder Server

Although you are logged in to iManager, you must provide the iFolder administrator credentials to
authenticate to the specific iFolder server you want to manage. The iFolder Admin username can be
the same LDAP identity as your iManager Admin username, depending on how you configure your
iFolder system.

If you are not logged in to an iFolder server, whenever you click a task under the Novell iFolder 3
role, the Connection page opens to allow you to log in to the iFolder enterprise server you want to
manage. Log in with the iFolder Admin username and password for the target server.

NOTE: You cannot manage Novell iFolder 2.1x servers with the Novell iFolder 3 plug-in to
iManager.

To connect to the iFolder server you want manage:
1 In a Web browser, log in to iManager.

For information, see Section 8.1, “Accessing the Novell iFolder 3 Plug-In for iManager,” on
page 79.

2 In Roles and Tasks, expand the Novell iFolder 3 role, then select the task you want to perform.

You can click any of the Novell iFolder 3 tasks to open the Connection page.
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G0 iFolders

Specify the IP addreszz or DMNS name of the iFolder server wou want to manage, such as
192,168.1.1 or swrl.domain.com, The session defaults to authenticate and connect on
Part 443 (zecurel, if desired specify an alternate port such az 80 (inzecure). If the
iFolder &dmin username for the target server differs from wour current ithanazer
login, specify the iFolder Admin username and pazsword, Mote - enter the cn of the
uzer not the fdn - ie "ifolderadmin” not “ifolderadmin. novell’. To end vour session,
click Disconnect or cloze vour browser,

iFolder Server: [192.168.1.1
Port: |‘143

Secure: W

[T Authenticate using current iManager credentials

Il olderAdmin

Password: I

OK | Help |

3 Specify the DNS name or IP address of the iFolder enterprise server you want to manager.
For example, type svr 1. exanpl e. com or 192.168. 1. 1.

4 Specify the port to use for your management session and indicate whether the port traffic is
secure (select Secure) or insecure (deselect Secure).

The default setting is Port 443 for secure traffic.
5 Do one of the following:
 Ifyou logged in to iManager with the same username as the iFolder Admin user of the
target server, select Authenticate Using Current iManager Credentials.

* Ifyou logged in to iManager with a different username than the iFolder Admin user of the
target server, deselect Authenticate Using Current iManager Credentials, then specify the
iFolder Admin username and password.

6 Click OK to connect to the iFolder server.
7 (Conditional) If prompted to accept the server’s certificate, review the certificate information,
then click OK to accept it if it is valid.

When you are done managing the iFolder server, click Disconnect (located in the upper right corner)
or close your Web browser to disconnect from the iFolder server you are managing. If you do not log
out, the connection to the iFolder enterprise server remains open until your session times out, which
can be a security risk.
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8.3 Viewing General System Information

1 In iManager, expand the Novell iFolder 3 role, select System, then wait for the page to refresh.

By default, the System option opens to the General tab on the Systems page.

2 View the following information:

Parameter Description

Domain Descriptive name of the iFolder enterprise server. Each server is an iFolder
domain.

Host Name The host portion of the DNS name of the server. For example, in

Machine Name

oS
User Name
Total Disk Space

Used

Total User Quotas

i f3svr. exanpl e.comi f 3svr is the host name.
The local name of the server

The operating system as reported by Mono®. Mono might report Linux as
UNIX.

The username of the session that spawned the iFolder services process. For
example, wwwr un.

The total combined physical size (in MB) of all iFolders on the system

The total combined administrative size (in MB) of space allocated for use by
iFolder users on this system. The administrative total can exceed the actual
physical size of the system disks. Space is assigned as needed; it is not
reserved.

If no space restrictions are set for iFolder user accounts, the system reports No
Limt.

If space restrictions are set only for a subset of users, the reported size can be
less than the current reported physical size.

8.4 Configuring the LDAP Settings for an iFolder
Server

Use the LDAP Settings page to manage LDAP Settings for your iFolder server. In iManager, expand
the Novell iFolder 3 role, then select System > LDAP to open the System page to the LDAP tab.

Section 8.4.1, “Viewing the Current LDAP Settings,” on page 83
Section 8.4.2, “Modifying the iFolder LDAP Settings,” on page 84
Section 8.4.3, “What to Do If the iFolder Admin User Is Deleted from LDAP,” on page 86

Section 8.4.4, “Securing Access to the iFolder Proxy User Password,” on page 86

Section 8.4.5, “Modifying the iFolder Proxy User Password,” on page 86

Section 8.4.6, “Synchronizing the iFolder User List with the LDAP Server,” on page 87
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8.4.1 Viewing the Current LDAP Settings

1 In iManager, expand the Novell iFolder 3 role, select System, then wait for the page to refresh.
2 Select LDAP to open the System page to the LDAP tab.

3 View the following information:

Parameter Description

Server Host The DNS name or IP address of the LDAP server. This might be the same or a
different server as your iFolder enterprise server or iFolder Web Access server.

Server Port The port used for exchanging information between LDAP server and the

Port Is Secure
(SSL)

Proxy User DN

Proxy User
Password

Search DNs

Minimum
Synchronization
Interval

Synchronization
on Start

Last
Synchronization
Attempt

Last Successful
Synchronization
Time

iFolder enterprise server or Web Access server. Use port 636 (secure) or port
389 (insecure).

Indicates whether the iFolder server is configured for SSL exchanges. If SSL is
enabled on the server, the value is Yes; otherwise, the value is No.

The fully distinguished name of the iFolder Proxy user. For example:
cn=i f ol der pr oxy, o=acne

This identity must have the Read right to the LDAP service. The Read right for
the LDAP service is the default.

The password is used to authenticate the iFolder Proxy user to the LDAP
server when iFolder synchronizes users for the iFolder user list. This password
must match the password stored in the iFolder Proxy user’s eDirectory object.
For information, see Section 8.4.5, “Modifying the iFolder Proxy User
Password,” on page 86.

The LDAP containers and groups where iFolder searches to compile a list of
authorized users to provision for iFolder services on this enterprise server.

The interval of time (in seconds) between synchronization sessions with the
LDAP server. For example, 86400 seconds (24 hours).

During an LDAP synchronization session, the iFolder server queries the LDAP
server to retrieve a list of users in the contexts that are specified in the Search
DN field, then synchronizes that list with its list of iFolder users. The interval
timer is reset to the Synchronization Interval value at the end of a session.
When the time elapses, another session is started.

If this option is enabled, the server synchronizes the LDAP information
immediately upon server startup.

If this option is disabled, the synchronization of LDAP data is not performed
until the specified Synchronization Interval has elapsed.

Values are Yes or No.

The date and time of the most recent attempt to connect to the LDAP server to
retrieve data.

The date and time that LDAP data was successfully retrieved from the LDAP
server and the iFolder user list was updated.
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8.4.2 Modifying the iFolder LDAP Settings

1 In iManager, expand the Novell iFolder 3 role, select System, then wait for the page to refresh.
2 Select LDAP to open the System page to the LDAP tab, then click Modify.
3 Modify any of the following fields, then click OK to apply your changes.

Parameter Description

Server Host Specify the DNS name or IP address of the LDAP server.

This might be the same or a different server as your iFolder enterprise server or
iFolder Web Access server. Make sure this new LDAP server is in the same
LDAP tree as the original LDAP server that you specified as Server Host when
you configured the iFolder enterprise server in YaST.

Server Port Specify port 636 (secure) or port 389 (insecure). If the LDAP server is on the
same machine as the iFolder servers, a secure port is unnecessary.

Default Value: 636

Port Is Secure Specify whether the iFolder server is configured for SSL exchanges. If SSL is
(SSL) enabled on the server, the value is Yes; otherwise, the value is No.

Default Value: Yes

Proxy User DN The iFolder Proxy user is an existing proxy user identity used to access the
LDAP server with Read access to retrieve a list of authorized users. The proxy
user is automatically created during the iFolder enterprise server configuration
in YaST. The username is autogenerated to be unique on the system. For most
deployments, this username should never change. Keep the autogenerated
iFolder Proxy username.

The iFolder Admin user or equivalent can use the iFolder 3 plug-in for iManager
to change the iFolder Proxy user identity in the LDAP settings for the iFolder
server. Make sure that the user account assigned as the iFolder Proxy user is
different than the one used for the iFolder Admin user and other system users.
Separating the proxy user from the administrator provides privilege separation
and is also important because the proxy user password is stored in the file
system on the iFolder server.

Specify the fully distinguished name of an existing user that you want to make
the iFolder Proxy user. This identity must have the Read right to the LDAP
directory. For example:

cn=i Fol der Proxy1234, o=acne
Make sure to also enter the new user’s password in the Proxy Password field.

After you modify the Proxy user, you might want to immediately synchronize the
LDAP user lists, using the new iFolder proxy information; otherwise, it is not
tested until the next scheduled synchronization of the user list. Use the Update
and Synchronize option on the LDAP Settings page to synchronize the iFolder
user list on demand and verify your new Proxy user settings. (In iManager,
expand the Novell iFolder 3 role, select Systems, select the LDAP tab, then click
Update and Synchronize Now.)
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Parameter

Description

Proxy User
Password

Search DNs

Minimum
Synchronization
Interval

Synchronization
on Start

Specify the password twice, then click OK to update the password stored in the
LDAP Settings.

Whenever you modify the Proxy User DN, you must also specify the password
associated with the new iFolder Proxy user. The password is used to
authenticate the iFolder Proxy user to the LDAP server when iFolder
synchronizes users for the iFolder user list. This password must match the
password stored in the iFolder Proxy user’s eDirectory object.

For information, see Section 8.4.5, “Modifying the iFolder Proxy User
Password,” on page 86.

Specify the LDAP containers and groups where iFolder 3.x searches for a list of
authorized users to provision for iFolder services on this enterprise server. DNs
are entered in LDAP format. For example:

o=acne
ou=gr oup, o=acmne
To add a DN, type it in the Search DN field, then click OK.

To edit a DN in the list, select it, then click the Edit icon (pen) to bring it to the
Search DN field. Make your changes, then click OK to accept the changes.

To search, click the Search icon to open a browsable list of LDAP objects, select
the container or group you want to add, then click OK. The LDAP Object
selector is not available if you logged into iManager in a different LDAP tree than
the one where the Server Host (iFolder’s LDAP server) resides.

To delete a DN from the list, select it, click the Delete icon (red X), then click OK.
When you delete a DN from the Search DNs, users in that DN are removed from
the iFolder user list the next time the iFolder server synchronizes LDAP
information.

During LDAP synchronization, the iFolder server queries the LDAP server to
retrieve a list of users in the DNs (as specified in the Search DN field). The
usernames in the iFolder user list are matched against this official LDAP list.
Any new user in the specified Search DNs are added to the iFolder user list. If a
user is no longer in the specified DNs, the username is removed from the user
list, any iFolders the user owns are orphaned and reassigned to the iFolder
Admin user, and the user is removed as a member of other iFolders.

The iFolder Admin User is provisioned for services during the install. It is tracked
by its GUID, so it is available even if the Search DN is empty, or if you specify
Search DNs that do not contain the Folder Admin user. This identity must be
provisioned to enable the iFolder Admin to perform management tasks.

Specify the synchronization interval (in seconds) for the elapsed time to wait
between attempts to retrieve an updated list of system users from the LDAP
server.

Default Value: 86400 seconds (elapsed time of 24 hours from whenever the
timer is reset)

Specify Yes to immediately synchronize the list of users with the LDAP server
when you start the iFolder server, or specify No to wait until the specified
Synchronization Interval has elapsed after startup to begin synchronizing.

Default Value: Yes
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8.4.3 What to Do If the iFolder Admin User Is Deleted from
LDAP

If the iFolder Admin user is accidentally deleted from LDAP, the iFolder enterprise server cannot be
managed from iManager, but the iFolder server is still usable. All services continue to run under the
existing settings.

1 In iManager, select the Users role, then re-create the iFolder Admin username with the same
GUID as the original iFolder Admin user.

2 Stop the iFolder server.

3 Edit the Si mi as. confi g file to add the new iFolder Admin user.

The default locations of the Si m as. confi g file are the / var/ | i b/ wwwr un/ . | ocal /
shar e/ si m as/ directory and the / honme/ wwar un/ . | ocal / shar e/ si m as/
directory.

In the Domain section, modify the AdminDN value by entering the username of the iFolder
Admin user in LDAP format. For example:

<section nane="Domai n">
<setting name="Adm nDN' val ue="cn=i Fol der Admi n, o=acne" />
</ section>

4 Start the iFolder server.

8.4.4 Securing Access to the iFolder Proxy User Password

The password for the iFolder Proxy user is stored in clear text in the / var /| i b/ www un/

.l ocal / share/ sim as/ Si m as. confi g file on the iFolder enterprise server. To secure

access to the Simias.config file, administrators of the iFolder 3.x server computer must use every
precaution to not inadvertently assign file system rights to the / var /| i b/ wwww un/ . | ocal /

shar e/ si m as directory to unauthorized users.

To protect the password when authenticating to the LDAP server, make sure to configure the LDAP
Server Port and Port Is Secure options in the iFolder LDAP settings for secure (default)
communications between the servers and the LDAP server. For information, see Section 8.4.2,
“Modifying the iFolder LDAP Settings,” on page 84.

8.4.5 Modifying the iFolder Proxy User Password

Manage the iFolder Proxy user and password with the Users role in iManager, as you would for any
network user. If you need to modify the iFolder Proxy User password, change it for the iFolder
Proxy user object in eDirectory, then update the value stored in the iFolder enterprise server’s LDAP
Settings for every server that uses that iFolder Proxy user. The Folder server cannot synchronize its
list of users with the LDAP server until the passwords match in the LDAP User object and the
eDirectory LDAP settings.

1 Log in to iManager in the tree where the LDAP server and iFolder enterprise server reside.
2 Modify the iFolder Proxy user password in its eDirectory object.
2a In Roles and Tasks, expand the eDirectory Users role, then click Modify User.

2b Specify the iFolder Proxy user in DN format or browse to locate the user object, then click
OK.
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For example, type Si m asPr oxy. acme. The Modify User page opens to the General
tab.

2c¢c Click the Restrictions tab, then click Set Password (at the bottom of the page) to open the
Set Password dialog box.

2d Specify the password twice, then click OK.
2e Click OK to dismiss the confirmation message.

3 Update the iFolder Proxy user password stored in the iFolder server’s LDAP settings. Repeat
this process for every iFolder server that uses the same iFolder Proxy user.

3a In Roles and Tasks, expand the Novell iFolder 3 role, then click System.

3b If you are not connected to the iFolder server, specify the iFolder Admin credentials, then
click OK to open the Systems page.

3c Click the LDAP tab, then click Modify (at the bottom of the page) to open the Modify
LDAP Settings page.

3d Specify the Proxy User Password twice, then click OK.

Make sure you type the same password you entered for the LDAP user object. When the
password updates, the LDAP Settings page opens.

4 Verify that the password in LDAP settings matches the password in eDirectory. In iManager
Roles and Tasks, expand the Novell iFolder 3 role, select Systems, select the LDAP tab, then
click Update and Synchronize Now.

If the user list synchronization is successful, the passwords match and scheduled
synchronizations of the user list should succeed.

8.4.6 Synchronizing the iFolder User List with the LDAP Server

The iFolder user list includes enterprise users that are provisioned for iFolder services. The list is
based on users found in the LDAP containers and groups that you specify as Search DNs in the
LDAP settings for the iFolder enterprise server. The list comprises information about each user, such
as a user’s username, full name, and LDAP GUID. The LDAP GUID matches the Simias GUID,
which is used to uniquely identify the iFolder user in the iFolder system.

The user list is updated periodically and on-demand by retrieving a list of current LDAP users in the
Search DNs. iFolder compares its user list with this master list and takes none, one, or both of the
following actions to synchronize the user list.

* If there are new users in the retrieved list, those users are provisioned for iFolder services and
added to the user list.

* If users were deleted from the LDAP containers and groups or if contexts were removed, the
deleted users that were formerly in the iFolder user list are no longer eligible for iFolder
accounts. Deleted users are removed from the list. The iFolders owned by the deleted users are
marked as orphaned. If the deleted user was a member in other iFolders, the user is removed
from the list of members.

For information, see Section 11.9, “Managing Orphaned iFolders,” on page 115.
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Synchronizing at Regular Intervals

The LDAP Synchronization Interval determines the elapsed time between sessions with the LDAP
server. During the synchronization session, iFolder retrieves and compiles a list of users in the
LDAP containers and groups that are specified as Search DNs, and then synchronizes the iFolder
user list with this master list. The timer is reset when the synchronization session ends, whether the
synchronization was successful or not. When the specified interval time elapses, a new session with
the LDAP server is initiated.

IMPORTANT: Whenever you synchronize on demand, the interval timer is reset.

To change how often the user list is updated, modify the LDAP Synchronization Interval field on the
Modify LDAP page. For information, see Section 8.4.2, “Modifying the iFolder LDAP Settings,” on
page 84.

Synchronizing On Demand

To force an immediate synchronization of user information:
1 In iManager, expand the Novell iFolder 3 role.
2 Select System, then wait for the page to refresh.
3 Select LDAP to open the System page to the LDAP tab.
4 Click Update and Synchronize Now.

iFolder immediately connects to the LDAP server, retrieves and compiles a list of users in the
specified Search DNs, synchronizes the iFolder user list with it, and automatically resets the
interval timer for the LDAP Synchronization Interval.

5 Verify the successful update by confirming the time noted in the Last Successful
Synchronization Time field on the LDAP Settings tab.

The time should be after the time that you initiated the Updated and Synchronize Now
command.

8.5 Configuring System Policies

Use the System Policies page to manage system-wide policies. In iManager Roles and Tasks,
expand the Novell iFolder 3 role, then select System > Policy to open the System page to the Policy
tab.

» Section 8.5.1, “Viewing the Current System Policies,” on page 88
» Section 8.5.2, “Modifying iFolder System Policies,” on page 89
8.5.1 Viewing the Current System Policies

1 In iManager, expand the Novell iFolder 3 role, select System, then wait for the page to refresh.
2 Select Policy to open the System page to the Policy tab.

3 View the following information:
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Parameter

Description

User Disk Space
Limit

Maximum File
Size Limit

File Type
Restriction

Minimum
Synchronization
Interval

Specifies the maximum total space that each user’s iFolder data is allowed to
use, across all iFolders the user owns.

Specifies the maximum file size (in MB) that iFolder is allowed to synchronize. If
a quota is specified, the effective maximum file size limit is the same as the
quota.

Specifies a list of file types to include or to exclude from synchronization for all
iFolders on the system.

If this option is enabled, specifies the minimum interval (in seconds) for
synchronizing iFolder data for each user account. Larger values are more
restrictive.

If the option is disabled, the value is No Limit.

The interval timer is reset to the Synchronization Interval value at the end of a
synchronization session. When the time elapses, another session is started.

8.5.2 Modifying iFolder System Policies

1 In iManager, expand the Novell iFolder 3 role, select System, then wait for the page to refresh.

2 Select Policy to open the System page to the Policy tab, then click Modify.

3 Select a Policy check box to enable the policy, specify values for the policy, then click OK to

apply it:

Parameter

Description

Enable User Disk
Space Limit

Deselect the check box to disable a system-wide quota.

Select the check box to enable a system-wide quota, then specify the total
space quota (in MB) for a user’s account.

If you enable a system-wide quota that is less than a user’s current total space
for iFolder data, the user’s data stops synchronizing until the data is decreased
below the limit or until the quota is increased to a value that is larger than the
user’s total space consumed.

Enabling or modifying the system-wide quota does not affect existing individual
user quotas. Any existing user quota always overrides system-wide quota,
whether the user quota is lower or higher than the system-wide quota.

Default Value: 100 MB
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Parameter

Description

Enable Maximum
File Size Limit

Enable File Type
Restriction

Minimum
Synchronization
Interval

Deselect the check box to disable the Maximum File Size Limit policy. If the
policy is disabled, the value is reported as No Limit.

Select the check box to enable the Maximum File Size Limit policy, then specify
the maximum allowed file size in MB.

If a quota is specified, the default maximum file size limit is the same as the
quota.

Consider the following demands on your system to determine an appropriate
file size limit for iFolders in your environment:

* Intended use

* How often the largest files are modified

» How the applications that use the largest files actually save changes to
the file (whole file or deltas)

» How frequently the files are synchronized by each member
* How many users share an iFolder

* Whether users access iFolder on the local network or across WAN or
Internet connections

» The average and peak available bandwidth
Even if you set a very large value as a file size limit and if there is no quota to
limit file sizes, the practical limit is governed by the file system on the user’s

computer. For example, FAT32 volumes have a maximum file size of 4 GB
minus 1 byte.

Default Value: Disabled, No Limit

Specify whether to restrict file types that are synchronized by inclusion or
exclusion filters. You cannot set both.

Type a file extension, then click OK to add it to the list.

To edit an extension, select the value, click Edit (the pen icon), modify the entry,
then click OK.

To enable a policy, select the check box, then specify the minimum
synchronization interval in seconds. For example, a practical value is 600
seconds (10 minutes). Larger values are more restrictive.

To disable the policy, deselect the check box. The value is reported as No Limit.
Default Value: Enabled, value=0 seconds.

The effective minimum synchronization interval is always the largest value of
the following settings:

» The system policy (default of zero), unless there is a user policy set. If a
user policy is set, the user policy overrides the system policy, whether the
user policy is larger or smaller in value.

* The local machine policy, or the setting on the client machine
synchronizing with the server.

« The iFolder (collection) policy.
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8.6 Configuring iFolder Administrators

In iManager, expand the Novell iFolder 3 role, select System > Administrators to open the System
page to the Administrators tab.

* Section 8.6.1, “Understanding the iFolder Admin User,” on page 91

» Section 8.6.2, “Adding the iFolder Admin Right for a User,” on page 91

» Section 8.6.3, “Removing the iFolder Admin Right for a User,” on page 92

8.6.1 Understanding the iFolder Admin User

The iFolder Admin user is the primary administrator of the iFolder enterprise server. Whenever
iFolders are orphaned, ownership is transferred to the iFolder Admin user for re-assignment to
another user or for deletion. You initially specify the iFolder Admin user during the iFolder
enterprise server configuration in YaST. For information, see Section 6.2, “Configuring the iFolder
Enterprise Server,” on page 53.

The iFolder Admin user must be provisioned to enable the iFolder Admin to perform management
tasks. iFolder tracks this user by the LDAP object GUID, allowing it to belong to any LDAP context
in the tree, even those that are not identified as search contexts. The user’s movement can be tracked
anywhere in the tree because it is known by the GUID, not the user DN.

The iFolder Admin right can be assigned to other users so that they can also manage iFolder services
for the selected server. Use the Administrators page in the Novell iFolder 3 plug-in to iManager to
add or remove the iFolder Admin right for users. Only users who are in one of the contexts specified
in the LDAP Search DN are eligible to be equivalent to the iFolder Admin user. For information, see
Section 8.4, “Configuring the LDAP Settings for an iFolder Server,” on page 82.

If you assign the iFolder Admin right to other users, those users are governed by the iFolder user list
and Search DN relationship. The user is removed from the user list and stripped of the iFolder
Admin right if you delete the user, remove the user’s context from the list of Search DNs, or move
the user to a context that is not in the Search DNs.

8.6.2 Adding the iFolder Admin Right for a User

You add the iFolder Admin right to one user at a time, but you can assign it to multiple users.

Repeat the following process for each user who you want to become an iFolder Admin user:

1 In iManager, expand the Novell iFolder 3 role, select System, then wait for the page to refresh.
Select Administrators to view a list of users with the iFolder Admin right.
Click Add to open the User Search page.

Search for the user who you want to give the iFolder Admin right.

a b ODN

Select the User check box next to the user, then select OK.

The username is added in the list of users with the iFolder Admin right.
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8.6.3 Removing the iFolder Admin Right for a User

You can delete the iFolder Admin right from all users in the list except the original iFolder Admin
user.

If you delete the iFolder Admin right from the username you used to log in to the server, you are
immediately disconnected. You must log in to the iFolder server under a different username with the
iFolder Admin right to continue managing the server.

You remove the iFolder Admin right for one user at a time. Repeat the following process for each
user who you want to remove as an iFolder Admin user:

1 In iManager, expand the Novell iFolder 3 role, select System, then wait for the page to refresh.
Select Administrators to view a list of users with the iFolder Admin right.
Select the User check box next to the user who you want to remove as an iFolder Admin user.

Click Remove.

a b ODN

Click OK to confirm, or click Cancel to back out of the action.

The username is removed from the list of users with the iFolder Admin right.

8.7 Securing Enterprise Server Communications

This section describes how to configure SSL traffic between the iFolder enterprise server and other
components. HTTPS (SSL) encrypts information transmitted over shared IP networks and the
Internet. It helps protect your sensitive information from data interception or tampering.

*» Section 8.7.1, “Using SSL for Secure Communications,” on page 92

» Section 8.7.2, “Configuring the SSL Cipher Suites for the Apache Server,” on page 93

» Section 8.7.3, “Configuring the Enterprise Server for SSL. Communications with the LDAP
Server,” on page 94

» Section 8.7.4, “Configuring the Enterprise Server for SSL. Communications with the iFolder
Client,” on page 94

» Section 8.7.5, “Configuring the Enterprise Server for SSL. Communications with the Web
Access Server,” on page 95

» Section 8.7.6, “Configuring an SSL Certificate for the Enterprise Server,” on page 95

For information about configuring SSL traffic for the iFolder Web access server, see Section 9.5,
“Securing Web Access Server Communications,” on page 99.

8.7.1 Using SSL for Secure Communications

In a default deployment, the iFolder 3 enterprise server uses SSL 3.0 for secure communications
between components as shown in the following table.

iFolder Component Web Access Server LDAP Server Client Web Browser

Enterprise Server X X X

iFolder uses the SSL 3.0 protocol instead of SSL 2.0 because it provides authentication, encryption,
integrity, and non-repudiation services for network communications. During the SSL handshake, the
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server negotiates the cipher suite to use, establishes and shares a session key between client and
server, authenticates the server to the user, and authenticates the user to the server.

The key exchange method defines how the shared secret symmetric cryptography key used for
application data transfer will be agreed upon by client and server. SSL 2.0 uses only RSA key
exchange, while SSL 3.0 supports a choice of key exchange algorithms, including the RC4 and RSA
key exchange, when certificates are used, and Diffie-Hellman key exchange for exchanging keys
without certificates and without prior communication between client and server. SSL 3.0 also
supports certificate chains, which allows certificate messages to contain multiple certificates and
support certificate hierarchies.

8.7.2 Configuring the SSL Cipher Suites for the Apache Server

To restrict connections to SSL 3.0 and to ensure strong encryption, we strongly recommend the
following configuration for the Apache server’s SSL cipher suite settings.
* Use only High and Medium security cipher suites, such as RC4 and RSA.

* Remove from consideration any ciphers that do not authenticate, such as Anonymous Diffie-
Hellman (ADH) ciphers.

» Use SSL 3.0, and disable SSL 2.0.
 Disable the Low, Export, and Null cipher suites.
To set these parameters, modify the aliases in the OpenSSL* ciphers command (the SSLCipherSuite
directive) in the / et ¢/ ht t pd/ conf / htt pd. conf file.
1 Stop the Apache server: At a terminal console, enter
/[etc/init.d/ apache2 stop

2 Openthe/etc/ httpd/ conf/httpd. conf file in a text editor, then locate the
SSLCipherSuite directive in the Virtual Hosts section:

SSLCi pher Suite
ALL: ! ADH RCA+RSA: +HI GH: +MEDI UM +LOW +SSLv2: +EXP: +eNULL

3 Modify the plus (+) to a minus (- ) in front of the ciphers you want to disable and make sure
thereisa! (not) before ADH:

SSLCi pher Suite ALL: ! ADH: RC4+RSA: +H GH: +MEDI UM - LOW - SSLv2: - EXP: -
eNULL

4 Save your changes.
5 Start the Apache server: At a terminal console, enter
/etc/init.d/ apache2 start
For more information about configuring strong SSL/TLS security solutions, see SSL/TLS Strong

Encryption: How-To (http://httpd.apache.org/docs/2.0/ssl/ssl_howto.html) on the Apache.org Web
site.
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8.7.3 Configuring the Enterprise Server for SSL
Communications with the LDAP Server

By default, the iFolder enterprise server is configured to communicate via SSL with the LDAP
Server. For most deployments, this setting should not be changed. If the LDAP server is on the same
machine as the enterprise server, communications do not need to be secured with SSL.

1 In iManager, expand the Novell iFolder 3 role, select System, then wait for the page to refresh.
2 Select LDAP to open the System page to the LDAP tab, then click Modify.

3 Inthe Port Is Secure field, specify Yes to configure for SSL exchanges, or specify No for
insecure exchanges.

4 Click OK to apply your changes.

8.7.4 Configuring the Enterprise Server for SSL
Communications with the iFolder Client

By default, the iFolder enterprise server is configured to require SSL. All iFolder client
communication to the server is encrypted using the SSL protocol. In most deployments, this setting
should not be changed because iFolder uses HTTP BASIC for authentication, which means
passwords are sent to the server in the clear. Without SSL encryption, the iFolder data is also sent in
the clear.

To modify the setting, edit the SSL parameters in the appSet t i ngs section of the / opt /
novel | /i f ol der 3/ web/ web. conf i g file on the enterprise server.

To configure secure Web traffic with SSL, modify the value of SimiasRequireSSL to Yes and the
SimiasSSLPort to 443. For example:

<appSettings>
<add key="Si mi asRequi reSSL" val ue="yes" />
<add key="Si m asSSLPort" val ue="443" />

</ appSettings>

To configure insecure Web traffice with HTTP BASIC, modify the value of SimiasRequireSSL to
No and the SimiasSSLPort to 80. For example:

<appSettings>
<add key="Si m asRequi reSSL" val ue="no" />
<add key="Si m asSSLPort" val ue="80" />

</ appSettings>
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8.7.5 Configuring the Enterprise Server for SSL
Communications with the Web Access Server

By default, the iFolder enterprise server is configured to communicate via SSL with the iFolder Web
Access server. For most deployments, this setting should not be changed. If the iFolder deployment
is small and the Web Access server co-exists on the same machine as the iFolder enterprise server,
an Administrator could reconfigure to disable SSL, which would increase the performance of local
communications between the two servers.

Communications between the two servers are governed by the Web access server’s settings for SSL
traffic. For information, see Section 9.5.3, “Configuring the Web Access Server for SSL
Communications with the Enterprise Server,” on page 100.

8.7.6 Configuring an SSL Certificate for the Enterprise Server

For information, see “Managing SSL Certificates for Apache” on page 133.
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Managing an iFolder Web Access
Server

This section describes how to manage your Novell® iFolder® 3.x Web Access server on Novell
Open Enterprise Server.

» Section 9.1, “Starting iFolder Web Access Services,” on page 97

» Section 9.2, “Stopping iFolder Web Access Services,” on page 97

» Section 9.3, “Distributing the Web Access Server URL to Users,” on page 97
» Section 9.4, “Configuring the HTTP Runtime Parameters,” on page 98

* Section 9.5, “Securing Web Access Server Communications,” on page 99

9.1 Starting iFolder Web Access Services

iFolder Web Access services start whenever you reboot the system or whenever you start Apache
services.

As aroot user, enter the following command at the server console:

/etc/init.d/ apache2 start

9.2 Stopping iFolder Web Access Services

iFolder services stop whenever you stop the system or whenever you stop Apache services.
As a root user, enter the following command at the server console:

/etc/init.d/ apache2 stop

9.3 Distributing the Web Access Server URL to
Users

After you install and configure the iFolder Web Access server, distribute the URL of the server
Login page to users.

For information about configuring the URL, see Section 6.3, “Configuring the iFolder Web Access
Server,” on page 55.
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9.4 Configuring the HTTP Runtime Parameters

Two HTTP runtime parameters—Execution Time-Out (execut i onTi meout ) and Maximum
Request Length (maxRequest Lengt h)—can affect the successful upload of a file to the Web
Access server. The following table defines these run time parameters and their default values:

Parameter Description

execut i onTi neout The interval of time in seconds to wait between the command to upload a
file and the successful execution where the file is stored on the iFolder
enterprise server. The default time out is 3 minutes.

Default Value: 180 (in seconds)

maxRequest Lengt h The maximum file size in bytes that a user is allowed to upload to the
server via the Web Access server. The default maximum size is 10 MB for
Web access. This maximum is a software hard limit. You can modify the
maximum length for any value up to 10 MB.

Default Value: 10240 (in KB)

Using Web Access, a user can upload a local file to the user’s iFolder on the enterprise server. If the
file does not upload successfully before the interval times out or if the file size exceeds the allowed
maximum, the upload is stopped and reported as a failure. Because the Web browser is controlling
the errors, a problem of timing out or exceeding the maximum size might result in a Bad Request or
other generic error.

The Execution Time-Out and Maximum Request Length parameters must be configured with
compatible settings in the / opt / novel | /i f ol der 3/ web/ web. confi g fil e for the
iFolder enterprise server and in the / opt / novel | /i f ol der 3/ webaccess/ Wb. confi g
file for the Web Access server. The settings in Web. conf i g for the enterprise server must be the
same size or larger than the settings in . . / webaccess/ Web. conf i g for the Web Access server.

For example, the following code is the httpRuntime element with the default settings in the . . /
webaccess/ Web. confi g file for Web Access:

<ht t pRunti ne
executi onTi meout =" 180"
maxRequest Lengt h="10240"
/>
To modify the httpRuntime parameters:

1 Stop iFolder.

2 Set the httpRuntime parameters on the iFolder Web Access server by editing the values in the /
opt/ novel I /i fol der 3/ webaccess/ Web. confi g file.

3 If necessary, set the httpRuntime parameters on the iFolder enterprise server by editing the
values in the / opt / novel | /i f ol der 3/ web/ web. confi g file.

IMPORTANT: Make sure the values are the same size or larger than those set for the Web
Access server.

4 Start iFolder.
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For example, to set the time-out to 5 minutes (300 seconds) and the maximum file size to 5
megabytes (5120 KB) for the Web Access server, modify its httpRuntime parameter values in the
../ webaccess/ Wb. confi g file:

<ht t pRunti ne
execut i onTi meout =" 300"
maxRequest Lengt h="5120"

/>

Ifthe . . / webaccess/ Web. conf i g values exceed the values in . . / web/ web. conf i g for
the enterprise server, you must also increase the sizes of runtime parameters in that file.

9.5 Securing Web Access Server
Communications

This section describes how to configure SSL traffic between the iFolder Web Access server and
other components. HTTPS (SSL) encrypts information transmitted over shared IP networks and the
Internet. It helps protect your sensitive information from data interception or tampering.

» Section 9.5.1, “Using SSL for Secure Communications,” on page 99

* Section 9.5.2, “Configuring the SSL Cipher Suites for the Apache Server,” on page 100

* Section 9.5.3, “Configuring the Web Access Server for SSL Communications with the
Enterprise Server,” on page 100

 Section 9.5.4, “Configuring the Web Access Server for SSL Communications with Web
Browsers,” on page 101

» Section 9.5.5, “Configuring an SSL Certificate for the Web Access Server,” on page 102

For information on how to configure SSL traffic on the iFolder enterprise server, see Section 8.7,
“Securing Enterprise Server Communications,” on page 92.

9.5.1 Using SSL for Secure Communications

In a default deployment, the iFolder 3.x Web Access server uses SSL 3.0 for secure communications
between components as shown in the following table.

iFolder Component Enterprise Server LDAP Server Client Web Browser

Web Access Server X X

For more information about SSL 3.0, see Section 8.7.1, “Using SSL for Secure Communications,”
on page 92.
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9.5.2 Configuring the SSL Cipher Suites for the Apache Server

To restrict connections to SSL 3.0 and to ensure strong encryption, we strongly recommend the
following configuration for the Apache server’s SSL cipher suite settings.
* Use only High and Medium security cipher suites, such as RC4 and RSA.

* Remove from consideration any ciphers that do not authenticate, such as Anonymous Diffie-
Hellman (ADH) ciphers.

» Use SSL 3.0, and disable SSL 2.0.
 Disable the Low, Export, and Null cipher suites.
To set these parameters, modify the aliases in the OpenSSL* ciphers command (the SSLCipherSuite
directive) in the / et ¢/ htt pd/ conf/ ht t pd. conf file.
1 Stop the Apache server: At a terminal console, enter
/etc/init.d/ apache2 stop

2 Openthe/ et c/ httpd/ conf/httpd. conf file in a text editor, then locate the
SSLCipherSuite directive in the Virtual Hosts section:

SSLCi pher Suite
ALL: ! ADH RCA+RSA: +HI GH: +MEDI UM +LOW +SSLv2: +EXP: +eNULL

3 Modify the plus (+) to a minus (- ) in front of the ciphers you want to disable and make sure
thereisa! (not) before ADH:

SSLCi pher Suite ALL: ! ADH: RC4+RSA: +H GH: +MEDI UM - LOW - SSLv2: - EXP: -
eNULL

4 Save your changes.
5 Start the Apache server: At a terminal console, enter

/etc/init.d/ apache2 start

For more information about configuring strong SSL/TLS security solutions, see SSL/TLS Strong
Encryption: How-To (http://httpd.apache.org/docs/2.0/ssl/ssl_howto.html) on the Apache.org Web
site.

9.5.3 Configuring the Web Access Server for SSL
Communications with the Enterprise Server

By default, the iFolder enterprise server is configured to communicate with the iFolder Web Access
server via SSL. For most deployments, this setting should not be changed because iFolder uses
HTTP BASIC for authentication, which means passwords are sent to the server in the clear. If the
iFolder deployment is small and the Web Access server co-exists on the same machine as the iFolder
enterprise server, an Administrator could reconfigure to disable SSL, which would increase the
performance of local communications between the two servers.

The communication between the Web Access server and the iFolder enterprise server is determined
during the YaST configuration of the Web Access server. Specify an https:// in the URL for the
enterprise server for SSL (HTTPS) communications between the servers. Traffic between the two
servers is secure. If you specify an http:// in the URL, HTTP is used for communications between
the servers and traffic is insecure.
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The setting is stored in the / opt / novel | /i f ol der 3/ webaccess/ Wb. confi g file under
the following tag:

<add key="SimasUl" value="https://local host" />

If you disable SSL between Web Access server and the enterprise server and if the two servers are
on different machines, you must also disable the iFolder server SSL requirement. Because the
enterprise SSL setting also controls the traffic between the enterprise server and the client, all Web
traffic between servers and between the clients and the enterprise server would be insecure.

IMPORTANT: Do not disable SSL on the Web Access server if the two servers are on different
machines.

If the two servers are running on the same machine and you want to disable SSL, rerun the YaST
configuration, and specify ht t p: / / | ocal host as the URL for the enterprise server. For
information, see Section 6.3, “Configuring the iFolder Web Access Server,” on page 55.

9.5.4 Configuring the Web Access Server for SSL
Communications with Web Browsers

The iFolder 3.x Web Access server requires a secure connection between the user’s Web browser
and the Web Access server. The SSL connection supports the secure exchange of data. For most
deployments, this setting should not be changed because iFolder uses HTTP BASIC for
authentication, which means passwords are sent to the server in the clear. Without SSL encryption,
the iFolder data is also sent in the clear.

The following Rewrite parameters control this behavior and are located in the / et ¢/ apache2/
conf. d/ifol der_web. conf file:

LoadModul e rewrite_nodul e /usr/lib/apache2/ nod rewite. so

Rewri t eEngi ne On

RewriteCond % HTTPS} ! =on

RewiteRule N ifolder/(.*) https://% SERVER NAVE}/ifolder/$1 [R, L]

To disable the requirement for SSL connections, you can comment out these Rewrite command lines
inthei f ol der _web. conf file. Placing a pound sign (#) at the beginning of each line renders it
as a comment.

WARNING: Without an SSL connection, traffic between a user’s Web browser and the Web Access
server is not secure.

To disable the SSL requirement:
1 Stop the iFolder Web Access services.

2 Editthe/ et ¢/ apache2/ conf. d/if ol der_web. conf file to comment out the Rewrite
command lines.

For example:
#LoadMbdul e rewrite_nodul e /usr/lib/apache2/ nod rewite.so
#Rewr i t eEngi ne On
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#Rewr i t eCond % HTTPS} ! =on

#RewriteRule N ifolder/(.*) https://% SERVER NAVE}/i f ol der/ $1
[RL]

3 Start the iFolder Web Access services.

9.5.5 Configuring an SSL Certificate for the Web Access Server

For information, see “Managing SSL Certificates for Apache” on page 133.
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Managing iFolder Users

This section discusses how to manage Novell® iFolder® 3.x enterprise server with iManager.

* Section 10.1, “Provisioning Users for iFolder Services,” on page 103

» Section 10.2, “Searching for a User Account,” on page 103

* Section 10.3, “Viewing General User Account Information,” on page 104

» Section 10.4, “Configuring User Account Policies,” on page 104

» Section 10.5, “Enabling and Disabling iFolder User Accounts,” on page 107
» Section 10.6, “Setting a User Account Quota,” on page 107

10.1 Provisioning Users for iFolder Services

Provisioning a user for iFolder occurs automatically based on the containers and groups you specify
as Search DNs in the LDAP settings. You can specify any existing context. For information, see
Section 3.5, “iFolder User Account Considerations,” on page 35.

The list of iFolder users is updated periodically when the LDAP synchronization occurs. New users
are added to the list of iFolder users. Deleted users are removed from the list of iFolder users. (This
might create orphaned iFolders if the deleted user owned any iFolders.)

IMPORTANT: Whenever you move a user between contexts and you want to provide continuous
service for the user, make sure to add the target context to the list of Search DNs before you move
the User object in eDirectory.

For information about configuring Search DNs, see Section 8.4, “Configuring the LDAP Settings
for an iFolder Server,” on page 82.

10.2 Searching for a User Account

1 In iManager Roles and Tasks, expand the Novell iFolder 3 role, then select Users to go to the
User Search page.

2 Select a name criterion (User Name, First Name, Last Name).
3 Select a filter criterion (Contains, Begins With, Ends With, Equals).

4 Use one or more of the following search methods, then click Search:

* Type the name of the user in the Search Users field.
» Type one or more letters in the Search Users field.
* Type an asterisk (*) in the Search Users field to return a list of all Users on the system.
* Leave the Search Users field empty to return a list of all Users on the system.
Do not click anywhere in the page until the page completely refreshes.
5 Browse or sort the list of users to locate the one you want to manage.

6 Click the User Name link to view the view or set policies and manage its iFolders.
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Browsing the Users in the Search Results

Scroll up and down to browse the search results and locate the User you want to manage. The
combination of the username, first name, and last name should help you locate the user.

Sorting the Users in the Search Results

Your search results are initially displayed by username in alphabetical order. Click the column
heading link to initiate the sort with that column as the primary key. Click the same heading link
again to initiate a sort in the reverse sort order.

e Type: An icon indicating whether the user has the iFolder Admin right (user wearing a
referee-striped uniform) or is a normal user (user icon).
* Name: The username assigned to the user account, such as j smi t h.

¢ Full Name: The first and last name of the user account.

Click the user’s name to manage User policies and iFolders for the user.

10.3 Viewing General User Account Information

In iManager, click Novell iFolder 3.x > Users, search for the user whose iFolder account you want
to manage, then click the Name link for the User. The User page opens to the General tab, which
displays the user’s full name, username, and the last time the user logged in. If the user has not yet
set up an account on a client machine, the Last Login Time reports Not Set .

10.4 Configuring User Account Policies

» Section 10.4.1, “Viewing the Current User Account Policies,” on page 104

» Section 10.4.2, “Modifying User Account Policies,” on page 106

10.4.1 Viewing the Current User Account Policies

1 In iManager Roles and Tasks, expand the Novell iFolder 3 role, select Users, then wait for the
page to refresh to view a list of current iFolder users.

2 Click the link for the user’s name to open the User page for that user account.

3 You can view the following information on the User > Policy page:

Parameter Description

Account Enabled  Specifies whether the user is currently allowed to log in to synchronize iFolders.

Space Used Specifies the total space currently in use on the server for all iFolders owned by
this selected user.

Space Available  Specifies the difference between any space restrictions on the account and the
space currently in use. If no quota is in effect, the value is No Limit.
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Parameter Description

Space Limit Specifies the maximum total space (in MB) that a user’s iFolder data is allowed
to use, across all iFolders the user owns. A user quota supersedes a system-
wide quota, whether the user quota is larger or smaller than the system-wide
quota. The user quota can then be limited, but not increased by a policy on an
iFolder.

IMPORTANT: Users cannot successfully synchronize files of a size that would
cause a quota to be exceeded. If they try to do so, only part of the file is
synchronized, resulting in data corruption.

If the total space consumed by iFolder data is nearing an effective quota
(system, user, or iFolder), the user should stop synchronizing files until one or
more of the following tasks results in enough space to safely synchronize the
user’s files in the iFolder where the file resides:

» The system-wide quota, user quota for the iFolder owner, and the iFolder
quota are modified as needed.

» Files are moved from any of the iFolders owned by the user to another
location where they no longer affect the effective quota, or files are
deleted to clear space.

» Files are moved from the iFolder to another location where they no longer
affect the effective quota, or its files are deleted to clear space.

File Type Specifies to allow all file types or lists the file types to include or to exclude from
Restriction synchronization for the selected user’s account.

The file manager files called t hunbs. db and . DS_St or e are never
synchronized. You do not need to keep these files, and synchronizing them
results in repeated file conflict errors. If you have not set any individual
restrictions for this user, this field reports t hunbs. db and . DS_St or e as part
of the system-wide file-type restrictions. After you set individual file-type
restrictions for the user, the user’s settings are displayed instead. Even if the

t hunbs. db and . DS_St or e restrictions are not displayed, they always apply;
you cannot override them.

Minimum Specifies the minimum interval (in seconds) that a user’s client can check
Synchronization iFolder data on the server and iFolder data on local iFolders to identify files that
Interval need to be downloaded or uploaded. Longer interval limits are more restrictive

than shorter ones.

If a user policy is set, it overrides the system policy, whether the user’s interval
is shorter or longer in value.

Effective Specifies the effective minimum synchronization interval for the selected user.
Synchronization ] o o ]
Interval The effective minimum synchronization interval is always the largest value from

the following settings:

* The system policy (default of zero (0)), unless there is a user policy set. If
a user policy is set, the user policy overrides the system policy, whether
the user policy is larger or smaller in value.

* The local machine policy, or the setting on the client machine
synchronizing with the server.

» The iFolder (collection) policy.
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10.4.2 Modifying User Account Policies
1 In iManager Roles and Tasks, expand the Novell iFolder 3 role, select Users, then wait for the
page to refresh to view a list of current iFolder users.
2 Click the link for the user’s name to open the User page for that user account.
3 On the User page, click Modify.
4 Select the Policy check box to enable it, set its values, then click OK to apply the policies:

Parameter Description

Account Enabled  Select the value to enable the account for login.
Deselect the value to disable the account for login.

If the user is logged in when you make this change, the user’s session
continues until the user logs out. The policy takes effect the next time the user
attempts to log in to the account. To have the lockout take effect immediately,
you must restart the Apache services for the iFolder server, which disconnects
all active sessions, including the user’s session.

Default Value: Enabled, Yes

Enable Space Specifies the maximum total space (in MB) that a user’s iFolder data is allowed
Limit to use, across all iFolders the user owns for the selected user account.

Deselect this option if there is no individual user quota, or to accept the system-
wide quota for the selected user account.

Select this option to enforce a user quota, then specify the total space quota (in
MB) for the selected user account.

If you enable a user space limit that is less than a user’s current total space for
iFolder data, the user’s data stops synchronizing until the data is decreased
below the limit or until the quota is increased to a value that is larger than the
user’s total space consumed.

Default Value: Disabled or the system-wide quota if it is set

Enable File Type Deselect this option to allow all file types to be synchronized or to apply the
Restriction system-wide file type restrictions for the user account.

Select this option to restrict some file types for this user, then specify the
inclusion or exclusion filters that determine the file types that can be
synchronized for the user account.

To add a file extension to an inclusion or exclusion filter, type the extension
(such as . npg), then click OK to apply the filter.

To edit an extension, select the value, click Edit (the pen icon), modify the entry,
then click OK to apply the change.

Default Value: Disabled, Allow all file types or the System-wide settings
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Parameter Description

Minimum Deselect the check box to set no synchronization interval or to accept the
Synchronization system-wide setting for the user account. If no value is set for system-wide or
Interval user policies, the value reportedis No Linit.

Select the check box to enable a minimum synchronization interval, then
specify the minimum interval (in seconds). For example, a practical value is 600
seconds (10 minutes).

Default Value: Disabled, or the system-wide policy

10.5 Enabling and Disabling iFolder User
Accounts

Disabling a user’s account temporarily, as opposed to deleting the user account, turns off the ability
of that user to log in to the iFolder server. The user remains a valid iFolder user, can be shared with,

and his or her iFolders are not orphans. The user cannot log in and, therefore, cannot synchronize
(up or down) any data until the account is again enabled.

1 In iManager Roles and Tasks, expand the Novell iFolder 3 role, then select Enable/Disable
Users Account.

2 Search for the user whose account you want to enable or disable for login.
3 Select the User check box next to the user, then click OK.
4 Do one of the following:

» Enable login for the user account by selecting Account Enabled, then click OK.
 Disable login for the user account by deselecting Account Enabled, then click OK.

10.6 Setting a User Account Quota

1 In iManager, expand the Novell iFolder 3 role, then select Set Users Account Quota.
2 Search for the user whose account you want to manage.

3 Select the User check box next to the user, then click OK.

4 Do one of the following:

» Enable a space quota for the selected user by selecting Enable Space Limit, specify how
much space the user can consume for all iFolders owned by the user, then click OK.

» Disable a space quota for the selected user by deselecting Enable Space Limit, then click
OK.
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Managing iFolders

This section discusses how and administrator can manage iFolders on the Novell® iFolder® 3.x
enterprise server, using the Novell iFolder 3 plug-in for Novell iManager 2.5.

Section 11.1, “Creating an iFolder in iManager,” on page 109

Section 11.2, “Searching for an iFolder,” on page 110

Section 11.3, “Viewing Information about an iFolder,” on page 111

Section 11.4, “Configuring Policies for an iFolder,” on page 111

Section 11.5, “Sharing an iFolder,” on page 112

Section 11.6, “Deleting an iFolder,” on page 114

Section 11.7, “Transferring Ownership of an iFolder,” on page 114

Section 11.8, “Enabling and Disabling Synchronization for an iFolder,” on page 115

Section 11.9, “Managing Orphaned iFolders,” on page 115

11.1 Creating an iFolder in iManager

Creating an iFolder from the iFolders Page

1 In iManager Roles and Tasks, expand the Novell iFolder 3 role, then select iFolders.

A WDN

Click New to open the Create an iFolder dialog box.
Next to Owner, click Select to open the Select iFolder Owner page.

Search for the user who you want to make the owner of the iFolder, select the User check box,
then click OK.

On the New iFolder page, the Owner field shows the user’s first and last name.
Specify a name for the iFolder.
Click OK to create the iFolder.

On successful creation, a subscription notification is sent to the iFolder Owner. The new
iFolder is listed alone in the Search Results area.

Click the iFolder’s Name link to view its details, change the owner, configure its policies, share
the iFolder, or modify members’ access rights.

Creating an iFolder from the User Page

1
2

In iManager Roles and Tasks, expand the Novell iFolder 3 role, then select Users.
Search for and select the Name of the user you want to manage, then click OK.
The User page opens to the user’s information.

On the User page, select the iFolders tab, then click New to open the Create an iFolder dialog
box.

The user appears in the Owner field.

Specify a name for the iFolder.
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5 Click OK to create the iFolder.

On successful creation, a subscription notification is sent to the iFolder Owner. The new
iFolder is listed alone in the Search Results area.

6 Click the iFolder’s Name link to view its details, change the owner, configure its policies, share
the iFolder, or modify members’ access rights.

11.2 Searching for an iFolder

1 In iManager, expand the Novell iFolder 3 role.
2 Use one of the following methods to get a list of iFolders:
* Click the iFolders role to open the Search iFolders page, specify your search criteria, then
click OK.

* Click Orphaned iFolders on the iFolders page or click the Orphaned iFolders role to
retrieve a list of orphaned iFolders.

3 Use one or more of the following search methods, then click Search:
* Select Equals as the filter criterion, then type the name of the iFolder you want to locate in
the Search iFolders field.

* Select a filter criterion (Contains, Begins With, Ends With, Equals) for the name of the
iFolder, then type one or more letters in the Search iFolders field.

* Type an asterisk (* ) in the Search iFolders field to return a list of all iFolders on the
system.

* Leave the Search iFolders field empty to return a list of all iFolders on the system.

Do not click anywhere in the page until the page completely refreshes, then you can browse,
sort, or manage the iFolders listed in the Search Results report.

4 Browse or sort the list of iFolders to locate the iFolder you want to manage.

5 Click the iFolder’s Name link to view its details, change the owner, configure its policies, share
the iFolder, or modify members’ access rights.

Browsing the iFolders in the Search Results

Scroll up and down to browse the search results and locate the iFolder you want to manage. The
combination of the iFolder’s name and owner help to identify the iFolder you seek.

Sorting the iFolders in the Search Results

You can sort the list of iFolders by Type, Name, or Owner. Click the column heading link to initiate
the sort with that column as the primary key. Click the same heading link again to initiate a sort in
the reverse sort order.
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11.3 Viewing Information about an iFolder

In iManager, select the Novell iFolder role, then select iFolders or Orphaned iFolders, locate the
iFolder you want to manage, then click the iFolder’s Name link to open the iFolder management

page to the General tab.
Parameter Description
Owner The username of the owner of the selected iFolder. For orphaned iFolders, the

Path

iFolder Admin user is made the custodian owner until the iFolder can be reassigned
or deleted.

The iFolder owner has the Full Control right to the iFolder. The owner manages
membership and access rights for users, and can remove the Full Control right for
any member. With an enterprise server, the disk space used by the owner’s iFolders
counts against the owner’s user account quotas on the enterprise server.

The actual location of the iFolder and its data on the server. For example:

/var/opt/novell/ifol der3/simas/SinasFil es/ e84f dc6e- 3d51-
49df - ae3f - 8¢c9213¢c76994/ i Fol der _Narne

In this example, e84f dc6e- 3d51- 49df - ae3f - 8c9213¢c76994 is the unique ID
of the iFolder share.

11.4 Configuring Policies for an iFolder

Use the iFolder Policy tab to view and manage the policies for an iFolder.

1 In iManager, expand the Novell iFolder 3 role, then select iFolders or Orphaned iFolders.

2 Locate the iFolder you want to manage, then click the iFolder’s Name link to open the iFolder
management page to the General tab.

3 Click the Policy tab, then click Modify.

4 Configure one or more of the following values, then click OK to apply the new settings:

Parameter

Description

Synchronization
Enabled

Enable Space
Limit

Space Used
(View only)

Select Synchronization Enabled to allow the synchronization of data in the iFolder.
Deselect Synchronization Enabled to turn off synchronization, usually temporarily.
Default Value: Enabled, Yes

Select the Enable Space Limit check box, then specify the maximum size (in MB) for
the selected iFolder.

If you enable a system-wide iFolder quota, a user’s account quota overrides it,
whether the user quota is lower or higher than the system quota.

Default Value: Disabled, No Limit

Reports how much space the iFolder data currently consumes.
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Parameter Description

Enable File Type To enable filtering, select Enable File Type Restriction.

Restriction
Specify one of the following methods to filter files that are synchronized:
» Select Allow All File Types Except, then specify the list of file types to exclude
when iFolder synchronizes files in the iFolder.
» Select Only Allow the Following File Types, then specify the list of file types to
include when iFolder synchronizes files in the iFolder.
Type a file extension, then click OK to add it to the list.
To edit an extension, select the value, click Edit (the Pen icon), modify the entry, then
click OK to apply the change.
Default Value: Disabled, No restriction
Minimum Select the Synchronization Interval check box to enable a minimum interval setting
Synchronization  for the selected iFolder, then specify the minimum value in seconds that users are
Interval allowed to set on their clients.

To disable the setting, deselect the Synchronization Interval check box. If the option
is disabled, the value reported is No Li m t.

If this option is enabled, the minimum synchronization interval specifies the minimum
interval in seconds that a user’s client can check iFolder data on the server and local
iFolders to identify files that need to be downloaded or uploaded.

The effective minimum synchronization interval is always the largest value from the
following settings:

» The system policy (default of zero (0)), unless there is a user policy set. If a
user policy is set, the user policy overrides the system policy, whether it is
larger or smaller in value.

+ The local machine policy, or the setting on the client machine synchronizing
with the server

» The iFolder (collection) policy

Default Value: Enabled, 0 seconds

11.5 Sharing an iFolder

Use the iFolder > Members tab to manage membership in an iFolder.

» Section 11.5.1, “Adding a Member,” on page 112
» Section 11.5.2, “Setting the iFolder Access Right for a Member,” on page 113

» Section 11.5.3, “Removing a Member,” on page 114

11.5.1 Adding a Member

1 In iManager, expand the Novell iFolder 3 role, then select iFolders or Orphaned iFolders.

2 Locate the iFolder you want to manage, then click the iFolder’s Name link to open the iFolder
management page to the General tab.

3 Select the Members tab, then click Add.
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4 Search for the user you want to make a member, select the check box next to the user’s name,

then click OK.

The user is given Read Only access to the iFolder.

5 (Optional) Select the User check box, then click Rights and specify the Access right as Full

Control, Read/Write, or Read Only right.

Wait for the page to refresh. The user’s icon should reflect the new access right. A notification
message inviting the user to participate is sent to the user’s account.

11.5.2 Setting the iFolder Access Right for a Member

For an overview of access rights, see Section 1.4.6, “iFolder Access Rights,” on page 18.

The following table describes the capabilities associated with each level of access for users.

s Full .
Capabilities Owner Control Read/Write Read Only
With an enterprise server, the space consumed by the Yes No No No
iFolder on the server is charged against the user’s
quota
Reassign ownership to another user Yes No No No
Set a quota for the iFolder Yes No No No
Make the iFolder available to other users (sharing) Yes Yes No No
Make the iFolder unavailable to other users (stop Yes Yes, No No
sharing) except the

owner
Assign access rights for other users Yes Yes, No No
except the
owner
Read directories and files in the iFolder Yes Yes Yes Yes
Add, modify, or delete directories and files in the Yes Yes Yes No
iFolder
Rename directories and files in an iFolder Yes Yes Yes Yes
Rename the iFolder No No No No
Set up an iFolder on multiple computers Yes Yes Yes Yes
Revert an iFolder (do not participate on a local Yes Yes Yes Yes
computer)
Delete an available iFolder to decline participating Yes Yes Yes Yes
Delete the iFolder and delete the iFolder and its files  Yes No No No

from the server (make it a normal folder again and no
longer share it with others)
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1 In iManager, expand the Novell iFolder 3 role, then select iFolders or Orphaned iFolders.

2 Locate the iFolder you want to manage, then click the iFolder’s Name link to open the iFolder
management page to the General tab.

3 Select the Members tab, then select the check box next to the member whose access right you
want to manage.

4 Select the Rights drop-down menu, then select the Full Control, Read/Write, or Read Only
right.

Wait for the page to refresh. The user’s icon should reflect the new access right.

11.5.3 Removing a Member
1 In iManager Roles and Tasks, expand the Novell iFolder 3 role, then select iFolders or
Orphaned iFolders.

2 Locate the iFolder you want to manage, then click the iFolder’s Name link to open the iFolder
management page to the General tab.

3 Select the Members tab, then select the check box next to the member user’s name.
Click Remove.

The user’s local copy of the data remains on the user’s computer, but the user no longer has
access to the server copy of the iFolder data.

11.6 Deleting an iFolder

1 In iManager Roles and tasks, expand the Novell iFolder 3 role, then select Users.
2 Search for and select the user you want to manage, then click OK.
The User page opens to the user’s information.
3 Select the check box next to the iFolder you want to delete, then click Delete.
4 Click OK to confirm the deletion.

The iFolder is removed from the list of iFolders. The local copies of the iFolder contents
remain on all member users’ computers.

11.7 Transferring Ownership of an iFolder

When you change the owner of an iFolder, the existing owner becomes a member of the iFolder and
is assigned the Read/Write right. For orphaned iFolders, the iFolder Admin user becomes the owner.
If the new owner is not currently a member of the iFolder, a subscription notification is sent to the
user’s iFolder account.

Changing the iFolder Owner from the iFolders Page
1 In iManager Roles and Tasks, expand the Novell iFolder 3 role.
2 Use one of the following methods to get a list of iFolders:

* Select iFolders to open the Search iFolders page.
* Select Orphaned iFolders to retrieve a list of orphaned iFolders.

3 Search for the iFolder you want to manage.
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4 Sclect the check box next to the iFolder, then click Change Owner-.

5 Search for the user you want to assign as the new owner of the iFolder, select the check box
next to the user’s name, then click OK.

Changing the iFolder Owner from the User’s Page
1 In iManager Roles and Tasks, expand the Novell iFolder 3 role, then select Users.
2 Search for and select the user you want to manage, then click OK.
The User page opens to the user’s information.

3 On the User > iFolders tab, select the check box next to the iFolder you want to manage, the
click Change Owner.

The Users Search page opens.

4 Search for the user who you want to make the new owner of the iFolder, select the check box
next to the user’s name, then click OK.

11.8 Enabling and Disabling Synchronization for
an iFolder

Disabling synchronization temporarily, as opposed to deleting or disabling the entire user account,
turns off the ability of the selected iFolder to synchronize.

If the iFolder is locked by an active system process (such as backup), you receive an Already
Locked Exception (Al r eadyLockedExcept i on) error. You cannot enable or disable
synchronization for the iFolder until that process ends; try again later.

1 In iManager Roles and Tasks, expand the Novell iFolder 3 role, then select Enable/Disable
iFolder Sync.

2 Search for the iFolder that you want to enable or disable for synchronization.
3 Select the iFolder check box, then click OK.
4 Do one of the following:
* Enable synchronization for the iFolder by selecting Synchronization Enabled, then click
OK.

 Disable synchronization for the iFolder by deselecting Synchronization Enabled, then
click OK.

11.9 Managing Orphaned iFolders

An iFolder becomes orphaned when its owner is no longer provisioned for iFolder services.
Orphaned iFolders are automatically assigned to the iFolder Admin user, who serves as a temporary
owner until the iFolder can be assigned or deleted. Meanwhile, the members of the iFolder can
continue to use it under the policies and access controls that were in place at the time the iFolder
became orphaned.

1 IniManager Roles and Tasks, expand the Novell iFolder 3 role, then select Orphaned iFolders.

2 Browse to locate the orphaned iFolder you want to manage, then select the check box next to
the iFolder.

3 Do one of the following:
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¢ Change Owner: Click Change Owner, search for and select the user you want to make
the owner, then click OK.

The specified user becomes the iFolder’s owner and has the Full Control right to the
iFolder. If the user was not previously a member of the iFolder, the iFolder is made
available for setup when the user next logs in, synchronizes invitations, or manually
refreshes invitations. The previous owner’s username is removed from the list of iFolder
members. Any policies set for the new owner’s account are imposed on the iFolder. The
share relationship and access rights for current members are unchanged.

¢ Delete iFolder: Click Delete, then click OK to confirm the deletion. The iFolder share
relationship is deleted and the iFolder and its files are removed from the iFolder server.
The local copy of the iFolder on each member’s computer is reverted to a normal folder.
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Configuration Files

» Section A.1, “Simias.config File,” on page 117
» Section A.2, “Web.config File for the Enterprise Server,” on page 119
» Section A.3, “Web.config File for the Web Access Server,” on page 121

A.1 Simias.config File

The default locations of the Si mi as. confi g file are the / var/ | i b/ www un/ . | ocal /
shar e/ si ni as/ directory and the / horme/ www un/ . | ocal / shar e/ si mi as/ directory.

<configuration>
<section nanme="Domai n">
<setting nane="EnterpriseNane" val ue="ifol dersvrl" />
<setting name="EnterpriseDescription" val ue="20050525 Build 1" />
<setting nanme="Adm nDN' val ue="cn=i Fol der Adm n, o=acne" />
<setting name="Encodi ng" val ue="iso-8859-1" />

<setting nane="Enterprisel D
val ue="76c¢c8cfdl1-f876-4bc5-b7fd- beb5119¢c870d" />

</ section>

<section nane="StoreProvi der" >
<setting nanme="Path" val ue="/var/opt/novell/ifolder3" />
<setting name="Assenbly" value="Sinmas.dl|" />

<setting nanme="Type"
val ue="Si m as. St or age. Provi der. Fl ai m Fl ai nProvi der" />

<setting name="Version" value="0.2" />

</ section>

<section nane="LdapAut henti cati on">
<setting name="LdapUri" val ue="Idaps://10.10.10.1:636/" />
<setting name="ProxyDN' val ue="cn=i Fol der Proxy1234, o=acne" />
<setting name="ProxyPassword" val ue="" />

</ section>

<section nanme="LdapSyst enBook" >
<setting name="Synclnterval" val ue="86400" />

<setting nanme="SyncOnStart" val ue="True" />
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<setting nane="Search">
<Cont ext dn="o=acne" />
</setting>
</section>
<secti on nane="Servi ceManager" >
<setting nane="Services">

<Servi ce name="Enterprise Authentication Service"
assenbl y="Novel | . Sini as. Enterprise.dl|"
enabl ed="True" type="Thread"
cl ass="Novel | . i Fol der. Ldap. Ent er pri seAut henti cati on" />

<Servi ce nane="Si m as Local Donmin Provider" assenbly="Sin as"
enabl ed="True"
type="Thread" cl ass="Si m as. Local Provi der" />

<Servi ce name="Si m as Change Log Service" assenbly="Si m as"
enabl ed="True" type="Thread"
cl ass="Si m as. St or age. ChangelLog" />

<Servi ce
nane="LDAP to System Address Book Synchroni zation Service"
assenbl y="Novel | . Sim as. Enterprise.dl | " enabl ed="True"

type="Thr ead"
cl ass="Novel | . Addr essBook. LdapSync. LdapSyst enBookSer vi ce" />

</setting>
</section>
<secti on nanme="NodeCache" >
<setting name="Ti neTolLi ve" val ue="60" />
</ section>
<section name="SyncService">
<setting name="Concurrentdients" val ue="64" />
</ section>

</ configuration>
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A.2 Web.config File for the Enterprise Server

By default, the web. conf i g file for the enterprise server is in the / opt / novel | /i f ol der 3/
web directory. The following is an example of a configured file.

<?xm version="1.0" encodi ng="utf-8"?>
<confi guration>

<l-- Enable this if you want gzip conpression. Al so uncoment the
<nono. aspnet > secti on bel ow

<confi gSecti ons>
<secti onGroup nane="nono. aspnet">

<secti on name="accept Encodi ng"
type="Mono. Ht t p. Confi gurati on. Accept Encodi ngSect i onHandl er,
Mono. Htt p, Version=1.0.5000. 0,
Publ i cKeyToken=0738eb9f 132ed756" />

</ secti onG oup>
</ configSecti ons>
>
<system web>
<custonkErrors node="Of"/>
<ht t pRunti ne
executionTi meout =" 180"
maxRequest Lengt h="1048576"
/>
<l-- take this out until we need it
<webSer vi ces>
<soapExt ensi onTypes>
<add type="DunpExt ensi on, extensions" priority="0" group="0" />

<add type="Encrypt Ext ension, extensions" priority="1"
group="0" />

</ soapExt ensi onTypes>
</ webSer vi ces>
-->
<aut henti cati on node="None">
</ aut henti cati on>

<ht t pModul es>
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<add nanme="Aut henti cati onModul e"
type="Si m as. Security. Web. Aut henti cati onModul e, Sim as"/>
</ htt pModul es>
</ system web>
<l--
<nono. aspnet >
<accept Encodi ng>

<add encodi ng="gzi p"
type="Mono. Http. &Z pWiteFilter, Mno.Htp, Version=1.0.5000.0,
Publ i cKeyToken=0738eb9f 132ed756" di sabl ed="no" />

</ accept Encodi ng>
</ nono. aspnet >
-->
<appSettings>

<add key="MdnoServer Def aul t | ndexFi | es” val ue="i ndex. aspx,
Def aul t. aspx, def aul t. aspx, index.htm, index.htm />

<add key="Si m asAut hNot Requi red" val ue="Logi n. ashx,
Pi ngSi m as: Si m as. Web. Si mi asServi ce: Si i as. Wb,
Get Dorai nl D: Si mi as. Donai nSer vi ce. Domai nServi ce: Novel | . Sinias. Enterpris
e" />

<add key="Si m asRequi reSSL" val ue="yes" />
<add key="Si m asSSLPort" val ue="443" />
<add key="Enterprise" value="True" />

</ appSettings>

</ configuration>
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A.3 Web.config File for the Web Access Server

By default, the Web. conf i g file for the Web Access server is in the / opt / novel | /
i fol der 3/ webaccess/ directory. The following is an example of a configured file.

<?xm version="1.0" encodi ng="utf-8"?>

<confi guration>

<system web>

<htt pRunti ne executionTi meout =" 180" naxRequest Lengt h="10240" />

<l--

DYNAM C DEBUG COVPI LATI ON

Set conpil ati on debug="true" to enabl e ASPX debuggi ng.

O herw se, setting this value to false will inprove runtinme
performance of this application. Set conpilation
debug="true" to insert debuggi ng synbols (.pdb information)
into the conpiled page. Because this creates a larger file
that executes nore slowy, you should set this value to true
only when debugging and to false at all other tines. For nore
information, refer to the docunentation about debuggi ng

ASP. NET files.

<conpi |l ati on defaul t Language="C#" debug="true" />

<l--

-->

CUSTOM ERROR MESSAGES

Set custonErrors node="On" or "RenpteOnly" to enable custom
error nessages, "Of" to disable.

Add <error> tags for each of the errors you want to handl e.
"On" Always display custom (friendly) nessages.

"OFf" Always display detailed ASP. NET error information
"Renot eOnl y" Di splay custom (friendly) messages only to users
not running on the | ocal Wb server. This setting is
recommended for security purposes, so that you do not display

application detail information to renote clients.

<custonkErrors defaul t Redirect="Error.aspx" nmode="On" />
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<!--  AUTHENTI CATI ON
This section sets the authentication policies of the
application. Possible nbodes are
"W ndows", "Forns", "Passport" and "None"
"None" No authentication is perforned.
"W ndows" |1S perforns authentication (Basic, D gest, or
I ntegrated W ndows) according to its settings for the
application. Anonynous access mnmust be disabled in IIS.
"Forns" You provide a customform (Wb page) for users to
enter their credentials, and then you authenticate themin
your application. A user credential token is stored
in a cookie.
"Passport" Authentication is performed via a centralized
aut henti cation service provided by Mcrosoft that offers a
single |l ogon and core profile services for nenber sites.
-->
<aut henti cati on node="For ns" >

<forms nane="i Fol der WebAut h" 1 ogi nUrl ="Logi n. aspx” ti neout="20"
slidingExpiration="true" /[>

</ aut henti cati on>
<l--  AUTHORI ZATI ON
This section sets the authorization policies of the
application. You can allow or deny access to application
resources by user or role.
W dcar ds:
"*" mean everyone,
"?" means anonynous (unauthenticated) users.
-->
<aut hori zati on>
<deny users="?" [>

</ aut hori zati on>
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<l-- APPLI CATI ON- LEVEL TRACE LOGAE NG
Application-level tracing enables trace |og output for every
page within an application.
Set trace enabl ed="true" to enable application trace | ogging.
| f pageQutput="true", the trace information will be displayed
at the bottom of each page. Oherw se, you can viewthe
application trace |1 og by browsing the "trace.axd" page from
your web application root.

>

<trace enabl ed="fal se" requestLinit="10" pageQutput="fal se"
traceMbde="SortByTi ne" | ocal Onl y="true" />

<l-- SESSI ON STATE SETTI NGS
By default ASP. NET uses cookies to identify which requests
belong to a particular session. If cookies are not avail abl e,
a session can be tracked by addi ng a session
identifier to the URL. To disabl e cookies, set
sessi onSt at e cooki el ess="true"
-->
<sessi onState node="1nProc" cookiel ess="fal se" tinmeout="30" />
<l-- GLOBALI ZATI ON
This section sets the globalization settings of the
appl i cation.
-->

<gl obal i zati on request Encodi ng="utf-8" responseEncodi ng="utf-8" />

</ system web>

<appSettings>

<add key="Sim asUrl" value="https://Ilocal host" />

<add key="Sim asCert" value="a_certification_key goes_here" />

</ appSettings>

<l ocation pat h="Defaul t.aspx">

<system web>

<aut hori zati on>
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<al | ow users="*" [>
</ aut hori zati on>
</ system web>
</l ocation>
<l ocation path="Error.aspx">
<system web>
<aut hori zati on>
<al | ow users="*" [>
</ aut hori zati on>
</ system web>
</l ocation>

</ configuration>
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Clustering iFolder 3.x with Novell
Cluster Services for Linux

This section discusses how to configure a Novell® iFolder® 3.x server cluster, using Novell Cluster
Services™ (NCS) for Linux.

* Section B.1, “Prerequisites for Clustering iFolder 3.x Services,” on page 125

+ Section B.2, “Installing Novell Cluster Services for Linux,” on page 125

* Section B.3, “Configuring iFolder 3.x Services on an NCS for Linux Cluster,” on page 126

* Section B.4, “Creating the iFolder 3.x Cluster Resource,” on page 129

* Section B.5, “Managing the iFolder 3.x Cluster Resource,” on page 129

+ Section B.6, “Sample Load Scripts for iFolder 3.x Clusters,” on page 129

* Section B.7, “Sample Unload Scripts for iFolder 3.x Clusters,” on page 131

For information about NCS, see the OES Novell Cluster Services 1.8 Administration Guide for
Linux (http://www.novell.com/documentation/oes/cluster admin_Ix/data/h4hgudhs.html).

B.1 Prerequisites for Clustering iFolder 3.x
Services

Your cluster must contain at least two OES Linux servers. Each node in your iFolder 3.x cluster must
satisfy the following:
» “Prerequisites and Guidelines” on page 45 for iFolder 3.x

* Prerequisites and requirements for Novell Cluster Services for Linux. For information, see
“Installation and Setup” (http://www.novell.com/documentation/oes/cluster_admin_Ix/data/
hc&jxt45.html) in the OES Novell Cluster Services 1.8 Administration Guide for Linux.

B.2 Installing Novell Cluster Services for Linux

For each node in the planned cluster:

1 Make sure each node in the cluster satisfies the Section B.1, “Prerequisites for Clustering
iFolder 3.x Services,” on page 125.

2 Install and configure Novell Cluster Services (NCS) on the OES Linux servers you plan to use
in the iFolder 3.x cluster.

IMPORTANT: Do not create a Cluster Resource at this time; it is configured after you set up
iFolder services on the cluster.

For information, see “Installing Novell Cluster Services” (http://www.novell.com/
documentation/oes/cluster admin_Ix/data/ht05s5vv.html) in the OES Novell Cluster Services
1.8 Administration Guide for Linux.

3 Continue with Section B.3, “Configuring iFolder 3.x Services on an NCS for Linux Cluster,”
on page 126.
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B.3 Configuring iFolder 3.x Services on an NCS
for Linux Cluster

The following procedure describes how to configure Novell iFolder 3.x services on an NCS for
Linux cluster. You can optionally add iFolder 3.x Web Access services to the cluster.

1 On one of the nodes (Node 1), set up a shared volume to use for storing iFolder data.

This can either be a SAN or iSCSI volume. For information, see “Setting Up Novell Cluster
Services” (http://www.novell.com/documentation/oes/cluster admin_Ix/data/h2mdblj1.html)
in the OES Novell Cluster Services 1.8 Administration Guide for Linux.

IMPORTANT: Do not create a Cluster Resource at this time; it is configured after you finish
setting up iFolder services on the cluster.

2 Share the same Apache SSL certificate between all of the nodes.

For information, see Section C.4, “Configuring Apache to Point to an SSL Certificate on a
Shared Volume for an iFolder Cluster,” on page 135.

2a Get key and certificate for the cluster’s highly available DNS name.
For information, see “Managing SSL Certificates for Apache” on page 133.

2b On Node 1: Mount the shared volume, then copy the key and certificate files to the
cluster’s shared volume.

2c¢ On each node: Modify the node’s Apache SSL configuration file to point to the key and
certificate files on the shared volume.

3 For each node in the cluster, install iFolder services:

3a In YaST, install iFolder 3 and iFolder 3 Web Access (optional), but do not configure
services at this time.

For information, see Section 6.1, “Installing iFolder on an Existing OES Linux Server,” on
page 51.

3b Repeat the install on each node in the cluster, then continue with Step 4.
4 Configure iFolder services Node 1 by doing the following:

In the following commands, replace / nmt /i f ol der 3 with the mount point of the shared
volume you created in Step 1.

4a Mount the shared volume. At a server console, enter
mt /dev/sdal /mt/ifol der3
Replace / dev/ sdal with the disk or partition containing the file system.
4b Create the . | ocal directory structure on the shared volume. At a server console, enter
cd /mt/ifol der3
nkdir -p .local/share/simas

4c Change ownership on the mounted shared volume to user Wwwwr un and group Www. At a
server console, enter

chown -R wwwwun: ww / mt /i fol der 3

4d Create a symbolic link from the shared volume to your wwwrun users home directory. At
a server console, enter

In -s /mt/ifolder3/.local /var/lib/wwrun/

126 Novell iFolder 3.x Administration Guide


http://www.novell.com/documentation/oes/cluster_admin_lx/data/h2mdblj1.html
http://www.novell.com/documentation/oes/cluster_admin_lx/data/h2mdblj1.html

Verify that the symbolic link is valid. At a terminal console, enter
[l /var/lib/vwwwun/
If the link appears blue, it is valid. If the link appears red, the link is invalid.

4e Change ownership of the .local symbolic link to user wwwr un and group WWw. At a server
console, enter

chown -R wwwwun: ww /var/|ib/wwrun/. | ocal

4f In YaSt, configure iFolder 3.x. For information, see Section 6.2, “Configuring the iFolder
Enterprise Server,” on page 53.

For the System Store Path, specify the mounted shared volume:
/mt/ifol der3
At the end of the configuration, allow YaST to start Apache.

After the configuration has completed, open your Web browser to the iFolder server to
make sure it is running.

http://192.168.1.1/sini as10/ Si m as. asnk

Replace 7192.168.1.1 with the IP address of the server node you are configuring. If
everything is working properly, you should get an authentication prompt.

4g If you installed iFolder 3.x Web Access server, in YaST, configure Web Access. For
information, see Section 6.3, “Configuring the iFolder Web Access Server,” on page 55.

For the Web Access Alias, specify an alias such as /ifolder. Use the same alias on all nodes
when you configure them later.

For the iFolder Server URL, specify SSL (by using https in the URL) and specify
| ocal host as the location. For example:

https://I ocal host

4h Stop Apache on Node 1, then unmount the shared volume. At the server console, enter
/etc/init.d/ apache2 stop
unmount /mmt/ifol der3

4i Modify the server settings so that Apache does not load at boot and Apache starts and
stops are controlled with the cluster’s load and unload scripts.

At the server console, enter
chkconfi g apache2 off

5 Configure iFolder services on each of the remaining nodes in the cluster by doing the
following:

In the following commands, replace /mnt/ifolder3 with the mount point of the shared volume
you created in Step 1.

5a Mount the shared volume. At a terminal console, enter
mt /dev/sdal /mt/ifol der3
Replace / dev/ sdal with the disk or partition containing the file system.

The shared volume needs to be available at this time so that the shared SSL certificate on
the shared volume is accessible when YaST tries to restart Apache.

5b In YaSt, configure iFolder 3.x. For information, see Section 6.2, “Configuring the iFolder
Enterprise Server,” on page 53.
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For the System Store Path, specify the some temporary location; this value is replaced
later.

/tnp/ifol der3
At the end of the configuration, allow YaST to start Apache.

After the configuration has completed, open your Web browser to the iFolder server to
make sure it is running.

http://192.168. 1.1/ sini asl10/ Si nmi as. asnx

Replace 192. 168. 1. 1 with the IP address of the server node you are configuring. If
everything is working properly, you should get an authentication prompt.

5¢ Ifyou installed iFolder 3.x Web Access server, in YaST, configure Web Access. For
information, see Section 6.3, “Configuring the iFolder Web Access Server,” on page 55.

For the Web Access Alias, specify the same alias you used on Node 1 in Step 4g.

For the iFolder Server URL, specify SSL (by using https in the URL) and specify
| ocal host as the location. For example:

https://I ocal host
5d Stop Apache on the node you are configuring. At a terminal console, enter
/etc/init.d/ apache2 stop

5e Replace the/ opt/ novel | /ifol der3/etc/simas-server-
boot st rap. confi g file with the simias-server-bootstrap.config file from the first
node you configured.

5f Delete the . | ocal directory under wwwwr un. At a terminal console, enter
rm-rf /[var/lib/wwrun/.|ocal

Deleting the node’s .local file is necessary so that the node can use the copy of the / var /
i b/ www un/ . | ocal directory on the shared volume after you create a symbolic link
to it in Step 5g. This also means that nodes share the / var /| i b/ wwwr un/ . | ocal /
shar e/ si m as/ Si mi as. confi g file on the shared volume.

5g Create a symbolic link from the shared volume’s .local file to your wwwrun users home
directory. At a terminal console, enter

In -s /mt/ifolder3/.local /var/lib/wwwun/

Verify that the symbolic link is valid. At a terminal console, enter

[l /var/lib/wwwun/

If the link appears blue, it is valid. If the link appears red, the link is invalid.

5h Change ownership of the .local symbolic link to user wwwr un and group WWw. At a server
console, enter

chown -R www un: www /var/ i b/ wwrun/.| ocal
5i Unmount the shared volume. At the server console, enter
umount /mmt/ifol der3

5j Modify the server settings so that Apache does not load at boot and Apache starts and
stops are controlled with the cluster’s load and unload scripts. At the server console, enter

chkconfi g apache2 off
5k Repeat the preceding steps to configure any additional nodes in your iFolder cluster.

6 Continue with Section B.4, “Creating the iFolder 3.x Cluster Resource,” on page 129.
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B.4 Creating the iFolder 3.x Cluster Resource

In iManager Roles and Tasks, expand the Clusters role, then select Cluster Options.
Specify the cluster name, or browse and select the Cluster object.
Click New.

Specify Resource as the resource type you want to create by clicking the Resource radio button,
then click Next.

A WODN =

5 Enter the name of the resource you want to create, such as i Fol der 3.

Do not use periods in cluster resource names. Novell clients interpret periods as delimiters. If
you use a space in a cluster resource name, that space is converted to an underscore.

6 Browse for the Generic IP_Service to Inherit From.
7 Select Define Additional Properties, then click Next.
8 For the cluster Load Script, use one of the sample load scripts as a guide, then click Next.
For information, see Section B.6, “Sample Load Scripts for iFolder 3.x Clusters,” on page 129.
9 For the cluster Unload Script, use one of the sample unload scripts as a guide, then click Next.

For information, see Section B.7, “Sample Unload Scripts for iFolder 3.x Clusters,” on
page 131.

10 Complete the remaining screens, then click Finish.

11 Continue with Section B.5, “Managing the iFolder 3.x Cluster Resource,” on page 129.

B.5 Managing the iFolder 3.x Cluster Resource

In iManager Roles and Tasks, expand the Clusters role, then click Cluster Manager to manage the
iFolder 3.x resource and bring it online.

For information, see “Managing Novell Cluster Services” (http://www.novell.com/documentation/
oes/cluster_admin_Ix/data/aj7bq80.html) in the OES Novell Cluster Services 1.8 Administration
Guide for Linux.

B.6 Sample Load Scripts for iFolder 3.x Clusters

* Section B.6.1, “Linux Traditional File System,” on page 129
» Section B.6.2, “NSS File System,” on page 130

B.6.1 Linux Traditional File System

If your shared volume uses a Linux traditional file system, use the following load script as a guide:
#H#### Linux Traditional File System Sanple Load Script #####
#!1/ bi n/ bash
/opt/novel I/ ncs/lib/ncsfuncs
#mount the file system

exit_on_error mt /dev/sdal /mt/ifol der3
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#add the | P address
#HXX. XX. XX. XX i s your 'highly available |P address
exit_on_error add_secondary_i paddress xX.XX.XX. XX
# start the service
exit_on_error /etc/init.d/ apache2 start
#return status
exit O
#1/ bi n/ bash
/opt/novel I/ ncs/lib/ncsfuncs

BHHBHBHHBHHBH BB R R R R R R

B.6.2 NSS File System

If your shared volume uses the NSS file system, use the following load script as a guide:
#H####H# NSS Fil e System Sanpl e Load Scri pt #########H
#mount the file system

##MYPOOL is the name of your NSS poo

##MYVOL is the name of your NSS vol ure

nss /pool acti vat e=MYPOOL

exit_on_error nssnmount -n MYVCOL

#add the | P address

#HXX. XX. XX. XX i s your "highly available 1P address
exit_on_error add_secondary_i paddress xX.XX.XX. XX

# start the service

exit_on_error /etc/init.d/ apache2 start

#return status

exit O

BHHBHBHHBHHBH BB R R R R R R R H
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B.7 Sample Unload Scripts for iFolder 3.x
Clusters

» Section B.7.1, “Linux Traditional File System,” on page 131
* Section B.7.2, “NSS File System,” on page 131

B.7.1 Linux Traditional File System

If your shared volume uses a Linux traditional file system, use the following unload script as a
guide:

##### Linux Traditional File System Sanple Unl oad Script #####
#!/ bi n/ bash
/opt/novel | / ncs/lib/ncsfuncs
#request service stop
ignore_error /etc/init.d/ apache2 stop
#del the | P address
#HXX. XX. XX. XX i s your 'highly available |P address
i gnore_error del secondary_i paddress XX.XX.XX. XX
#umount the file system
exit_on_error unount /mt/ifol der3
#return status
exit O

RHHBHBHHBHHBH BB H R B R R R B R R #

B.7.2 NSS File System

If your shared volume uses the NSS file system, use the following unload script as a guide:
#H#### NSS Fil e System Sanpl e Unl oad Scri pt ######HBHHHBHHHBHHHAHS
#! / bi n/ bash
/opt/novel I/ ncs/lib/ncsfuncs
#request service stop
ignore_error /etc/init.d/ apache2 stop
#del the | P address
#HXX. XX. XX. XX i s your "highly available 1P address
i gnore_error del _secondary_i paddress XX.XX.XX. XX

#umount the file system
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##MYPOOL is the name of your NSS pool
##MYVOL is the name of your NSS vol ure
unount / nedi a/ nss/ MYVOL

nss / pool deacti vat e=MyYVCOL

#return status

exit O

BHBHBHBEHBHEH R BB H B H BB R R R R R RH R
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Managing SSL Certificates for
Apache

This section discusses how to acquire and manage SSL certificates for your Novell® iFolder® 3.x
servers.

» Section C.1, “Getting an SSL Certificate from a Trusted Certificate Authority,” on page 133
» Section C.2, “Generating a Self-Signed SSL Certificate for Testing Purposes,” on page 134

» Section C.3, “Configuring Apache to Point to an SSL Certificate on an iFolder Server,” on
page 135

» Section C.4, “Configuring Apache to Point to an SSL Certificate on a Shared Volume for an
iFolder Cluster,” on page 135

C.1 Getting an SSL Certificate from a Trusted
Certificate Authority

Using SSL requires that you install an SSL certificate from a trusted Certificate Authority (CA) on
each iFolder enterprise server and Web Access server in your domain. Users accept the certificates
to enable communications with the servers.

The trusted CA signature on the certificate attests that the public key contained in the certificate
belongs to the person, organization, server, or other entity noted in the certificate. It assures users
that they are accessing a valid, non-spoofed resource. If the information does not match or the
certificate has expired, an error message warns the user.

Browsers are typically preconfigured to trust well-known certificate authorities. If you use a
Certificate Authority that is not configured into browsers by default, it is necessary to load the
Certificate Authority certificate into the browser, enabling the browser to validate server certificates
signed by that Certificate Authority.

To acquire SSL certificates for use in an operational public-key infrastructure (PKI), use one or
more of the following methods, depending on your network needs:

» Use Novell Certificate Server™, which is bundled with Novell Open Enterprise Server. Novell
Certificate Server provides public key cryptography services that are natively integrated into
Novell eDirectory™ to allow you to mint, issue, and manage both user and server certificates.
Creating your own Certificate Authority might be useful within an intranet where the
organization can easily verify the identities of servers and individuals.

For information, see the Novell Certificate Server 2.7.x Administration Guide (http://
www.novell.com/documentation/crt27/crtadmin/data/a2ebomw.html).

» Use the services of a third-party certificate authority.
For information about configuring Apache to point to the certificate, see the following:

» Section C.3, “Configuring Apache to Point to an SSL Certificate on an iFolder Server,” on
page 135
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» Section C.4, “Configuring Apache to Point to an SSL Certificate on a Shared Volume for an
iFolder Cluster,” on page 135

C.2 Generating a Self-Signed SSL Certificate for
Testing Purposes

If desired, create a self-signed SSL certificate to test your configuration, using OpenSSL. Because
the certificate is not from a trusted certificate authority, users receive a warning when connecting to
the server that the originator of the certificate cannot be verified. However, the traffic between the
server and the client is encrypted at the same level of security that an official certificate generates.

WARNING: The self-signed certificate works correctly for testing purposes but should not be used
in an operational deployment, especially when connections cross public communications networks
such as the Internet.

1 Make sure you have a valid DNS name registered to a valid IP address on your network.

For a cluster solution, this should be the highly available DNS name and IP address of the
cluster.

2 Create a private key (. key file). At a terminal console, enter
openssl genrsa -out fil enane. key 1024
Replace filename with the name you want to use for the key.

3 Create a certificate-signing request (. ¢sr file), using the private key (f i | enane. key) you
created in Step 2.

3a At aterminal console, enter
openssl req -new -key filenane. key -out fil enane.csr

3b When prompted, enter the following information:

* Locality
* Common name (domain name)

iFolder 3.x requires accurate information for the common name of your Apache 2
server. For example, if you enter ifolder3.example.com, this common name should be
a valid DNS name that is registered to a valid IP address on your network.

 Organization
e Other information

4 Generate the self-signed certificate (. cert file), using the private key (filename.key) you
created in Step 2 and the certificate-signing request (filename.csr) you created in Step 3. At a
terminal console, enter

openssl x509 -req -days 30 -in filenanme.csr -signkey fil enane. key
-out filenane.cert
For information about configuring Apache to point to the self-signed certificate, see the following:
* Section C.3, “Configuring Apache to Point to an SSL Certificate on an iFolder Server,” on
page 135

» Section C.4, “Configuring Apache to Point to an SSL Certificate on a Shared Volume for an
iFolder Cluster,” on page 135
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C.3 Configuring Apache to Point to an SSL
Certificate on an iFolder Server

1 Get an SSL certificate from a trusted certificate authority.
2 Mount the volume where you manage certificates: At a terminal console, enter
mt /dev/sdal /mmt/ifol der3

Replace / dev/ sdal with the actual disk or partition containing the file system. Replace /
mt /i f ol der 3 with the mount point (directory path) where you are managing certificates.

3 Copy the private key (. key file) and the certificate (. cert file) to a location on the mounted
volume. At a terminal console, enter

cp ./filenanme. key /mt/ifol der 3/ key/
cp ./filenanme.cert /mmt/ifol der 3/ key/

Replace f i | ename with the actual file name of your . key and . cert files. Replace the
destination path with the location on the mounted volume where you want to store the . key
and . cert files.

4 For each node in the cluster, edit the Apache SSL configuration file (/ et ¢/ apache2/
vhost s. d/ vhost - ssl . conf )to point to the . key file and . cert file on the volume
by modifying the values for the following parameters:

SSLCertificateKeyFile=/mt/ifol der3/key/fil enane. key
SSLCertificateFile=/mt/ifol der3/key/filenamne. cert

Replace the path to the files with the actual location and filenames.

C.4 Configuring Apache to Point to an SSL
Certificate on a Shared Volume for an iFolder
Cluster

1 Mount the shared volume. At a terminal console, enter
mmt /dev/sdal /mmt/ifol der3

Replace / dev/ sdal with the actual disk or partition containing the file system. Replace /
mt /i f ol der 3 with the mount point (directory path) of the shared volume.

2 Copy the private key (. key file) and the certificate (. cert file) to a location on the mounted
shared volume. At a terminal console, enter

cp ./filename. key /mt/ifol der 3/ sharedkey/
cp ./filename.cert /mmt/ifol der 3/ sharedkey/

Replace f i | ename with the actual file name of your . key and . cert files. Replace the
destination path with the location where you want to store the shared key and certificate files.

3 Edit the Apache SSL configuration file (/ et ¢/ apache2/ vhost s. d/ vhost - ssl . conf
) to point to the . key file and . cert file on the shared volume by modifying the values for
the following parameters:

SSLCertificateKeyFile=/mt/ifol der3/sharedkey/fil enane. key
SSLCertificateFile=/mt/ifol der3/sharedkey/fil enane. cert

Replace the path to the files with the actual location and filename on the shared volume.
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4 Unmount the shared volume. At a terminal console, enter

unmobunt /mmt/i fol der3
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Product History of iFolder 3.x

This section compares the different versions of Novell® iFolder® 3.x to clarify which operating
systems, directories, and other components are supported in each.

* Section D.1, “Version History,” on page 137

» Section D.2, “Network Operating Systems Support,” on page 137

» Section D.3, “Directory Services Support,” on page 138

» Section D.4, “Workstation Operating Systems Support for the iFolder Client,” on page 138

» Section D.5, “Web Server Support,” on page 138

» Section D.6, “iFolder User Access Support,” on page 138

* Section D.7, “Management Tools Support,” on page 139

For a comparison of features in 2.1x and 3.x, see “What’s New” on page 21.

D.1 Version History

Version Type Description

3.0 Bundled A new code-base in this next-generation version supports multiple iFolders and
member-based sharing. For information, see Section 2.3, “What’s New in Novell
iFolder 3.0 (OES Linux),” on page 21.

Server is supported for Novell Open Enterprise Server on Linux servers. The client
supports Linux, Windows, and Macintosh desktops.

3.1 Bundled Adds support for OES SP1 Linux servers and repairs known defects. For
information, see Section 2.2, “What’s New in Novell iFolder 3.1 (OES SP1 Linux),”
on page 21.

3.2 Bundled Adds support for OES SP2 Linux servers and repairs known defects. For
information, see Section 2.1, “What’s New in Novell iFolder 3.2 (OES SP2 Linux),”
on page 21.

D.2 Network Operating Systems Support

Network Operating

System 3.0 31 3.2
OES Linux Yes Yes, but it does not Yes, but it does not
support NSS volumes support NSS volumes
because of a kernel because of a kernel
defect. defect.
®

Requires a Mono Requires a Mono
update. update.
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Network Operating

System 3.0 31 3.2

OES SP1 Linux No Yes Yes
Requires a Mono
update.

OES SP2 Linux No No Yes

D.3 Directory Services Support

LDAP Directory Service 3.0 3.1 3.2

Novell eDirectory™ 8.7.3 8.7.3 8.7.3

D.4 Workstation Operating Systems Support for
the iFolder Client

Workstation Operating

System 3.0 3.1 3.2

Novell Linux Desktop v9 v9 v9 and later
Windows 2000/XP/2003 Yes Yes Yes
Macintosh OS X v10.3  Yes Yes Yes

and later

D.5 Web Server Support

Web Server 3.0 31 3.2

Apache 2 (worker mode) 2 (worker mode) 2 (worker mode)

D.6 iFolder User Access Support

iFolder User Access

Method 3.0 3.1 3.2
iFolder client Yes Yes Yes
iFolder client, using a No Yes Yes
proxy
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iFolder User Access

Method 3.0 31 3.2
Novell iFolder 3.x Web IE 6.0 IE 6.0 IE 6.0
Access

Firefox Firefox Firefox

Safari (Macintosh)

Safari (Macintosh)

Safari (Macintosh)

D.7 Management Tools Support

iFolder Management Interfaces 3.0 31 3.2
iFolder 3 plug-in to iManager 2.5 Yes Yes Yes
iFolder 3 plug-in to YaST Yes Yes Yes
iFolder 3 Web Access plug-into YaST  Yes Yes Yes
RPM packages available in the OES No Yes Yes
install

Simias Log Yes Yes Yes
Simias Access Log No Yes Yes
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Documentation Updates

This section contains information about documentation content changes made to the Novell iFolder
3.x Administration Guide since the initial release of Novell® iFolder 3.0 for OES Linux. If you are
an existing user, review the change entries to readily identify modified content. If you are a new
user, simply read the guide in its current state.

Refer to the publication date, which appears on the front cover and the Legal Notices page, to
determine the release date of this guide. For the most recent version of the Novell iFolder 3.x
Administration Guide, see the Novell iFolder 3.x documentation Web site (http://www.novell.com/
documentation/ifolder3).

In this section, content changes appear in reverse chronological order, according to the publication
date. Within a dated entry, changes are grouped and sequenced, according to where they appear in
the document itself. Each change entry provides a link to the related topic and a brief description of
the change.

This document was updated on the following dates:

» Section E.1, “December 23, 2005 (Novell iFolder 3.2 for OES SP2 Linux),” on page 141
» Section E.2, “August 19, 2005 (Novell iFolder 3.1 for OES SP1 Linux),” on page 143

E.1 December 23, 2005 (Novell iFolder 3.2 for
OES SP2 Linux)

Minor changes were made throughout for clarification. Updates were made to the following
sections. The changes are explained below.

» Section E.1.1, “What’s New,” on page 141

» Section E.1.2, “Planning iFolder Services,” on page 142

» Section E.1.3, “Installing and Configuring iFolder Services,” on page 142

» Section E.1.4, “Managing iFolder Services,” on page 142

» Section E.1.5, “Managing iFolder Users,” on page 143

» Section E.1.6, “Managing iFolders,” on page 143

 Section E.1.7, “Product History of iFolder 3.x,” on page 143

E.1.1 What’s New

The following change was made to this section:

Location Change

What's New in Novell This section is new.
iFolder 3.2 (OES SP2

Linux)
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E.1.2 Planning iFolder Services

The following change was made to this section:

Location Change

Naming Conventions for The following configuration option is new.

Usernames and
Passwords E-Mail Address Naming Requirement: If you configure iFolder to

authenticate using the user’s e-mail address as the user name for login,
make sure the e-mail address conforms to standard e-mail naming
conventions. For example, j ohn. smi t h@xanpl e. comor
js1234@mai | . exanpl e. com

E.1.3 Installing and Configuring iFolder Services

The following changes were made to this section:

Location Change

Installing iFolder 3.0 This section was removed. It is obsoleted by more recent releases.

Installing iFolder on an  This procedure has been updated to include instructions for restarting
Existing OES Linux Apache and Tomcat.
Server

Configuring the iFolder  The following configuration option is new.

Enterprise Server
iFolder User Login Based on Which LDAP Attribute: Specify which

LDAP attribute of the User account to apply when authenticating users.
Each user enters a Username in this specified format at login time. Options
are Common Name (cn, default) and e-mail address (mail). This setting
cannot be changed after the install.

For example, if a user named John Smith has a common name of jsmith
and e-mail of j ohn. smi t h@xanpl e. com this field determines whether
the user enters j sm th or j ohn. sm t h@xanpl e. comas the
Username when logging in to the iFolder server.

E.1.4 Managing iFolder Services

The following changes were made to this section:

Location Change

Configuring the LDAP Information was modified for the LDAP Synchronization Interval.
Settings for an iFolder

Server
Configuring System Information was added for the system-wide Minimum Synchronization
Policies Interval policy for synchronizing data.
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E.1.5 Managing iFolder Users

The following change was made to this section:

Location Change
Configuring System Information was added for the user’s Minimum Synchronization Interval
Policies policy for synchronizing data.

E.1.6 Managing iFolders

The following change was made to this section:

Location Change

Configuring Policies for  Information was added for the iFolder’s Minimum Synchronization Interval
an iFolder policy for synchronizing data.

E.1.7 Product History of iFolder 3.x

Changes were made in all sections to add information for iFolder 3.2 for OES SP2 Linux. In
addition, the following change was made to this section:

Location Change
Management Tools This section is new.
Support

E.2 August 19, 2005 (Novell iFolder 3.1 for OES
SP1 Linux)

Updates were made to the following sections. The changes are explained below.

» Section E.2.1, “What’s New,” on page 144

» Section E.2.2, “Coexistence and Migration Issues for Novell iFolder 3.x,” on page 144

» Section E.2.3, “Planning iFolder Services,” on page 144

» Section E.2.4, “Prerequisites and Guidelines,” on page 144

» Section E.2.5, “Installing and Configuring iFolder Services,” on page 144

* Section E.2.6, “Managing an iFolder Enterprise Server,” on page 145

* Section E.2.7, “Managing iFolder Services,” on page 145

» Section E.2.8, “Clustering iFolder 3.x with Novell Cluster Services for Linux,” on page 145
» Section E.2.9, “Managing SSL Certificates for Apache,” on page 145

» Section E.2.10, “Product History of iFolder 3.x,” on page 145
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E.2.1 What’s New

The following changes were made to this section:

Location Change

What's New in Novell This section is new.
iFolder 3.1 (OES SP1

Linux)

What's New in Novell This section was retitled.

iFolder 3.0 (OES Linux)

E.2.2 Coexistence and Migration Issues for Novell iFolder 3.x

The following change was made to this section:

Location Change

Coexistence of iFolder  This section is new.
3.x and 2.1x Servers

E.2.3 Planning iFolder Services

The following change was made to this section:

Location Change

Security Considerations This section is was moved to the Novell iFolder 3.x Security Administrator
Guide.

E.2.4 Prerequisites and Guidelines

The following changes were made to this section:

Location Change

Enterprise Server Requirements were adjusted for OES SP1 Linux to use the Minimal install
pattern.

File System For OES SP1, iFolder supports storing iFolder data on NSS volumes on
Linux.

Mono The version of Mono® was updated for OES SP1.

Web Browser Safari for Macintosh was added to the supported browsers list.

E.2.5 Installing and Configuring iFolder Services

The following change was made to this section:

144 Novell iFolder 3.x Administration Guide



Location Change

Installing iFolder on an  This section is new.
Existing OES Linux
Server

E.2.6 Managing an iFolder Enterprise Server

The following change was made to this section:

Location Change

Backing Up the iFolder  This section is new.
Store with the TSAIF

E.2.7 Managing iFolder Services

The following change was made to this section:

Location Change

Securing Access to the  This section is new.
iFolder Proxy User
Password

Multiple locations Edits were made for clarity.

E.2.8 Clustering iFolder 3.x with Novell Cluster Services for

Linux

This section is new.

E.2.9 Managing SSL Certificates for Apache

This section is new.

E.2.10 Product History of iFolder 3.x

This section is new.
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