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Welcome

Congratulations for your new Linux operating system and thank you for se-
lecting SUSE LINUX 9.3. By purchasing this version, you can get installation
support by telephone and e-mail as described at http://www.novell.com/
products/linuxprofessional/support/conditions.html . To make
use of this service, activate your support authorization in the SUSE LINUX Portal
(http://portal.suse.com ) with the help of the code printed on the CD case.

To make sure that your system is always in a secure and up-to-date state, we rec-
ommend regular updates with the comfortable YaST Online Update. SUSE addi-
tionally offers a free e-newsletter featuring security-related information and tips

and tricks for SUSE LINUX. Simply subscribe by entermg your e-mail address at
http://www.novell.com/company/subscribe/

The SUSE LINUX Administration Guide provides background information about
the way your SUSE LINUX system operates. This manual introduces you to
Linux system administration basics, such as file systems, kernels, boot processes,
and the configuration of the Apache Web server. The SUSE LINUX Administration
Guide has five major categories:

Installation System installation and configuration with YaST, special installation
types, LVM, RAID, updates, and system recovery.

System Special features of SUSE LINUX, details about the kernel, boot concept,
and init process, configuration of the boot loader and the X Window Sys-
tem, printing, and mobile computing in Linux.

Services Integration in heterogeneous networks, configuration of the Apache
Web server, file synchronization, and security.

Administration File system ACLs and important system monitoring tools.



Appendix Important sources of information about Linux.

The digital versions of the SUSE LINUX manuals are located in the directory
lusr/share/doc/manual/

Changes in the Administration Guide

The documentation of the previous version (SUSE LINUX 9.2) has been modified
as follows:

= The sections about LVM and partitioning have been revised. See Section

on page[97]and Section on page

= Chapter[8lon page[169 has been revised and a description of the YaST mod-
ule has been added. It also contains a new section about the use of wild
cards (Section Using Wild Cards to Select the Boot Kernel on page[177).

= The file system chapter now includes information about the Reiser4 file sys-
tem. See Section [20.2.5/on page 358

= The network part has been completely revised and restructured. See Chap-
ter 22 on page 377]and following chapters.

= SuSEfirewall2 has been updated and a description of the new YaST modul
has been added. See Section Configuring with YaST on page

= Several new programs are mentioned in Chapter 36|on page

® The glossary has been revised and updated, see also Glossary [V]on

page|[665]

Typographical Conventions

The following typographical conventions are used in this manual:

= /etc/passwd : file or directory names

» (placeholder): replace (placeholder) with the actual value



= PATH the environment variable PATH
= |s : commands

= —-help :options and parameters

= user :users

= (Alf): a key to press

= ‘File”: menu items, buttons

= Process killed: system messages

= man man(l): reference to man pages

= » x86, AMD64
This section is only relevant for the specified architectures. The arrows mark
the beginning and the end of the text block. «
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Installation with YaST

This chapter systematically guides you through the installation of the SUSE
LINUX system with the system assistant YaST. The description of the preparation
of the installation process is accompanied by background information to assist
you in making the right decisions in the individual configuration stages.
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1.1 System Start-Up for Installation

Insert the first SUSE LINUX CD or the DVD into the drive. Then reboot the com-
puter to start the installation program from the medium in the drive.

1.1.1 Boot Options

Boot options other than CD or DVD exist and can be used if problems arise boot-
ing from CD or DVD. These options are described in Table[I.T|on the current

page.
Table 1.1: Boot Options

Boot Option Description

CD-ROM This is the easiest boot option. This option can be
used if the system has a local CD-ROM drive that is
supported by Linux.

Floppy The images for generating boot floppies are located

on CD 1 in the directory /boot/ . A READMEs avail-
able in the same directory.

PXE or BOOTP  This must be supported by the system’s BIOS or
firmware and a boot server must be available in the
network. This task can also be handled by another
SUSE LINUX system.

Hard Disk SUSE LINUX can also be booted from the hard
disk. To do this, copy the kernel (linux ) and the
installation system (initrd ) from the directory
/boot/loader on CD 1 to the hard disk and add
the appropriate entry to the boot loader.

1.1.2 Possible Problems when Booting the System
Problems can arise booting from the CD or DVD if you have older or unsup-

ported hardware. Your CD-ROM drive might not be able to read the boot image
on CD 1. In this case, use CD 2 to boot the system. CD 2 contains a conventional

1.1. System Start-Up for Installation



2.88 MB boot image that can be read even by unsupported drives and allows you
to perform the installation over the network.

Another cause could be an incorrect boot sequence setting in the BIOS. Instruc-
tions for how to change the BIOS settings are available in the documentation of
your motherboard. Basic instructions are provided in the following paragraphs.

The BIOS is the software that enables the very basic functions of a computer.
Motherboard vendors provide a BIOS specifically made for their hardware. Nor-
mally, the BIOS setup can only be accessed at a specific time—when the machine
is booting. During this initialization phase, the machine performs a number of di-
agnostic hardware tests. One of them is a memory check, indicated by a memory
counter. When the counter appears, look for a line, usually below the counter or
somewhere at the bottom, mentioning the key to press to access the BIOS setup.
Usually the key to press is (Del), (F1), or (Esc). Press this key until the BIOS setup
screen appears.

Important

Keyboard Layout in the BIOS
The BIOS configuration often uses a US keyboard layout.

Important |

To change the boot sequence in an AWARD BIOS, look for the ‘BIOS FEATURES
SETUP’ entry. Other manufacturers may have a different name for this, such as
"ADVANCED CMOS SETUP’. When you have found the entry, select it and con-
firm with (Enter).

In the screen that opens, look for a subentry called ‘BOOT SEQUENCE’. The boot
sequence is often set to something like C,A or A,C. In the former case, the ma-
chine first searches the hard disk (C) then the floppy drive (A) to find a bootable
medium. Change the settings by pressing (PgUp) or (PgDown) until the sequence is
A,CDROM,C

Leave the BIOS setup screen by pressing (Esc). To save the changes, select ‘SAVE
& EXIT SETUP’ or press (F10). To confirm that your settings should be saved,
press (V).

If you have a SCSI CD-ROM drive, change the setup of the SCSI BIOS. In the case
of an Adaptec host adapter, for instance, open the setup by pressing (CiD-A).
Then select ‘Disk Utilities’, which displays the connected hardware components.
Make a note of the SCSI ID for your CD-ROM drive. Exit the menu with then
open ‘Configure Adapter Settings’. Under ‘Additional Options’, select ‘Boot De-
vice Options” and press (Enter). Enter the ID of the CD-ROM drive and press
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again. Then press twice to return to the start screen of the SCSI BIOS. Exit
this screen and confirm with “Yes’ to boot the computer.

1.2 The Boot Screen

Boot from Hard Disk
Installation

Installation - ACPI Disabled
Installation - Safe Settings
Rescue Sustem

Hemory Test

Boot Dptions

F1 Help F2 1024 x 768 F3 SLP F4 English F5 Driver

Figure 1.1: The Boot Screen

The boot screen displays number of options for the installation procedure. ‘Boot
from Hard Disk’ boots the installed system. This item is selected by default, be-
cause the CD is often left in the drive. To install the system, select one of the in-
stallation options with the arrow keys. The relevant options are:

Installation The normal installation mode. All modern hardware functions are
enabled.

Installation—ACPI Disabled If the normal installation fails, this may be due
to the system hardware not supporting ACPI (advanced configuration and
power interface). If this seems to be the case, use this option to install with-
out ACPI support.
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Installation—Safe Settings Boots the system with the DMA mode (for CD-
ROM drives) and power management functions disabled. Experts can also
use the command line to enter or change kernel parameters.

Use the function keys indicated in the bar at the bottom of the screen to change a
number of installation settings.

(F1) Context-sensitive help for the active element of the boot screen.

(F2) Selection of various graphical display modes for the installation. The text
mode can be selected if the graphical installation causes problems.

(F3) Normally, the installation is performed from the inserted installation
medium. Other sources, like FTP or NFS servers, can be selected here. If
the installation is carried out in a network with an SLP server, one of the in-
stallation sources available on the server can be selected with this option.
Information about SLP is available in Chapter [23|on page

Select the display language for the installation.
D)

Use this to tell the system that you have an optional disk with a driver up-
date for SUSE LINUX. You will be asked to insert the update disk at the ap-
propriate point in the installation process.

A few seconds after starting the installation, SUSE LINUX loads a minimal Linux
system to run the installation procedure. If you enabled ‘Native’ or “Verbose’,
messages and copyright notices scroll by and, at the end of the loading process,
the YaST installation program starts. After a few more seconds, the screen should
display the graphical installer.

The actual installation of SUSE LINUX begins at this point. All YaST screens have
a common layout. All buttons, entry fields, and lists can be accessed with the
mouse or the keyboard. If your mouse pointer does not move, the mouse has not
been autodetected. In this case, use the keyboard for the time being. The naviga-
tion with the keyboard is similar to the description in Section[2.9.1]on page

1.3 Language Selection

YaST and SUSE LINUX in general can be configured to use different languages
according to your needs. The language selected here is also used for the keyboard
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layout. In addition, YaST uses the language setting to guess a time zone for the
system clock. These settings can be modified later along with the selection of sec-
ondary languages to install on your system. If your mouse does not work, select
the language with the arrow keys and press until ‘Accept’ is highlighted.
Then press to confirm your language selection.

N e -
Z3a Welcome to the SUSE LINUX Installation
BasalneEaliat
= Language
* Instllation Settings Select your language
® Perform Installation
Configuration Deutsch 4
® Perform Installation English (UK)
o Fant Pasaword
® Network Espariol
® Online Update Frangais
® Users ERAVIKG
e CleanUp Italiano
® Release Notes neaw
® Device Configuration [= =1
=
Lietuviy
Magyar
Nederlands
Morsk
Polski
Portugueés brasileiro
Romana
Pyecimii =
RS 3
Help Abort §hgcEpt

Figure 1.2: Selecting the Language

1.4 Installation Mode

Select "‘New installation” or “Update an existing system’. Updating is only possi-
ble if a SUSE LINUX system is already installed. If this is the case, the installed
system can be booted with ‘Boot installed system’. If the installed system fails to
boot, perhaps because some important system configuration has been corrupted,
you can try to make the system bootable again with ‘Repair installed system’. If
no SUSE LINUX system is installed, you can only perform the new installation.
See Figure|l.3|on the facing page.
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The following sections describe the procedure of installing a new system. De-

tailed instructions for a system update can be found in Section on page
ter e|139)

A description of the system repair options can be found in Chap on pag

Itappears that your machine has a A
Linux system installed. —Please select

Please choose what to do: O B eI

Update an existing system
Select New Installation if there is no
existing Linux system on your machine Repair Installed System
or if you want to replace an existing
Linux system completely, abandoning
all its configuration data.

Boot installed system

Abort Installation

Select Update an Existing System to
update a Linux system already installed
on your machine. This option
preserves configuration settings from
yourexisting system whenever
possible.

LSPA UHM UoLD|D4sU|

Select Repair Installed System ifyou | =
have a damaged Linux system on your |+

Figure 1.3: Selecting the Installation Mode

1.5 Installation Suggestion

After hardware detection, the suggestion window, shown in Figure(l.4on the
next page, displays some information about the hardware recognized and pro-
poses a number of installation and partitioning options. After selecting any of
these items and configuring them in the corresponding dialogs, you are always
returned to the suggestion window, which is updated accordingly. The individual
settings are discussed in the following sections.

1.5.1 Installation Mode

Use this to change the previously selected installation mode. The options are the
same as those described in Section [1.4{on the facing page.
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Root Password
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® Online Update
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Mouse

* IntelliMouse Explorer (ps2)

Partitioning
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* Format Partition /dev/sdal 1011.8 MB (for swap)
* Set mount point of fdevihda to Awindows/C
Software
Show Release Notes * Standard system with KDE b

Change. . =

Help Abort R

Figure 1.4: Suggestion Window

1.5.2 Keyboard Layout

Select the keyboard layout. By default, the layout corresponds to the selected lan-
guage. After changing the layout, test (Y), (), and special characters to make sure
that the selection is correct. When finished, select ‘Next’ to return to the sugges-
tion window.

1.5.3 Mouse

If YaST failed to detect your mouse automatically, press in the suggestion
window several times until ‘Mouse’ is selected. Then use to open the dia-
log in which to set the mouse type. This dialog is shown in Figure|1.5 on the next
page.

To select the mouse type, use (1) and (1). Consult your mouse documentation for
information about the mouse type. After selecting a mouse type, use to
test whether the device works correctly without making the selection permanent.

1.5. Installation Suggestion
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NONE 3
Test
Cancel Accept

Figure 1.5: Selecting the Mouse Type

If the mouse does not behave as expected, use the keyboard to select another type
and test again. Use and to make the current selection permanent.

1.5.4 Partitioning

In most cases, YaST proposes a reasonable partitioning scheme that can be ac-
cepted without change. YaST can also be used to customize the partitioning. This
section describes the necessary steps.

Partition Types

Every hard disk has a partition table with space for four entries. An entry in the
partition table can correspond to a primary partition or an extended partition.
Only one extended partition entry is allowed, however.

A primary partition simply consists of a continuous range of cylinders (physi-
cal disk areas) assigned to a particular operating system. With primary partitions
only, you would be limited to four partitions per hard disk, because more do not

SUSELINUX _— 11
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fit in the partition table. This is why extended partitions are used. Extended parti-
tions are also continuous ranges of disk cylinders, but an extended partition may

itself be subdivided into logical partitions. Logical partitions do not require entries

in the partition table. In other words, an extended partition is a container for logi-
cal partitions.

If you need more than four partitions, create an extended partition as the fourth
partition or earlier. This extended partition should span the entire remaining
free cylinder range. Then create multiple logical partitions within the extended
partition. The maximum number of logical partitions is 15 on SCSI, SATA, and
Firewire disks and 63 on (E)IDE disks. It does not matter which types of parti-
tions are used for Linux. Primary and logical partitions both work fine.

r Tip
Hard Disks with a GPT Disk Label

For architectures using the GPT disk label, the number of primary par-
titions is not restricted. Consequently, there are no logical partitions in
this case.

Tip

Required Disk Space

YaST normally proposes a reasonable partitioning scheme with sufficient disk
space. If you want to implement your own partitioning scheme, consider the fol-
lowing recommendations concerning the requirements for different system types.

Minimal System: 500 MB No graphical interface (X Window System) is in-
stalled, which means that only console applications can be used. Also, only
a very basic selection of software is installed.

Minimal System with Graphical Interface: 700 MB
This includes the X Window System and some applications.

Default System: 2.5 GB This includes a modern desktop environment, like KDE
or GNOME, and also provides enough space for large application suites,
such as OpenOffice.org and Netscape or Mozilla.

The partitions to create depend on the available space. The following are some
basic partitioning guidelines:

1.5. Installation Suggestion



Up to 4 GB: One partition for the swap space and one root partition (/ ). In this
case, the root partition must allow for those directories that often reside on
their own partitions if more space is available.

4 GB or More: A swap partition, a root partition (1 GB), and one partition each
for the following directories as needed: /usr (4 GB or more), /opt (4 GB or
more), and /var (1 GB). If you do not want to have separate partitions for
these directories, add the suggested disk space to the root partition. The rest
of the available space can be used for /home .

Depending on the hardware, it may also be useful to create a boot partition
(/boot ) to hold the boot mechanism and the Linux kernel. This partition should
be located at the start of the disk and should be at least 8 MB or one cylinder. As
a rule of thumb, always create such a partition if it was included in YaST’s origi-
nal proposal. If you are unsure about this, create a boot partition to be on the safe
side.

You should also be aware that some (mostly commercial) programs install their
data in /opt . Therefore, either create a separate partition for /opt or make the
root partition large enough. KDE and GNOME are also installed in /opt .

Partitioning with YaST

When you select the partitioning item in the suggestion window for the first time,
the YaST partitioning dialog displays the partition settings as currently proposed.
Accept these current settings as they are or change them before continuing. Alter-
natively, discard all the settings and start over from scratch.

Nothing in the partitioning setup is changed if you select ‘Accept proposal as is’.
If you select ‘Base partition setup on this proposal’, the ‘Expert Partitioner” opens.
It allows tweaking the partition setup in every detail. This dialog is explained in
Section[2.7.5/on page[68] The original setup as proposed by YaST is offered there
as a starting point.

Selecting ‘Create custom partition setup” opens the dialog as shown in Figure
on page |15 Use the list to choose among the existing hard disks on your system.
SUSE LINUX will be installed on the disk selected in this dialog.

The next step is to determine whether the entire disk should be used (‘Use En-
tire Hard Disk’) or whether to use any existing partitions (if available) for the in-
stallation. If a Windows operating system was found on the disk, you are asked
whether to delete or resize the partition. Before doing so, read Section Resizing

SUSE LINUX
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* Format Partition idev/sdaS 5.0 GB (for / with reiser)
* Format Partition idev/sdal 1011.8 MB (for swap)
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IF¥aST's suggestion does
notfityour intentions,
create your own partition
setup starting with the
partitions as currently
presenton the disks
Activate the third radio
bution in this case. This
is also the option to
choose for advanced
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LVM.

Choose
®) Accept proposal as-is
Base partition setup on this proposal
Create custom partition setup

Back Abort i Riexd 1

Figure 1.6: Editing the Partitioning Setup

a Windows Partition on the following page. If desired, go to the ‘Expert Parti-
tioner” dialog to create a custom partition setup at this point (see Section on

pagel[68).
Warning

Using the Entire Hard Disk for Installation

If you choose “Use Entire Hard Disk’, all existing data on that disk is
completely erased later in the installation process and is then lost.

Warning _

YaST checks during the installation whether the disk space is sufficient for the
software selection made. If not, YaST automatically changes the software selec-
tion. The proposal dialog displays a notice to inform you about this. As long as
there is sufficient disk space available, YaST simply accepts your settings and par-
titions the hard disk accordingly.
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Figure 1.7: Selecting the Hard Disk

Resizing a Windows Partition

If a hard disk containing a Windows FAT or NTFS partition was selected as the
installation target, YaST offers to delete or shrink this partition. In this way, you
can install SUSE LINUX even if there is currently not enough space on the hard
disk. This functionality is especially useful if the selected hard disk contains only
one Windows partition that covers the entire hard disk. This is sometimes the
case on computers where Windows comes preinstalled. If YaST sees that there is
not enough space on the selected hard disk, but that space could be made avail-
able by deleting or shrinking a Windows partition, it presents a dialog in which
to choose one of these two options.

If you select ‘Delete Windows Completely’, the Windows partition is marked for
deletion and the space is used for the installation of SUSE LINUX.

SUSE LINUX
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Linux. You can either
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Iryou delete Windows, all
data on this partition will
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Delete Windows completely

® Shrink Windows partition

Figure 1.8: Possible Options for Windows Partitions

Back

Abort

HEIE O

Warning
Deleting Windows

If you delete Windows, all data will be lost beyond recovery as soon as

the formatting starts.

Warning _

To shrink the Windows partition, interrupt the installation and boot Windows
to prepare the partition from there. Although this step is not strictly required for
FAT partitions, it speeds up the resizing process and also makes it safer. These
steps are vital for NTFS partitions.

FAT File System In Windows, first run scandisk to make sure that the FAT par-
tition is free of lost file fragments and crosslinks. After that, run defrag to
move files to the beginning of the partition. This accelerates the resizing
procedure in Linux.

If you have optimized virtual memory settings for Windows so a contigu-
ous swap file is used with the same initial (minimum) and maximum size
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limit, consider another step. With these Windows settings, the resizing
might split the swap file into many small parts scattered all over the FAT
partition. Also, the entire swap file would need to be moved during the re-
sizing, which makes the process rather slow. It is therefore useful to disable
these Windows optimizations for the time being and reenable them after the
resizing has been completed.

NTES File System In Windows, run scandisk and defrag to move the files to
the beginning of the hard disk. In contrast to the FAT file system, you must
perform these steps. Otherwise the NTFS partition cannot be resized.

Important
r P

Disabling the Windows Swap File

If you operate your system with a permanent swap file on an NTFS file
system, this file may be located at the end of the hard disk and remain
there despite defrag. Therefore, it may be impossible to shrink the
partition sufficiently. In this case, temporarily deactivate the swap file
(the virtual memory in Windows). After the partition has been resized,
reconfigure the virtual memory.

Important |

After these preparations, return to the Linux partitioning setup and select ‘Shrink
Windows Partition’. After a quick check of the partition, YaST opens a dialog
with a suggestion for resizing the Windows partition.

The first bar graph shows how much disk space is currently occupied by Win-
dows and how much space is still available. The second bar graph shows how
the space would be distributed after the resizing, according to YaST’s current pro-
posal. See Figure 1.9/ on the following page. Accept the proposed settings or use
the slider to change the partition sizing (within certain limits).

If you leave this dialog by selecting ‘Next’, the settings are stored and you are
returned to the previous dialog. The actual resizing takes place later, before the
hard disk is formatted.

SUSE LINUX
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Figure 1.9: Resizing the Windows Partition

Important
r P

Windows Systems Installed on NTFS Partitions

By default, the Windows versions NT, 2000, and XP use the NTFS file
system. Unlike FAT file systems, NTFS file systems can only be read
from Linux. This means you can read your Windows files from Linux,
but you cannot edit them. If you want write access to your Windows
data and do not need the NTES file system, reinstall Windows on a
FAT32 file system. In this case, you will have full access to your Win-
dows data from SUSE LINUX.
Important |

1.5.5 Software

SUSE LINUX contains a number of software packages for various application
purposes. Because it would be burdensome to select the needed packages one by
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one, SUSE LINUX offers three system types with various installation scopes. De-
pending on the available disk space, YaST selects one of these predefined systems
and displays it in the suggestion window.

Minimal System (only recommended for special purposes)
This basically includes the core operating system with various services, but
without any graphical user interface. The machine can only be operated
using ASCII consoles. This system type is especially suitable for server
scenarios that require little direct user interaction.

Minimal Graphical System (without GNOME or KDE)
If you do not want the KDE or GNOME desktop or if there is insufficient
disk space, install this system type. The installed system includes the X
Window System and a basic window manager. You can use all programs
that have their own graphical user interface. No office programs are
installed.

Default System with GNOME and Office Suite
This is one of the largest of the predefined systems. It includes the GNOME
desktop together with most of the GNOME programs and the office
programs.

Default System with KDE and Office Suite
This system includes the KDE desktop together with most of the KDE pro-
grams and the office programs.

Click ‘Software’ in the suggestion window to open a dialog in which to select
one of the predefined systems. To start the software installation module (package
manager) and modify the installation scope, click ‘Detailed Selection’. See Figure

on the current page.

Changing the Installation Scope

If you install the default system, there is usually no need to add or remove indi-
vidual packages. It consists of a software selection that meets most requirements
without any changes. If you have specific needs, modify this selection with the
package manager, which greatly eases this task. It offers various filter criteria to
simplify selection from the numerous packages in SUSE LINUX.

The filter selection box is located at the top left under the menu bar. After start-
ing, the active filter is ‘Selections’. This filter sorts program packages by applica-
tion purpose, such as multimedia or office applications. These groups are listed
under the filter selection box. The packages included in the current system type

SUSE LINUX
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Figure 1.10: Installing and Removing Software with the YaST Package Manager

are preselected. Click the respective check boxes to select or deselect entire selec-
tions or groups for installation.

The right part of the window displays a table listing the individual packages in-
cluded in the current selection. The table column furthest to the left shows the
current status of each package. Two status flags are especially relevant for the
installation: ‘Install’ (the box in front of the package name is checked) and ‘Do
Not Install” (the box is empty). To select or deselect individual software packages,
click the status box until the desired status is displayed. Alternatively, right-click
the package line to access a pop-up menu listing all the possible status settings.
To learn more about them, read the detailed description of this module in Section

2.2Ton page[37}

Other Filters

Click the filter selection box to view the other possible filters. The selection ac-
cording to ‘Package Groups’ can also be used for the installation. This filter sorts
the program packages by subjects in a tree structure to the left. The more you ex-
pand the branches, the more specific the selection of packages is and the fewer
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packages are displayed in the list of associated packages to the right.

Use ‘Search’ to search for a specific package. This is explained in detail in Section

EZTon page[}

Package Dependencies and Conflicts

You cannot simply install any combination of software packages. The different
software packages must be compatible. Otherwise they might interfere with each
other and cause conflicts that affect the system as a whole. Therefore, you may
see alerts about unresolved package dependencies or conflicts after selecting or
deselecting software packages in this dialog. If you install SUSE LINUX for the
first time or if you do not understand the alerts, read Section[2.2.T)on page
which provides detailed information about the operation of the package manager
and a brief summary of the software organization in Linux.

r Warning

The software preselected for installation is based on long-standing
experience and is usually suitable for the needs of most newcomers
and advanced home users. In general, there is no need to change any-
thing here. However, if you decide to select or deselect any packages,
you should be aware of the consequences. In particular, observe any
warnings and avoid deselecting any packages of the base system.

Warning _

Exiting the Software Selection

When satisfied with your software selection and all package dependencies or
conflicts are resolved, click ‘Accept’ to apply your changes and exit the mod-

ule. During the installation, the changes are recorded internally and applied later
when the actual installation starts.

1.5.6 Boot Configuration

During the installation, YaST proposes a boot configuration for your system. Nor-
mally, you can leave these settings unchanged. However, if you need a custom
setup, modify the proposal for your system.

One possibility is to configure the boot mechanism to rely on a special boot
floppy. Although this has the disadvantage that it requires the floppy to be in

SUSE LINUX
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the drive when booting, it leaves an existing boot mechanism untouched. Nor-
mally this should not be necessary, however, because YaST can configure the boot
loader to boot other existing operating systems as well. Another possibility with

the configuration is to change the location of the boot mechanism on the hard
disk.

To change the boot configuration proposed by YaST, select ‘Booting’ to open a di-
alog in which to change many details of the boot mechanism. For information,

read Section[8.4 on page The boot method should only be changed by experi-
enced computer users.

1.5.7 Time Zone

In this dialog, shown in Figure[.TT]on the following page, choose between
Local Time and UTCunder ‘Hardware clock set to’. The selection depends on
how the hardware (BIOS) clock is set on your machine. If it is set to GMT which
corresponds to UTC, your system can rely on SUSE LINUX to switch from stan-
dard time to daylight saving time and back automatically.

NS '/::

Select the appropriate M.l Clock and Time Zone Configuration
time zone: Choase the -
country or region where
you are located. Eiem TE G
Specify whether the Europe Alaska
ardware clockal o Neutn
machine is set to local Canada Arizona
time or UTC Central and South America Central
Most PCs that also have Asa Easiem
ofher operating systems Australia EastIndiana
installed (such as Africa Havaii
Wicrosoft Windows) use Pacific Indiana Starke
local time. Global Michigan

. Etc Mountain
Lkt bl
Linux installed should be
setto Universal Time samoa
Coordinated (UTC)
Ifyou are unsure, use the
default values already
selected

Hardware clock setto
Change Time or Date local time -
14:56:33 - 25.02-2005
Cancel Accept

Figure 1.11: Selecting the Time Zone
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1.5.8 Language

The language was selected at the beginning of the installation as described in Sec-
tion[I.3|on page[7] However, you can change this setting here and also select any
additional languages to install on your system. In the upper part of this dialog,
select the primary language. This is the language that will be activated after in-
stallation. Adapt your keyboard and time zone settings to the selected primary
language by selecting the respective check marks, if desired. Optionally, use ‘De-
tails” to set the language for the user root . There are three options:

ctype only The value of the variable LC_CTYPEin the file /etc/sysconfig/
language is adopted for the user root . This sets the localization for
language-specific function calls.

yes The user root has the same language settings as the local user.

no The language settings for the user root are not affected by the language
selection. All locale  variables will be unset.

Some system administrators do not want the root account to run with support
for UTF-8 multilanguage support. If so, uncheck “Use UTF-8 Encoding’.

The list in the lower part of the dialog allows for selecting additional languages
to install. For all the languages selected in this list, YaST checks if there are any
language-specific packages for any packages in your current software selection. If
so, these packages are installed.

Click ‘Accept’ to complete the configuration. Click ‘Cancel’ to undo your
changes.

1.5.9 Launching the Installation

After making all installation settings, click ‘Next’ in the suggestion window to
begin the installation. Confirm with ‘Yes’ in the dialog that opens. The installation
usually takes between 15 and 30 minutes, depending on the system performance
and the software selected. As soon as all packages are installed, YaST boots into
the new Linux system, after which you can configure the hardware and set up
system services.

SUSE LINUX
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1.6 Finishing the Installation

After completing the basic system setup and the installation of all selected soft-
ware packages, provide a password for the account of the system administrator
(the root user). You can then configure your Internet access and network con-
nection. With a working Internet connection, you can perform an update of the
system as part of the installation. You can also configure an authentication server
for centralized user administration in a local network. Finally, configure the hard-
ware devices connected to the machine.

1.6.1 root Password

root is the name of the superuser, the administrator of the system. Unlike regular
users, which may or may not have permission to do certain things on the system,
root has unlimited power to do anything: change the system configuration, in-
stall programs, and set up new hardware. If users forget their passwords or have
other problems with the system, root can help. The root account should only
be used for system administration, maintenance, and repair. Logging in as root
for daily work is rather risky: a single mistake could lead to irretrievable loss of
many system files.

For verification purposes, the password for root must be entered twice, as
shown in Figure on this page. Do not forget the root password. Once en-
tered, this password cannot be retrieved.

r Warning
The root User

The user root has all the permissions needed to make changes to the
system. To carry out such tasks, the root password is required. You
cannot carry out any administrative tasks without this password.

Warning |

1.6.2 Network Configuration

You can now configure any network devices for a connection to the outside
world, such as network cards, modems, and ISDN or DSL hardware. If you have
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Figure 1.12: Setting the root Password

such devices, it is a good idea to configure them now, because an Internet con-
nection allows YaST to retrieve any available SUSE LINUX updates and include
them in the installation.

To configure your network hardware at this stage, refer to Section on
page Otherwise, select ‘Skip Configuration” and click ‘Next’. The network
hardware can also be configured after the system installation has been completed.

1.6.3 Firewall Configuration

When you connect to a network, a firewall is started automatically on the config-
ured interface. The firewall settings are displayed in the network configuration
dialog. The configuration proposal for the firewall is updated automatically every
time the configuration of the interfaces or services is modified. To adapt the au-
tomatic settings to your own preferences, click ‘Change’ O ‘Firewall’. In the new
dialog, determine whether the firewall should be started. If you do not want the
firewall to be started, select the appropriate option and exit the dialog. To start
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Figure 1.13: Configuring the Network Devices

and configure the firewall, click ‘Next’ for a series of dialogs similar to those de-
scribed in Section Configuring with YaST on page

1.6.4 Testing the Internet Connection

If you have configured an Internet connection, you can test it now. For this pur-
pose, YaST establishes a connection to the SUSE server and checks if any product
updates are available for your version of SUSE LINUX. If there are such updates,
they can be included in the installation. Also, the latest release notes are down-
loaded. You can read them at the end of the installation.

If you do not want to test the connection at this point, select ‘Skip Test” then
‘Next’. This also skips downloading product updates and release notes.

1.6.5 Loading Software Updates

If YaST was able to connect to the SUSE servers, select whether to perform a YaST
online update. If there are any patched packages available on the servers, down-
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Figure 1.14: Testing the Internet Connection

load and install them now to fix known bugs or security issues.

r Important
Downloading Software Updates

The download of updates might take quite some time, depending on
the bandwidth of the Internet connection and on the size of the update
files.

Important |

To perform a software update immediately, select ‘Perform Update Now” and
click “OK’. This opens YaST’s online update dialog with a list of the available
patches (if any), which can be selected and loaded. To learn about the process,
read Section[2.2.3/on page 45} This kind of update can be performed at any time
after the installation. If you prefer not to update now, select ‘Skip Update’ then
click ‘OK’.
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1.6.6 User Authentication

If the network access was configured successfully during the previous steps of
the installation, you now have four possibilities for managing user accounts on
your system.

Local User Administration Users are administered locally on the installed host.
This is a suitable option for stand-alone workstations. The user data is man-
aged by the local file /etc/passwd

LDAP Users are administered centrally on an LDAP server for all systems in the
network.

NIS Users are administered centrally on a NIS server for all systems in the net-
work.

Samba SMB authentication is often used in mixed Linux and Windows net-
works.

If all requirements are met, YaST opens a dialog in which to select the user ad-
ministration method. It is shown in Figure on the following page. If you do
not have the necessary network connection, create local user accounts.

1.6.7 Configuring the Host as a NIS Client

To implement the user administration via NIS, configure a NIS client in the next
step. This section only describes the configuration of the client side. Configura-
tion of a NIS server with YaST is described in Chapter 25/on page

In the following dialog, shown in Figure on the facing page, first select
whether the host has a static IP address or gets one via DHCP. If you select
DHCP, you cannot specify a NIS domain or NIS server address, because these
are provided by the DHCP server. Information about DHCP is available in Chap-
ter 27| on page 53} If a static IP address is used, specify the NIS domain and the
NIS server manually.

To search for NIS servers broadcasting in the network, check the relevant option.
You can also specify several NIS domains and set a default domain. For each
domain, select ‘Edit” to specify several server addresses or enable the broadcast
function on a per-domain basis.

In the expert settings, use ‘Answer to the Local Host Only’ to prevent other net-
work hosts from being able to query which server your client is using. If you ac-
tivate ‘Broken Server’, responses from servers on unprivileged ports are also ac-
cepted. For more information, refer to the man page of ypbind .

1.6. Finishing the Installation
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Figure 1.15: User Authentication

1.6.8 Creating Local User Accounts

If you decide against using an authentication server for user authentication, cre-
ate local users. Any data related to user accounts (name, login, password, etc.) is
stored and managed on the installed system.

Linux is an operating system that allows several users to work on the same sys-
tem at the same time. Each user needs a user account to log in to the system. By
having user accounts, the system gains a lot in terms of security. For instance, reg-
ular users cannot change or delete files needed for the system to work properly.
At the same time, the personal data of a given user cannot be modified, viewed,
or tampered with by other users. Users can set up their own working environ-
ments and always find them unchanged when logging back in.

A user account can be created using the dialog shown in Figure on the fol-
lowing page. After entering the first name and last name, specify a username (lo-
gin). Click ‘Suggestion’ for the system to generate a username automatically.

Finally, enter a password for the user. Reenter it for confirmation (to ensure that
you did not type something else by mistake). The username tells the system who

SUSE LINUX
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Q/)f_ﬂ - - g
Enter your MIS domain, such |+ ;i Configuration of NIS client
as example.com, and the NIS
server's address, such as
nis.example.com or
102011 ® Use NS
Specify multiple servers by
separating their addresses M iz
with spaces. Automatic Setup (via BHCP)

@) Static Setup
The Broadcast option
enables searching in the NIS Domain
local network to find a
server after the specified
servers fail to respond. It is Addresses of NIS servers
a security risk. -
If you are using DHEP and
the server provides the NIS Brogecast glod
domain name or servers, Additional NIS Domains
you can enable their use
here. DHEP itself can be set susede Edit
up in the network module

Start Automounter

Automounter is a dagmon
that mounts directories < e
automatically, such as =

Back Abort [ Next ;

Figure 1.16: NIS Client Configuration

a user is and the password is used to verify this identity.

Warning
Username and Password

Remember both your username and the password because they are
needed each time you log in to the system.

Warning _

To provide effective security, a password should be between five and eight char-
acters long. The maximum length for a password is 128 characters. However, if
no special security modules are loaded, only the first eight characters are used to
discern the password. Passwords are case-sensitive. Special characters like um-
lauts are not allowed. Other special characters (7-bit ASCII) and the digits 0 to 9
are allowed.

Two additional options are available for local users:

‘Receive System Messages via E-Mail”

1.6. Finishing the Installation
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Figure 1.17: Entering the Username and Password

Checking this box sends the user messages created by the system services.
These are usually only sent to root , the system administrator. This op-
tion is useful for the most frequently used account, because it is highly
recommended to log in as root only in special cases.

‘Automatic Login” This option is only available if KDE is used as the default
desktop. It automatically logs the current user into the system when it
starts. This is mainly useful if the computer is operated by only one user.

r Warning
Automatic Login

With the automatic login enabled, the system boots straight into your
desktop with no authentication at all. If you store sensitive data on
your system, you should not enable this option if the computer can
also be accessed by others.

Warning |
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1.6.9 Release Notes

After completing the user authentication setup, YaST displays the release notes.
Reading them is advised because they contain important up-to-date information
that was not available when the manuals were printed. If you have installed up-
date packages, you will be reading the most recent version of the release notes, as

fetched from SUSE’s servers.

1.7 Hardware Configuration

At the end of the installation, YaST opens a dialog for the configuration of the
graphics card and other hardware components connected to the system, such as
printers or sound cards. Click the individual components to start the hardware
configuration. For the most part, YaST detects and configures the devices auto-

matically.

e

VI (= -

__'J Hardware Configuration
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Figure 1.18: Configuring the System Components

You may skip any peripheral devices and configure them later. However, you

1.7. Hardware Configuration



should configure the graphics card right away. Although the display settings as
autoconfigured by YaST should be generally acceptable, most users have very
strong preferences as far as resolution, color depth, and other graphics features
are concerned. To change these settings, select ‘Graphics Cards’. The configura-
tion is explained in Section [I1.T|on page[212} After YaST has written the configu-

ration data, finish the installation of SUSE LINUX with ‘Finish’ in the final dialog.

1.8 Graphical Login

SUSE LINUX is now installed. Start without logging in if you enabled the auto-
matic login in the local user administration module. If not, you should see the
graphical login on your screen, as shown in Figure[T.19 on the facing page. Enter
your login and password to log in to the system.

Welcome to portia

Userhame:
Password:

Figure 1.19: The Login Screen of KDM
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System Configuration
with YaST

YaST, the setup tool used for the installation, is also the configuration tool for
SUSE LINUX. This chapter covers the configuration of your system with YaST.
This includes most of the hardware, the graphical user interface, Internet access,
security settings, user administration, installation of software, system updates,
and system information. This chapter also provides instructions for using YaST in
text mode.

2.1 The YaST ControlCenter] . . . ... ... ... ...... 36
2.2 oftwarel. . . . . . . ... 37
23 Hardwarel. . . . ... ... ... .. ... 51
2.4 rk Devicesl. . . . ... ... ... . . . .. ... 57
2. I rvices| ... .o 57
2.6 Securityand Users|. . . ... ................ 61
............................. 65
2.8 Miscellaneous| . . ... ... ... . ... ......... 74
29  YaST in Text Mode (ncurses)| . . . . ... ... ...... 76

[2.10  Online Update from the Command Line| . . . . . . . .. 79
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The system configuration with YaST takes place by means of various YaST mod-
ules. Depending on the hardware platform and the installed software, there are
different ways to access YaST in the installed system.

In KDE or GNOME, start the YaST Control Center from the SUSE menu (‘Sys-
tem’ O “YaST’). Additionally, the individual YaST configuration modules are in-
tegrated in the KDE Control Center. Before YaST starts, you are prompted to en-
ter the root password, because YaST needs system administrator permissions to
change the system files.

To start YaST from the command line, enter the commands su (for changing to
the user root ) and yast2 . To start the text version of YaST enter yast instead of
yast2 . Also use the command yast to start the program from one of the virtual
consoles.

r Tip
To change the language of YaST, select ‘System’ O ‘Select Language’
in the YaST Control Center. Choose a language, exit the YaST Control

Center, log out from the system, and log in again. The next time you
start YaST, the new language setting will be active.

Tip

For hardware platforms that do not support a display device of their own and
for remote administration on other hosts, run YaST remotely. First, open a con-
sole on the host on which to display YaST and enter the command ssh -X
root@<system-to-configure> to log in to the system to configure root and
redirect the X server output to your terminal. Following the successful SSH login,
enter yast2 to start YaST in graphical mode.

To start YaST in text mode on another system, use ssh
root@<system-to-configure> to open the connection. Then start YaST
with yast .

2.1 The YaST Control Center

When you start YaST in the graphical mode, the YaST Control Center, as shown
in Figure[2.1|on the next page, opens. The left frame contains the categories ‘Soft-
ware’, ‘Hardware’, ‘System’, ‘Network Devices’, ‘Network Services’, ‘Security
and Users’, ‘System’, and ‘Miscellaneous’. If you click the icons, the contents are
listed on the right-hand side. Then select the desired element. For example, if you

2.1. The YaST Control Center



select "Hardware” and click “Sound’ to the right, a configuration dialog opens for
the sound card. The configuration of the individual items usually consists of sev-
eral steps. Press ‘Next’ to proceed to the following step.

The left frame of most modules displays a help text, explaining the required en-
tries. To get help in modules without a help frame, press (F1) or choose ‘Help’ in
the menu. After making the needed settings, complete the procedure by pressing
‘Finish’ in the last configuration dialog. The configuration is then saved.

(2} YaST Control Center @ L6 <)

E-‘ Software sl Install and R

] . nstall and Remove

— X Online Update --J Software

ﬁ =
us! »
Change Soul
mgmumm A& L installation inte Directory

H System

f Network Devices .
= Media Check  Patch €D Update

&5 system Update
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Figure 2.1: The YaST Control Center

2.2 Software

2.2.1 Installing and Removing Software

This module enables installation, uninstallation, and update of software on your
machine. In Linux, software is available in the form of packages. Normally, a
package contains everything needed for a program: the program itself, the con-
figuration files, and documentation. A package containing the source files for the
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program is normally available as well. The sources are not needed for running
the program, but you may want to install the sources to compile a custom version
of the program.

Some packages depend on other packages. This means that the software of the
package only works properly if another package is also installed. Furthermore,
the installation of some packages is only possible if certain other packages are
installed, perhaps because the installation routine needs specific tools. Accord-
ingly, such packages must be installed in the correct sequence. There are some
packages with identical or similar functionalities. If these packages use the same
system resource, they should not be installed concurrently (package conflict). De-
pendencies and conflicts can occur between two or more packages and are some-
times very complex. The fact that a specific package version may be required for
smooth interaction can make things even more complicated.

All these factors must be taken into consideration when installing, uninstalling,
and updating software. YaST provides an extremely efficient tool for this pur-
pose: the software installation module, usually referred to as the package man-
ager. When the package manager starts, it examines the system and displays in-
stalled packages. If you select additional packages for installation, the package
manager automatically checks the dependencies and selects any other needed
packages (resolution of dependencies). If you select conflicting packages, the
package manager indicates this and submits suggestions for solving the prob-
lem (resolution of conflicts). If a package needed by other installed packages is
marked for deletion, the package manager issues an alert with detailed informa-
tion and alternative solutions.

Apart from these purely technical aspects, the package manager provides a well-
structured overview of the range of packages in SUSE LINUX. The packages are
arranged by subjects and the display of these groups is restricted by means of
suitable filters.

The Package Manager

To change the software selection on your system with the package manager, se-
lect “Install or Remove Software” in the YaST Control Center. The dialog window
of the package manager is shown in Figure 2.2 on the facing page. The window
comprises various frames. Modify the frame sizes by clicking and moving the
lines separating the areas. The contents of the frames and their uses are described
below.

2.2. Software
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Figure 2.2: YaST Package Manager

The Filter Window

The package manager offers various filter methods for arranging the packages
in categories and limiting the number of packages displayed. The filter window
is located to the left under the menu bar. It controls and displays various filter
methods. The filter selection box at the top determines what is displayed in the
lower part of the filter window. Click the filter selection box to select a filter from
the list of available filters.

The Selections Filter At start-up, the ‘Selections’ filter is active. This filter
groups the program packages according to their application purpose, such
as multimedia or office applications. The various groups of the ‘Selections’
filter are listed under the filter selection box. The packages already installed
on the system are preselected. Click the status box at the beginning of a
line to toggle the status flags of a selection. Select a status directly by right-
clicking the selection and using the context menu. The individual package
window to the right displays the list of packages included in the current
selection, enabling selection and deselection of individual packages.
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The Package Groups Filter The ‘Package Groups’ filter provides a more techni-
cal overview of the range of packages and is suitable for users who are fa-
miliar with the package structure of SUSE LINUX. This filter sorts the pro-
gram packages by subjects, such as applications, development, and hard-
ware, in a tree structure to the left. The more you expand the branches, the
more specific the selection is and the fewer packages are displayed in the
individual package window to the right.

Additionally, this filter provides the possibility to display all packages in
alphabetic order without any categorization. To do this, select ‘zzz All’ in
the top level. As SUSE LINUX contains a large number of packages, it may
take some time to display this long list.

The Search Function The ‘Search’ function is the easiest way to find a specific
package. By specifying various search criteria, you can restrict the filter so
much that often only one package is displayed in the individual package
window. Enter a search string and use the check boxes to determine where
to search for this string (in the name, in the description, or in the package
dependencies). Advanced users can define special search patterns using
wild cards and regular expressions and search the package dependencies in
the ‘Provides” and ‘Requires’ fields. For example, this function can be used
to determine which package contains a specific library.

r Tip
Quick Search
In addition to the ‘Search’ filter, all lists of the package manager
feature a quick search. Simply enter a letter to move the cursor

to the first package in the list whose name begins with this letter.
The cursor must be in the list (by clicking the list).

Tip |

Languages For some packages in SUSE LINUX there are language-specific pack-
ages available, such as translated texts for the user interface of programs,
documentation, and fonts. This filter shows a list of all languages supported
by SUSE LINUX in the left window. If you select one of these, the right win-
dow shows all packages that are available for this language. Among these,
all packages applying to your current software selection are automatically
tagged for installation.

2.2. Software



Note

Because language-specific packages may depend on other pack-
ages, the package manager will, in some cases, select additional
packages for installation.

Note |

Installation Summary After selecting the packages for installation, update, or
deletion, use the filter selection to view the installation summary. It shows
what will happen with packages when you click “Accept’. Use the check
boxes to the left to filter the packages to view in the individual package
window. For example, to check which packages are already installed, start
the package manager and deactivate all check boxes except ‘Keep’.

The package status in the individual package window can be changed as
usual. However, the respective package may no longer meet the search cri-
teria. To remove such packages from the list, update the list with ‘Update
List’.

The Individual Package Window

As mentioned above, a list of individual packages is displayed to the right in the
individual package window. The content of this list is determined by the cur-
rently selected filter. If, for example, the ‘Selection’ filter is selected, the individual
package window displays all packages of the current selection.

In the package manager, each package has a status that determines what to do
with the package, such as “Install” or “Delete.” This status is shown by means of
a symbol in a status box at the beginning of the line. Toggle the status by clicking
or selecting the desired status from the menu that opens when the item is right-
clicked. Depending on the current situation, some of the possible status flags may
not be available for selection. For example, a package that has not yet been in-
stalled cannot be set to “Delete.” View the available status flags with ‘Help’ O
‘Symbols’.

The package manager offers the following package status flags:

Do Not Install This package is not installed and will not be installed.
Install This package is not yet installed but will be installed.

Keep This package is already installed and will not be changed.
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Update This package is already installed and will be replaced by the version on
the installation medium.

Delete This package is already installed and will be deleted.

Taboo—Never Install This package is not installed and will never be installed.
It will be treated as if it does not exist on any of the installation media. If
a package would automatically be selected to resolve dependencies, this
can be prevented by setting the package to “Taboo.” However, this may re-
sult in inconsistencies that must be resolved manually (dependency check).
Thus, “Taboo” is mainly intended for expert users.

Protected This package is installed and should not be modified. Third-party
packages (packages without SUSE signature) are automatically assigned
this status to prevent them from being overwritten by later versions exist-
ing on the installation media. This may cause package conflicts that must be
resolved manually.

Automatic Installation This package has been automatically selected for instal-
lation because it is required by another package (resolution of package de-
pendencies). To deselect such a package, you may need to use the status
“Taboo”.

Automatic Update This package is already installed. However, because another
package requires a newer version of this package, the installed version will
automatically be updated.

Delete Automatically This package is already installed, but existing package
conflicts require that this package be deleted. For example, this may be the
case if the current package has been replaced by a different package.

Automatic Installation (after selection)
This package has been automatically selected for installation because it is
part of a predefined selection, such as “Multimedia” or “Development.”

Automatic Update (after selection) This package is already installed, but a
newer version exists on the installation media. This package is part of a pre-
defined selection, such as “Multimedia” or “Development,” selected for
update and will automatically be updated.

Delete Automatically (after selection)
This package is already installed, but a predefined selection (such as “Mul-
timedia” or “Development”) requires this package be deleted. This does not
happen very often.

2.2. Software



Additionally, you can decide whether to install the sources for a package. This
information complements the current package status and cannot be toggled with
the mouse or selected directly from the context menu. Instead, a check box at the
end of the package line enables selection of the source packages. This option can
also be accessed under ‘Package’.

Install Source Also install the source code.

Do Not Install Source The sources will not be installed.

The font color used for various packages in the individual package window
provides additional information. Installed packages for which a newer version
is available on the installation media are displayed in blue. Installed packages
whose version numbers are higher than those on the installation media are dis-
played in red. However, because the version numbering of packages is not al-
ways linear, the information may not be perfect, but should be sufficient to indi-
cate problematic packages. If necessary, check the version numbers in the infor-
mation window.

The Information Window

The tabs in the bottom right frame provide various information about the se-
lected package. The description of the selected package is automatically active.
Click the other tabs to view technical data (package size, group, etc.), the list of
other packages on which it depends, or the version information.

The Resource Window

During the selection of the software, the resource window at the bottom left dis-
plays the prospective usage of all mounted file systems. The colored bar graph
grows with every selection. As long as it remains green, there is sufficient space.
The bar color slowly changes to red as you approach the limit of disk space. If
you select too many packages for installation, an alert is displayed.

The Menu Bar

The menu bar at the top left of the window provides access to most of the func-
tions described above and contains the following four menus:

SUSE LINUX
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File Select ‘File’ 0 ‘Export’ to save a list of all installed packages in a text file.
This is recommended if you want to replicate a specific installation scope
at a later date or on another system. A file generated in this way can be
imported with ‘Import” and generates the same package selection as was
saved. In both cases, define the location of the file or accept the suggestion.

To exit the package manager without saving changes to the package selec-
tion, click ‘Exit—Discard Changes’. To save your changes, select ‘Quit—
Save Changes’. In this case, all changes are applied and the program is ter-
minated.

Package The items in the ‘Package’ menu always refer to the package currently
selected in the individual package window. Although all status flags are
displayed, you can only select those possible for the current package. Use
the check boxes to determine whether to install the sources of the package.
‘All in This List” opens a submenu listing all package status flags. However,
these do not merely affect the current package, but all packages in this list.

Extras The ‘Extras’ menu offers options for handling package dependencies and
conflicts. If you manually selected packages for installation, click ‘Show
Automatic Package Changes’ to view the list of packages that the package
manager automatically selected to resolve dependencies. If there are still
unresolved package conflicts, an alert is displayed and solutions suggested.

If you set package conflicts to ‘Ignore’, this information is saved perma-
nently in the system. Otherwise, you would need to set the same packages
to ‘Ignore” each time you start the package manager. To unignore depen-
dencies, click ‘Reset Ignored Dependency Conflicts’.

Help ‘Help’ O ‘Overview’ provides a brief explanation of the package manager
functionality. A detailed description of the various package flags is avail-
able under ‘Symbols’. If you prefer to operate programs without using the
mouse, click ‘Keys’ to view a list of shortcuts.

Dependency Check

‘Check Dependencies’ and ‘Autocheck’ are located under the information win-
dow. If you click “Check Dependencies’, the package manager checks if the cur-
rent package selection results in any unresolved package dependencies or con-
flicts. In the event of unresolved dependencies, the required additional packages
are selected automatically. For package conflicts, the package manager opens a
dialog that shows the conflict and offers various options for solving the problem.

2.2. Software



If you activate ‘Autocheck’, any change of a package status triggers an automatic
check. This is a useful feature, because the consistency of the package selection
is monitored permanently. However, this process consumes resources and can
slow down the package manager. For this reason, the autocheck is not activated
by default. In either case, a consistency check is performed when you confirm
your selection with “Accept’.

In the following example, sendmail and postfix  may not be installed concur-
rently. Figure[2.3|on the next page shows the conflict message prompting you to
make a decision. postfix  is already installed. Accordingly, you can refrain from
installing sendmail , remove postfix , or take the risk and ignore the conflict.

r Warning

Handling Package Conflicts

It is advised to follow the suggestions of YaST when handling pack-
age conflicts, because otherwise the stability and functionality of your
system could be endangered by the existing conflict.

Warning |
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2.2.2 Change Installation Source

YaST can administer a number of different installation sources. It enables their
selection for installation or update purposes. When this module starts, it displays
a list of all previously registered sources. Following a normal installation from
CD, only the installation CD is listed. Click “Add’ to include additional sources in
this list. As well as removable media like CDs and DVDs, you can add network
sources, like NFS and FTP servers. Even directories on the local hard disk can be
selected as the installation medium. See the detailed YaST help text.

All registered sources have an activation status in the first column of the list.
Click ‘Activate or Deactivate’ to activate or deactivate individual installation
sources. During the installation of software packages or updates, YaST selects a
suitable entry from the list of activated installation sources. When you exit the
module with ‘Close’, the current settings are saved and applied to the configura-
tion modules ‘Install and Remove Software’ and ‘System Update’.

2.2.3 YaST Online Update

The YaST Online Update (YOU) enables the installation of important updates and
improvements. These patches are available for download on the SUSE FTP server
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Dependency Conflict
-~ /1, sendmail 8.13.1-4 conflict

Conflicts with:
i postfix conflicts with sendmail

- sendmail conflicts with postfix
=-[0 conflict Resolution:
- Do Not Install sendmail
—0 Remove the Conflicting Package
| L.Delete postfix
L0 Ignere Conflict and Risk System Inconsistencies

OK -- Try Again Ignore All Expert = Cancel

Figure 2.3: Conflict Management of the Package Manager

and various mirror servers.

Under ‘Installation Source’, select one of the various servers. When you select a
server, its URL is copied to the input field, where it can be edited. You can also
specify local URLs in the format file:/my/path or /my/path . Expand the ex-
isting list with additional servers using ‘New Server’. Click ‘Edit Server’ to mod-
ify the settings of the currently selected server.

When the module starts, ‘Manual Selection of Patches’ is active, enabling selec-
tion of the patches to fetch. To apply all available update packages, deactivate
this option. However, depending on the bandwidth of the connection and the
amount of data to transmit, this can result in long download times.

If you activate ‘Download All Patches Again’, all available patches, installable
packages, and descriptions are downloaded from the server. If this is not acti-
vated (default), only retrieve patches not yet installed on your system.

Additionally, the system can be updated automatically. Click ‘Configure Fully
Automatic Update’ to configure a process that automatically looks for updates

2.2. Software
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Figure 2.4: Changing the Installation Source

and applies them on a regular basis. This procedure is fully automated. The sys-
tem must be able to connect to the update server at the scheduled time.

To perform the update, click ‘Next’. For a manual update, this loads a list of all
available patches and starts the package manager, described in Section[2.2.7jon
page[37} In the package manager, the filter for YOU patches is activated, enabling
selection of updates to install. At start-up, the available security patches and rec-
ommended patches are preselected, provided the relevant packages are installed
on the system. This proposal should be accepted.

After making your selection, click ‘Accept’ in the package manager. All selected
updates are then downloaded from the server and installed on your machine.
Depending on the connection speed and hardware performance, this may take
some time. Any errors are displayed in a window. If necessary, skip a problem-
atic package. Prior to the installation, some patches open a window displaying
details.

While the updates are downloaded and installed, you can track all actions in the
log window. Following the successful installation of all patches, exit YOU with
‘Finish’. If you do not need the update files after the installation, select ‘Remove
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Source Packages after Update’ for them to be deleted after the update. Finally,
SuSEconfig is executed to adjust the system configuration as needed.

1 ) T T a
N e -
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and security fixes from a e
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available patches will be
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the patches to install

If Raload All Patches Update C
from Serveris checked,
all patches will be fetched

Version: 9.2.9

Installation source

from the server even when {Germany: GWD Gottingen (nttp) -
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the location of the
selected server,

New Server... Edit Server...

Relgad All Patches from Server

Configure Fully Automatic Update...

Abert Next

Figure 2.5: YaST Online Update

2.2.4 Patch CD Update

This option installs patches from CD, not from an FTP server. The advantage lies
in a much faster update with CD. Once the Patch CD is inserted, all patches fea-
tured on the CD are scanned and displayed in the dialog. The desired packages
can then be selected for installation from the list of patches. The module issues
an error message if no patch CD is present. Insert the patch CD then restart the
module.

2.2.5 System Update

This module enables an update of the version installed on your system. Dur-
ing operation, you can only update application software, not the SUSE LINUX
base system. To update the base system, boot the computer from an installation

2.2. Software



medium, such as CD. When selecting the installation mode in YaST, select ‘Up-
date an Existing System’ instead of ‘New Installation’.

The procedure for updating the system is similar to a new installation. Initially,
YaST examines the system, determines a suitable update strategy, and presents
the results in a suggestion dialog. Click the individual items with the mouse to
change any details. Some items, such as ‘Language” and ‘Keyboard Layout’, are
covered in the section explaining the installation procedure (see Section|1.3|on
page[7). This section only covers update-specific settings.

Selected for Update

If several versions of SUSE LINUX are installed on your system, this item enables
the selection of a partition for the update from the list.

Update Options

Set the update method for your system. Two options are available.

Update with Installation of New Software
To update the entire system to the latest software versions, select one of the
predefined selections. These selections are the same as those offered during
the installation. They make sure packages that did not exist previously are
also installed.

Only Update Installed Packages This option merely updates packages that al-
ready exist on the system. No new features will be installed.

Additionally, you can use ‘Delete Outdated Packages’ to remove packages that
do not exist in the new version. By default, this option is preselected to prevent
outdated packages from unnecessarily occupying hard disk space.

Packages

Click ‘Packages’ to start the package manager and select or deselect individual
packages for update. Any package conflicts should be resolved with the consis-
tency check. The use of the package manager is covered in detail in Section

on page 37}
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Backup

During the update, the configuration files of some packages may be replaced by
those of the new version. Because you may have modified some of the files in
your current system, the package manager normally makes backup copies of the
replaced files. With this dialog, determine the scope of these backups.

Important
Scope of the Backup

This backup does not include the software. It only contains configura-
tion files.

Important ]

Important Information about Updates

The system update is a very complex procedure. For each program package, YaST
must first check which version is installed on the computer then determine what
needs to be done to replace the old version with the new version correctly. YaST
also tries to adopt any personal settings of the installed packages. Some config-
urations may cause problems because the old configuration is unable to handle
the new program version as expected or because unexpected inconsistencies arise
between various configurations.

The older the existing version is and the more the configuration of the packages
to update diverges from the standard, the more problematic the update will be.
Sometimes, the old configuration cannot be adopted correctly. In this case, an en-
tirely new configuration must be made. Before starting the update, the existing
configuration should be saved.

2.2.6 Media Check

If you encounter any problems using the SUSE LINUX installation media, you
can check the CDs or DVDs with this module. In rare cases, some devices might
have problems reading certain media correctly. This is more likely with “self-
made” media. To check that a SUSE LINUX CD or DVD is error-free, just insert
the medium into the drive and run this module. Click ‘Start” and YaST checks the
MDS5 checksum of the medium. This may take several minutes. If any errors are
detected, you should not use this medium for installation.

2.2. Software



2.3 Hardware

New hardware must first be installed or connected as specified by the vendor.
Turn on external devices, such as the printer or the modem, and start the respec-
tive YaST module. Most devices are automatically detected by YaST and the tech-
nical data is displayed. If the automatic detection fails, YaST offers a list of de-
vices (model, vendor, etc.) from which to select the suitable device. Consult the
documentation enclosed with your hardware for more information.

Important

Model Designations

If your model is not included in the device list, try a model with a simi-
lar designation. However, in some cases the model must match exactly,
because similar designations do not always indicate compatibility.

Important |

2.3.1 CD-ROM and DVD Drives

Within the scope of the installation, all detected CD-ROM drives are integrated in
the installed system by means of entries in the file /etc/fstab . The respective
subdirectories are created in /media . Use this YaST module to integrate addi-
tional drives in the system.

When the module is started, a list of all detected drives is displayed. Mark your
new drive using the check box at the beginning of the line and complete the inte-
gration with ‘Finish’. The new drive is then integrated in the system.

2.3.2 Printer

Detailed information about printing in Linux is available in Chapter [12]on

page which covers general printing issues. YaST configures the printer auto-
matically or offers configuration dialogs to help set up the printer manually. Then
you can print from the command line or configure applications to use the print-
ing system. A detailed description for configuring printers in YaST is provided in

Section[T2.5.T)on page 239
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2.3.3 Hard Disk Controller

Normally YaST configures the hard disk controller of your system during the in-
stallation. If you add controllers, integrate these into the system with this YaST
module. You can also modify the existing configuration, but this is generally not
necessary.

The dialog presents a list of detected hard disk controllers and enables assign-
ment of the suitable kernel module with specific parameters. Use “Test Loading of
Module’ to check if the current settings work before they are saved permanently
in the system.

Warning

Configuration of the Hard Disk Controller

This is an expert tool. Your system may no longer boot if you make
incorrect settings. If you make changes, use the test option.

Warning |

2.3.4 Hardware Information

YaST detects hardware for the configuration of hardware components. The de-
tected technical data is displayed in a separate screen. This is especially useful,
for example, if you want to submit a support request for which you need infor-
mation about your hardware.

2.3.5 |IDE DMA Mode

With this module, activate and deactivate the DMA mode for your IDE hard
disks and your IDE CD and DVD drives in the installed system. This module
does not have any effect on SCSI devices. DMA modes can substantially increase
the performance and data transfer speed in your system.

During the installation, the current SUSE LINUX kernel automatically activates
DMA for hard disks but not for CD drives, because default DMA activation for
all drives often caused problems with CD drives. Use the DMA module to ac-
tivate DMA for your drives. If the drive supports the DMA mode without any
problems, the data transfer rate of your drive can be increased by activating
DMA.

2.3. Hardware
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Figure 2.6: Displaying Hardware Information

Important

DMA (direct memory access) means that your data can be transferred
directly to the RAM, bypassing the processor control.

Important |

2.3.6 Scanner

If your scanner is connected and switched on, it should be detected automatically
when this YaST module is started. In this case, the dialog for the installation of
the scanner appears. If no scanner is detected, the manual configuration dialog
appears. If you have already installed one or several scanners, a list of existing
scanners that can be modified or deleted is displayed. Press ‘Add’ to configure a
new device.

Next, an installation is performed with default settings. If the installation is suc-
cessful, a corresponding message appears. Now, test your scanner by inserting a
document and clicking ‘Test’.
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Scanner Not Detected

Only supported scanners can be autodetected. Scanners connected to another
network host cannot be detected. The manual configuration distinguishes three
types of scanners: USB scanners, SCSI scanners, and network scanners.

USB Scanner Specify the vendor and model. YaST then attempts to load USB
modules. If your scanner is very new, the modules may not be loaded au-
tomatically. In this case, continue automatically to a dialog in which to load
the USB module manually. Refer to the YaST help text for more information.

SCSI Scanner Specify the device, such as /dev/sg0 . SCSI scanners should not
be connected or disconnected when the system is running. Shut the system
down first.

Network Scanner Enter the IP address or the hostname. To configure a network
scanner, refer to the Support Database article Scanning in Linux (http://
portal.suse.com/sdb/en/index.html , keyword scanner).

If your scanner was not detected, the device probably is not supported. How-
ever, sometimes even supported scanners are not detected. If that is the case,
proceed with the manual scanner selection. If you can identify your scanner in
the list of vendors and models, select it. If not, select ‘Cancel’. Information about
scanners that work with Linux is provided at http://cdb.suse.de/ and
http://www.sane-project.org/

Warning
Assigning a Scanner Manually

Only assign the scanner manually if you are absolutely sure. Incorrect
selection could damage your hardware.

Warning |
Troubleshooting
Your scanner may not have been detected for one of the following reasons:

= The scanner is not supported. Check http://cdb.suse.de/ for a list of
Linux-compatible devices.

= The SCSI controller was not installed correctly.

2.3. Hardware



= There are termination problems with your SCSI port.
= The SCSI cable is too long.
» The scanner has a SCSI light controller that is not supported by Linux.

m The scanner is defective.

Warning

SCSI scanners should not be connected or disconnected when the
system is running. Shut the system down first.

Warning |

For more information about scanning, refer to the chapter about kooka in the
User Guide.

2.3.7 Sound

When the sound configuration tool is started, YaST tries to detect your sound
card automatically. Configure one or multiple sound cards. To use multiple sound
cards, start by selecting one of the cards to configure. Press ‘Configure’ to enter
the ‘Setup’ dialog. ‘Edit” opens a dialog in which to edit previously configured
sound cards. ‘Finish’ saves the current settings and completes the sound configu-
ration.

If YaST is unable to detect your sound card automatically, press “Add Sound
Card’ in “‘Sound Configuration’ to open a dialog in which to select a sound card
and module. Refer to your sound card documentation for the information re-
quired. A reference list of sound cards supported by ALSA with their corre-
sponding sound modules is available in /usr/share/doc/packages/alsa/

cards.txt and at http://www.alsa-project.org/~goemon/ . After mak-
ing your selection, click ‘Next’ to return to ‘Setup’.

Setup

Choose the configuration level in the first setup screen. With ‘Quick Automatic
Setup’, you are not required to go through any of the further configuration steps
and no sound test is performed. The sound card is configured automatically. With
‘Normal Setup’, you have the possibility to adjust the output volume and play

a test sound. “Advanced Setup’ allows you to customize the sound card options
manually.

In this dialog, also find a shortcut to the joystick configuration. Click the respec-
tive check box. Select the joystick type in the following dialog and click ‘Next'.
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Sound Card Volume

Test your sound configuration in this test screen. Use ‘+” and ‘-’ to adjust the vol-
ume. Start at about ten percent to avoid damage to your speakers or hearing. A
test sound should be audible when you press “Test’. If you cannot hear anything,
increase the volume. Press ‘Continue’ to complete the sound configuration. The
volume setting is then saved.

Sound Configuration

Use ‘Delete’ to remove a sound card. Existing entries of configured sound cards
are deactivated in the file /etc/modprobe.d/sound . Click “Options’ to open a
dialog in which to customize the sound module options manually. Under ‘Add
Sound Card’, configure additional sound cards. If YaST detects another sound
card, continue to ‘Configure a Sound Card’. If YaST does not detect a sound card,
automatically be directed to ‘Manual Sound Card Selection’.

If you use a Creative Soundblaster Live or AWEsound card, copy SF2
sound fonts to your hard disk from the original Soundblaster driver CD-ROM
with ‘Install Sound Fonts’. The sound fonts are saved in the directory /usr/
share/sfhank/creative/

For playback of MIDI files, activate ‘Start Sequencer’. This way, the modules for
sequencer support are loaded along with the sound modules.

The volume and configuration of all sound cards installed are saved when you
click ‘Finish’. The mixer settings are saved to the file /etc/asound.conf

and the ALSA configuration data is appended at the end of the file /etc/
modprobe.conf

2.3.8 TV and Radio Cards

After starting and initializing this YaST module, the ‘“TV and Radio Cards’ dia-
log appears. If your card was automatically detected, it is displayed at the top of
the list. In this case, highlight the line with the mouse and select ‘Configure’. If
your card was not detected, select ‘Other (not recognized)’. Press ‘Configure’ to
proceed with the manual selection in which to select your card from the list of
vendors and models.

If you have already configured TV or radio cards, modify existing configurations
with ‘Change’. In this case, a dialog presents a list of all configured cards. Select a
card and start the manual configuration with ‘Edit’".

2.3. Hardware



During the automatic hardware detection, YaST attempts to assign the correct
tuner to your card. If you are not sure, simply keep the setting ‘Default (recog-
nized)” and check whether it works. If you are not able to set all channels, this
might be due to a failure of the automatic detection of the tuner type. In this case,
click “Select Tuner” and highlight the correct tuner type in the list.

If you are familiar with the technical details, you can use the expert dialog to
specify settings for a TV or radio card. Select a kernel module and its parameters
in this dialog. Also check all parameters of your TV card driver. To do this, select
the respective parameters and enter the new value in the parameter line. Confirm
the new values with ‘Apply’ or restore the default values with ‘Reset’.

The dialog ‘TV and Radio Cards, Audio’ enables you to connect your TV or radio
card with the installed sound card. You must use a cable to connect the output of
the TV or radio card with the external audio input of the sound card. This only
works if the sound card is already configured and the external input is active. If
you have not yet configured your sound card, select ‘Configure Sound Card’ to
go to the respective dialog, described in Section[2.3.7/on page

If your TV or radio card has speaker jacks, you can also connect the speakers di-
rectly without configuring the sound card. There are also TV cards without any
sound function, which do not require an audio configuration, such as those for
CCD cameras.

2.4 Network Devices

All network devices of the system must be initialized before they can be used by
a service. The detection and configuration of these devices is done in the module
group ‘Network Devices’. A detailed description for configuring any supported
types of network adapters in YaST including background information about con-
necting to networks is provided in Section22.4 on page The configuration
of network devices for wireless communication is described in Chapter[17|on

page[315

2.5 Network Services

This group contains tools to configure all kinds of services in the network. These
include the name resolution, user authentication, and file services.
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2.5.1 Mail Transfer Agent

This module configures your mail settings if you send your e-mail with sendmail,
postfix, or the SMTP server of your provider. You can fetch mail via the fetchmail
program, for which you can also enter the details of the POP3 server or IMAP
server of your provider. Alternatively, use a mail program of your choice, such

as KMail or Evolution, to set your POP and SMTP access data as usual (to re-
ceive mail with POP3 and send mail with SMTP). In this case, you do not need
this module.

To configure your mail with YaST, specify the desired type of connection to the
Internet in the first dialog of the e-mail configuration module. Choose one of the
following options:

‘Permanent’ Select this option if you have a dedicated line to the Internet. Your
machine is online permanently, so no dial-up is required. If your system
is part of a local network with a central e-mail server, select this option to
ensure permanent access to your e-mail messages.

‘Dial-Up’ This item is relevant for users who have a computer at home, are not
located in a network, and occasionally connect to the Internet.

No Connection If you do not have access to the Internet and are not located in a
network, you cannot send or receive e-mail.

Furthermore, you can activate virus scanning for your incoming and outgoing
e-mail with AMaViS by activating the respective check box. The package is in-
stalled automatically as soon as you activate the mail filtering feature. In the
following dialogs, specify the outgoing mail server (usually the SMTP server of
your provider) and the parameters for incoming mail. If you use a dial-up con-
nection, specify diverse POP or IMAP servers for mail reception by various users.
By means of this dialog, you can also assign aliases, use masquerading, or set up
virtual domains. Click ‘Finish’ to exit the mail configuration.

2.5.2 Other Available Services

Many other network modules are available in YaST.
DHCP Server YaST can set up a custom DHCP server in only a few steps. Chap-

ter 27| on page 53| provides basic knowledge about the subject as well as a
step-by-step description of the configuration process in YaST.

2.5. Network Services



DNS Server The configuration of a DNS server that is responsible for the name
resolution is recommended for larger networks. Configuration with YaST

is described in Section on page Chapter [24] on page [A21] provides
background information about DNS.

DNS and Hostname Use this module to configure the hostname and DN, if
these settings were not already made while configuring the network de-
vices. Also use it to change the hostname and domain name. If the provider
has been configured correctly for DSL, modem, or ISDN access, the list of
name servers contains the entries that were extracted automatically from
the provider data. If you are located in a local network, you might receive
your hostname via DHCP, in which case you should not modify the name.

HTTP Server To run your own Web server, configure Apache with YaST. More
information is available in Chapter[30]on page

Hostnames When booting and in small networks, hostname resolution can also
be done with this module instead of using DNS. The entries in this module
reflect the data of the file /etc/hosts . For more information, read Section

/etc/hosts on page

LDAP Client LDAP can be used instead of NIS for the user authentication in the
network. Background information for LDAP and a detailed description of
the client configuration with YaST are available in Chapter[29]on page

NFS Client and NFS Server NFS enables you to run a file server that all mem-
bers of your network can access. This file server can be used to make certain
applications, files, and storage space available to users. In the ‘NFS Server’
module, you can configure your host as an NFS server and determine the
directories to export for general use by the network users. All users with the
appropriate permissions can mount these directories in their own file trees.
A description of the YaST module and background information about NFS

are provided in Chapter26|on page

NIS Client and NIS Server If you run more than one system, local user admin-
istration (using the files /etc/passwd  and /etc/shadow ) is impractical
and requires a lot of maintenance. In this case, the user data should be ad-
ministered on a central server and distributed to the clients from there. NIS
is a possible solution, as are LDAP and Samba. Detailed information about
NIS and the configuration with YaST is available in Chapter 25 on page

NTP Client NTP (network time protocol) is a protocol for synchronizing hard-
ware clocks over a network. Background information about NTP and a
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description of the configuration with YaST is available in Chapter 28/on
page[463]

Network Services (inetd) Use this tool to determine the network services (such
as finger, talk, and ftp) to start when SUSE LINUX boots. These services
enable external hosts to connect to your computer. Various parameters can
be configured for every service. By default, the master service that manages
the individual services (inetd or xinetd) is not started.

When this module starts, choose whether to start inetd or xinetd. The se-
lected daemon can be started with a standard selection of services. Alter-
natively, compose your own selection of services with “Add’, ‘Delete’, and
‘Edit’.

r Warning

Configuring Network Services (inetd)

The composition and adjustment of network services on a system
is a complex procedure that requires a comprehensive under-
standing of the concept of Linux services.

Warning _

Proxy With this module, you can edit the systemwide proxy settings. Detailed
information about proxies can be found in Chapter[33|on page

Administration from a Remote Host To allow maintenance of your system over
a VNC connection from a remote host, permit the establishment of connec-
tions with this YaST module. Refer to Section on page

Routing This tool is needed if you are connected to the Internet over a gateway
in the local network. For DSL, the gateway data is only needed for config-
uring the network cards. However, the entries for DSL are merely dummies
without any function.

Configuring Samba Servers and Clients
In a heterogeneous network consisting of Linux and Windows hosts, Samba
controls the communication between the two worlds. Information
about Samba and the configuration of clients and servers is provided in

Chapter[32]on page

2.5. Network Services



2.6 Security and Users

A basic aspect of Linux is its multiuser capability. Consequently, several users
can work independently on the same Linux system. Each user has a user account
identified by a login name and a personal password for logging in to the system.
All users have their own home directories where personal files and configura-
tions are stored.

2.6.1 User Administration

After you select to edit users, YaST provides an overview of all local users in the
system. If you are part of an extensive network, click ‘Set Filter’ to list all system
users (for example, root ) or NIS users. You can also create custom filter settings.
Instead of switching between individual user groups, combine them according to
your needs. To add new users, fill in the required blanks in the following screen.
Subsequently, the new user can log in to the host with the login name and pass-
word. The user profile can be fine-tuned with ‘Details’. You can manually set the
user ID, the home directory, and the default login shell. Assign the new user to
specific groups. Configure the validity of the password in ‘Password Settings’.
Click “Edit’ to change these settings whenever necessary. To delete a user, select
the user from the list and click ‘Delete’.

For advanced network administration, use ‘Expert Options’ to define the de-
fault settings for the creation of new users. Select the authentication method
(NIS, LDAP, Kerberos, or Samba) and the algorithm for the password encryption.
These settings are relevant for large networks.

2.6.2 Group Administration

Start the group administration module from the YaST Control Center or click
‘Groups’ in the user administration. Both dialogs have the same functionality,
allowing you to create, edit, or delete groups.

YaST provides a list of all groups. To delete a group, select it from the list and
click ‘Delete’. Under ‘Add” and ‘Edit’, enter the name, group ID (gid), and mem-
bers of the group in the respective YaST screen. If desired, set a password for the
change to this group. The filter settings are the same as in the ‘User Administra-
tion” dialog.
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Figure 2.7: User Administration

2.6.3 Security Settings

In ‘Local Security Configuration’, which can be accessed under ‘Security&Users’,
select one of the following four options: Level 1 is for stand-alone computers.
Level 2 is for workstations with a network. Level 3 is for a server with a network.
Use ‘Custom Settings’ for your own configuration.

If you click one of the first three items, you will activate one of the levels of pre-
configured system security options, as soon as you click ‘Finish’. Under ‘Details’,
access the individual settings that can be modified. If you choose ‘Custom set-
tings’, proceed to the different dialogs with ‘Next’. Here, find the default installa-
tion values.

‘Password Settings” For new passwords to be checked by the system before
they are accepted, mark ‘Checking new passwords’ and ‘Plausibility test
for password’. Set the minimum and maximum length of passwords for
newly created users. Define the period for which the password should be
valid and how many days in advance an expiration alert should be issued
when the user logs in to the text console.
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Figure 2.8: Group Administration

‘Boot Settings” Specify how the key combination should be inter-

preted by selecting the desired action. Usually, this combination, entered in
the text console, causes the system to reboot. Do not modify this setting un-
less your machine or server is publicly accessible and you are afraid some-
one could carry out this action without authorization. If you select ‘Stop’,
this key combination causes the system to shut down. With ‘Ignore’, this
key combination is ignored.

Specify the ‘Shutdown Behavior of KDM’ by granting permission to shut
down the system from the KDE display manager, the graphical login of
KDE. Give permission to ‘Only root” (the system administrator), ‘All users’,
‘Nobody’, or ‘Local users’. If ‘Nobody is selected, the system can only be
shut down via the text console.

‘Login Settings’ Typically, following a failed login attempt, there is a waiting

period lasting a few seconds before another login is possible. This makes it
more difficult for password sniffers to log in. Optionally activate ‘Record
failed login attempts” and ‘Record successful login attempts’. If you suspect
someone is trying to discover your password, check the entries in the sys-
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tem log files in /var/log . With “Allow remote graphical login’, other users
are granted access to your graphical login screen via the network. Because
this access possibility represents a potential security risk, it is inactive by
default.

‘Add User Settings’ Every user has a numerical and an alphabetical user ID.
The correlation between these is established via the file /etc/passwd  and
should be as unique as possible. Using the data in this screen, define the
range of numbers assigned to the numerical part of the user ID when a new
user is added. A minimum of 500 is suitable for users. Automatically gener-
ated system users start with 1000. Proceed in the same way with the group
ID settings.

‘Miscellaneous Settings” For ‘Setting of file permissions’, there are three selec-
tion options: ‘Easy’, ‘Secure’, and ‘Paranoid’. The first one should be suf-
ficient for most users. The YaST help text provides information about the
three security levels. The setting ‘Paranoid’ is extremely restrictive and can
serve as the basic level of operation for system administrator settings. If you
select ‘Paranoid’, remember that some programs might not work or not
work correctly, because users no longer have permission to access certain
files.

In this dialog, also define which user should start the updatedb program.
This program, which automatically runs on a daily basis or after booting,
generates a database (locatedb) in which the location of each file on your
computer is stored. If you select ‘Nobody’, any user can find only the paths
in the database that can be seen by any other (unprivileged) user. If root

is selected, all local files are indexed, because the user root , as superuser,
may access all directories. Finally, make sure that the option ‘Current direc-
tory in root’s path’ is deactivated (default).

Press ‘Finish’ to complete your security configuration.

2.6.4 Firewall

Use this module to configure SuSEfirewall2 to protect your machine against at-
tacks from the Internet. Detailed information about SuSEfirewall2 can be found in

Section[34.T|on page 572

2.6. Security and Users
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Figure 2.9: Security Settings

r Tip
Automatic Activation of the Firewall
YaST automatically starts a firewall with suitable settings on every

configured network interface. You only need to start this module if you
want to reconfigure the firewall with custom settings or deactivate it.

Tip

2.7 System

2.7.1 Backup Copy of the System Areas

The YaST backup module enables you to create a backup of your system. The
backup created by the module does not include the entire system. It only saves
information about changed packages and copies of critical storage areas and con-
figuration files.
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Define the kind of data to save in the backup. By default, the backup includes
information about any packages changed since the last installation. In addition, it
may include data that does not belong to packages themselves, such as many of
the configuration files in /etc  or the directories under /home . Apart from that,
the backup can include important storage areas on your hard disk that may be
crucial when trying to restore a system, such as the partition table or the master
boot record (MBR).

2.7.2 Restoring the System

The restore module, shown in Figure on the next page, enables restoration
of your system from a backup archive. Follow the instructions in YaST. Press
‘Next” to proceed to the individual dialogs. First, specify where the archives are
located (removable media, local hard disks, or network file systems). A descrip-
tion and the contents of the individual archives are displayed, enabling you to
decide what to restore from the archives.

Additionally, there is a dialog for uninstalling packages that were added since

the last backup and one for reinstalling packages that were deleted since the last
backup. These two steps enable you to restore the exact system state at the time of
the last backup.

r Warning

System Restoration

Because this module normally installs, replaces, or uninstalls many
packages and files, use it only if you have experience with backups.
Otherwise you may lose data.

Warning .

2.7.3 Creating Boot and Rescue Disks

Use this YaST module to create boot and rescue disks. These floppy disks are
helpful if the boot configuration of your system is damaged. The rescue disk is
especially necessary if the file system of the root partition is damaged.

The following options are available:

‘Standard Boot Floppy’ Use this option to create the standard boot floppies with
which to boot an installed system. Depending on the architecture, the actual

2.7. System
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Figure 2.10: Start Window of the Restore Module

number of boot disks may vary, but you should create all the boot disks pre-
sented in the dialog because all these disks are necessary for booting. They
are also needed for starting the rescue system.

‘Rescue Floppy’ This disk contains a special environment that allows you to
perform maintenance tasks in your installed system, such as checking and
repairing the file system and updating the boot loader. To start the rescue
system, boot with the standard boot disks then select ‘Manual Installa-
tion” 0 ‘Start Installation or System’ J ‘Rescue System’. You will then be
prompted to insert the rescue disk.

‘Custom Floppy’ Use this to write any existing floppy disk image from the hard
disk to a floppy disk.

‘Download Floppy Image” With this, enter a URL and authentication data to
download a floppy disk image from the Internet.

To create one of these floppy disks, select the corresponding option and click

‘Next’. Insert a floppy disk when prompted. If you click ‘Next’ again, the floppy
disk is created.
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Figure 2.11: Creating Boot and Rescue Disks

274 VM

The logical volume manager (LVM) is a tool for custom partitioning of hard disks
with logical drives. More information about LVM is available in Section [3.7|on

page 97

2.7.5 Partitioning

With the expert dialog, shown in Figure on the next page, manually modify
the partitioning of one or several hard disks. Partitions can be added, deleted,
and edited. Also access the soft RAID and LVM configuration from this YaST
module.

2.7. System



r Warning

Although it is possible to modify the partitions in the installed system,
this should be handled only by experts. Otherwise the risk of losing
data is very high in case of a mistake. If you repartition a hard disk

in use, reboot the system right afterwards. It is safer to use the rescue
system than repartitioning the system while running.
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Figure 2.12: The YaST Expert Partitioner

All existing or suggested partitions on all connected hard disks are displayed in
the list of the expert dialog. Entire hard disks are listed as devices without num-
bers, such as /dev/ihda or/dev/sda . Partitions are listed as parts of these de-
vices, such as /dev/hdal or/dev/sdal . The size, type, file system, and mount
point of the hard disks and their partitions are also displayed. The mount point
describes where the partition is mounted in the Linux file system tree.

If you run the expert dialog during installation, any free hard disk space is also
listed and automatically selected. To provide more disk space to SUSE LINUX,
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free the needed space starting from the bottom toward the top of the list (starting
from the last partition of a hard disk toward the first). For example, if you have
three partitions, you cannot use the second exclusively for SUSE LINUX and re-
tain the third and first for other operating systems.

Creating a Partition

Select ‘Create’. If several hard disks are connected, a selection dialog appears in
which to select a hard disk for the new partition. Then, specify the partition type
(primary or extended). Create up to four primary partitions or up to three pri-
mary partitions and one extended partition. Within the extended partition, create
several logical partitions (see Section Partition Types on page|[TT).

Select the file system to use and a mount point, if necessary. YaST suggests a
mount point for each partition created. Details of the parameters are provided
in the next section. Select “OK” to apply your changes. The new partition is then
listed in the partition table. If you click ‘Next’, the current values are adopted.
During installation you are then returned to the suggestion screen.

Partitioning Parameters

If you create a new partition or modify an existing partition, various parameters
can be set. For new partitions, suitable parameters are set by YaST and usually do
not require any modification. To perform manual settings, proceed as follows:

1. Select the partition.

2. ‘Edit’ the partition and set the parameters:

File System ID Even if you do not want to format the partition at this
stage, assign it a file system ID to ensure that the partition is registered
correctly. Possible values include ‘Linux’, ‘Linux swap’, ‘Linux LVM’,
and ‘Linux RAID’. For details on LVM and RAID, refer to Section[3.7]

on page [97]and Section 3.8 on page

File System To format the partition immediately within the scope of the
installation, specify one of the following file systems for the parti-
tion: ‘Swap’, ‘Ext2’, ‘Ext3’, ‘ReiserFS’, or ‘JES’. Refer to Chapteron
page for details on the various file systems.

Swap is a special format that allows the partition to be used as virtual
memory. ReiserFS is the default file system for the Linux partitions.
ReiserFS, JFS, and Ext3 are journaling file systems. These file systems

2.7. System



are able to restore the system very quickly after a system crash, be-
cause write processes are logged during the operation. Furthermore,
ReiserFS is very fast in handling lots of small files. Ext2 is not a jour-
naling file system. However, it is rock solid and good for smaller par-
titions, because it does not require too much disk space for manage-
ment.

File System Options Set various parameters for the selected file system
here. Depending on the file system used, various options are offered
for experts.

Encrypt File System If you activate the encryption, all data is written to
the hard disk in encrypted form. This increases the security of sensitive
data, but slightly reduces the system speed, because the encryption
takes some time. More information about the encryption of file sys-

tems is provided in Section on page

fstab Options Here, specify various parameters for the administration file
of the file systems (/etc/fstab ).

Mount Point Specifies the directory at which the partition should be
mounted in the file system tree. Select from various YaST proposals
or specify any other name.

3. Select ‘Next’ to activate the partition.

If you partition manually, create a swap partition of at least 256 MB. The swap
partition is used to free the main memory of data that is not used at the present
moment. This keeps the main memory free for the most frequently-used impor-
tant data.

Expert Options

‘Expert’ opens a menu containing the following commands:

Reread Partition Table Rereads the partitioning from disk. For example, you

need this after manual partitioning in the text console.

Delete Partition Table and Disk Label

This completely overwrites the old partition table. For example, this can be
helpful if you have problems with unconventional disk labels. Using this
method, all data on the hard disk is lost.
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More Partitioning Tips

If the partitioning is performed by YaST and other partitions are detected in the
system, these partitions are also entered in the file /etc/fstab to enable easy
access to this data. This file contains all partitions in the system with their proper-
ties, such as the file system, mount point, and user permissions.

Example 2.1: fetc/fstab: Partition Data

/dev/sdal /datal auto noauto,user 0 0
/dev/sda5 /data2 auto noauto,user 0 0
/dev/sda6 /data3 auto noauto,user 0 0O

The partitions, regardless of whether they are Linux or FAT partitions, are spec-
ified with the options noauto and user . This allows any user to mount or un-
mount these partitions as needed. For security reasons, YaST does not automati-
cally enter the exec option here, which is needed for executing programs from
the location. However, to run programs from there, you can enter this option
manually. This measure is necessary if you encounter system messages such as
bad interpreter or Permission denied.

Partitioning and LVM

From the expert partitioner, access the LVM configuration with ‘LVM’ (see Sec-
tion[3.7/on page[97). However, if a working LVM configuration already exists on
your system, it is automatically activated as soon as you enter the LVM config-
uration for the first time in a session. In this case, any disks containing a parti-
tion belonging to an activated volume group cannot be repartitioned because the
Linux kernel cannot reread the modified partition table of a hard disk when any
partition on this disk is in use. However, if you already have a functioning LVM
configuration on your system, physical repartitioning should not be necessary.
Instead, change the configuration of the logical volumes.

At the beginning of the physical volumes (PVs), information about the vol-
ume is written to the partition. In this way, a PV “knows” to which vol-
ume group it belongs. To reuse such a partiton for other non-LVM pur-
poses, it is advisable to delete the beginning of this volume. For example, in
the VG system and PV /dev/sda2 |, this can be done with the command
dd if=/dev/zero of=/dev/sda2 bs=512 count=1

2.7. System



r Warning

File System for Booting

The file system used for booting (the root file system or /boot ) must
not be stored on an LVM logical volume. Instead, store it on a normal
physical partition.

Warning |

2.7.6 Profile Manager (SCPM)

The SCPM (system configuration profile management) module offers the possi-
bility of creating, managing, and switching among system configurations. This is
especially useful for mobile computers that are used in different locations (in dif-
ferent networks) and by different users. Nevertheless, this feature is useful even
for stationary machines, because it enables the use of various hardware compo-
nents or test configurations. For more information about SCPM basics and han-

dling, refer to Chapter[15|on page

2.7.7 System Services (Runlevel)

SUSE LINUX can be operated in several runlevels. By default, the system boots to
runlevel 5, which offers multiuser mode, network access, and the graphical user
interface (X Window System). The other runlevels offer multiuser mode with net-
work but without X (runlevel 3), multiuser mode without network (runlevel 2),
single-user mode (runlevel 1 and S), system halt (runlevel 0), and system reboot
(runlevel 6).

The various runlevels are useful if problems are encountered in connection with a
particular service (X or network) in a higher runlevel. In this case, the system can
be booted to a lower runlevel to repair the service. Many servers operate without
a graphical user interface and must be booted in a runlevel without X, such as
runlevel 3.

Usually you only need the standard runlevel (5). However, if the graphical user
interface freezes at any time, you can restart the X Window system by switching
to a text console with (Ci{(APHFD), logging in as root, and switching to runlevel

3 with the command init 3 . This shuts down your X Window System, leaving
you with a text console. To restart the graphical system, enter init 5

For more information about the runlevels in SUSE LINUX and a description of
the YaST runlevel editor, refer to Chapter[7on page
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2.7.8 Sysconfig Editor

The directory /etc/sysconfig contains the files with the most important
settings for SUSE LINUX. The sysconfig editor displays all settings in a well-
arranged form. The values can be modified and saved to the individual config-
uration files. Generally, manual editing is not necessary, because the files are au-
tomatically adapted when a package is installed or a service is configured. More
information about /etc/sysconfig and the YaST sysconfig editor is available

in Chapter [7]on page

2.7.9 Time Zone Selection

The time zone was already set during the installation, but you can make changes
here. Click your country or region in the list and select ‘Local time” or “UTC’ (Co-
ordinated Universal Time). “UTC’ is often used in Linux systems. Machines with
additional operating systems, such as Microsoft Windows, mostly use local time.

2.7.10 Language Selection

Here, select the language for your Linux system. The language selected in YaST
applies to the entire system, including YaST and the desktop environment.

2.8 Miscellaneous

2.8.1 Submitting a Support Request

By purchasing SUSE LINUX, you are entitled to free installation support. For in-
formation about the support scope, address, and phone numbers, visit our Web
site at http://www.novell.com/linux/suse/

YaST offers the possibility to send a support request directly by e-mail to the
SUSE team. Registration is required first. Start by entering the required data—
your registration code is located at the back of the CD cover. Regarding your
query, select the problem category in the following window and provide a de-
scription of the problem. See Figure on the next page. Also read the YaST
help text, which explains how best to describe the problem so the support team
can help you.

2.8. Miscellaneous



Tip
If you need advanced support, such as for special problems, refer to
http://support.novell.com/linux/ for details.
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State: Country:
E-mail
Support Key:

Figure 2.13: Submitting a Support Request

2.8.2 Boot Log
The boot log /var/log/boot.msg contains the screen messages displayed

when the computer starts. Use this YaST module to view the log, for example,
to check if all services and functions were started as expected.

2.8.3 System Log

The system log logs the operations of your computer to /var/log/messages
Kernel messages are recorded here, sorted according to date and time.
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2.8.4 Loading a Vendor’s Driver CD

With this module, automatically install device drivers from a Linux driver CD
that contains drivers for SUSE LINUX. When installing SUSE LINUX from
scratch, use this YaST module to load the required drivers from the vendor CD
after the installation.

2.9 YaST in Text Mode (hcurses)

This section is mainly intended for system administrators and experts who do not
run an X server on their systems and depend on the text-based installation tool.

It provides basic information about starting and operating YaST in text mode
(ncurses).

When YaST is started in text mode, the YaST Control Center appears first. See Fig-
ure on the facing page. The main window consists of three areas. The left
frame, which is surrounded by a thick white border, features the categories to
which the various modules belong. The active category is indicated by a colored
background. The right frame, which is surrounded by a thin white border, pro-
vides an overview of the modules available in the active category. The bottom
frame contains the buttons for ‘Help” and ‘Exit’.

When the YaST Control Center is started, the category ‘Software’ is selected au-
tomatically. Use () and (1) to change the category. To start a module from the se-
lected category, press (=). The module selection now appears with a thick border.
Use (1) and (1) to select the desired module. Keep the arrow keys pressed to scroll
through the list of available modules. When a module is selected, the module ti-
tle appears with a colored background and a brief description is displayed in the
bottom frame.

Press to start the desired module. Various buttons or selection fields in
the module contain a letter with a different color (yellow by default). Use

yellow_letter) to select a button directly instead of navigating there with (Tab). Exit
the YaST Control Center by pressing the ‘Exit’ button or by selecting ‘Exit” in the

category overview and pressing (Entfer).

2.9.1 Navigation in Modules

The following description of the control elements in the YaST modules assumes
that all function keys and key combinations work and are not assigned dif-
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Figure 2.14: Main Window of YaST in Text Mode

ferent global functions. Read Section on the next page for information about
possible exceptions.

Navigation among Buttons and Selection Lists

Use and or to navigate among the buttons and the

frames containing selection lists.

Navigation in Selection Lists Use the arrow keys ((1) and (1)) to navigate among
the individual elements in an active frame containing a selection list. If indi-
vidual entries within a frame exceed its width, use (>)or to
scroll horizontally to the right and left. Alternatively, use or
(A). This combination can also be used if using (=) or (—) would result in
changing the active frame or the current selection list, as in the Control Cen-
ter.

Buttons, Radio Buttons, and Check Boxes
To select buttons with empty square brackets (check boxes) or empty paren-
theses (radio buttons), press or (Enter). Alternatively, radio buttons
and check boxes can be selected directly with (Af)~(yellow_letter). In this case,
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you do not need to confirm with (Enter). If you navigate to an item with
(Tab), press to execute the selected action or activate the respective
menu item.

Function Keys The F keys ((F1) to (F12)) enable quick access to the various but-
tons. Which function keys are actually mapped to which buttons depends
on the active YaST module, because the different modules offer different
buttons (Details, Info, Add, Delete, etc.). Use for ‘OK’, ‘Next’, and ‘Fin-
ish’. Press (F1) to access the YaST help, which shows the functions mapped
to the individual F keys.

Session Edit View Bookmarks Settings Help

[Filterl] [ActionsL] [Informationll [Etc.l]

|Nane |Avail. Vers. |Inst. Uers. |Summary

3dpong 0.4 3D Arcade Game I
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FOTAQ 20040315 Flight of the Amazon Queen (Adventure
FlightGear 9.3 FlightGear Flight Simulator
FooBillard o A Free OpenGL Billiard Game

Maelstrom 0. A High Quality Asteroids Clone

abuse o A classic arcade game

armagetran o DpenGL Game Similar to the Film Trom
asc .15.2. Advanced Strategic Command - Turn Base
bb B Audio-visual demonstration for text te
black-box 4. Puzzle Game

bonbernaze 6. Bomberman clone for GNOME

bos B Invasion—Battle of Suruival

brigquolo Do 3D Action Breakout that uses Explosion

Filter: Amusements Required Disk Space: 0 B

[Bdpong — 3D Arcade Game

ersion: @.4-649 Size: 56.4 kB Media No.: 1
[License: Unknoun, GPL

[Package Group: Amusements/Games/ActionsArcade
Provides: 3dpong = 0.4-649

fluthors: Bill Rendrick

[Helpdl [Searchl [Disk Usagel [Cancell [Accept] S

A4 | @l shen [m|Shell No. 2 {]shell No. 3 7%

Figure 2.15: The Software Installation Module

2.9.2 Restriction of Key Combinations

If your window manager uses global combinations, the combinations in
YaST might not work. Keys like or can also be occupied by the settings
of the terminal.

Replacing with (Esc) shortcuts can be executed with instead of (AI).
For example, replaces (M.
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Backward and Forward Navigation with and
If the and combinations are occupied by the window manager

or the terminal, use the combinations (forward) and

(backward) instead.

Restriction of Function Keys The F keys are also used for functions. Certain
function keys might be occupied by the terminal and may not be available
for YaST. However, the key combinations and function keys should al-
ways be fully available on a pure text console.

2.9.3 Starting the Individual Modules

To save time, the individual YaST modules can be started directly. To start a mod-
ule, enter yast <module_name> . Start the network module, for example, with
yast lan . View a list of all module names available on your system with yast

-l oryast --list

29.4 The YOU Module

The YaST Online Update (YOU) module can be started from the command line as
root like any other YaST module:

yast online_update .url <url>

yast online_update starts the respective module. The option url can be
used to specify the server (local or on the Internet) from which YOU should get
all information and patches. If you do not specify a server when starting the
module, select the server or the directory in the YaST dialog. Configure cron jobs
for automating the update with ‘Configure Fully Automatic Update’.

2.10 Online Update from the Command
Line

The behavior of the YaST Online Update can be controlled with command-line
parameters. The syntax is online_update [command-line parameter]
The possible parameters and their functions are listed below.
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-u URL Base URL of the directory tree from which the patches should be down-
loaded.

-g  Only download patches. Do not install.

-i Install downloaded patches. Do not download.

-k Check if new patches are available.

-c  Show the current configuration. Do not perform any action.

-p product Product for which patches should be downloaded.

-v version Product version for which patches should be downloaded.

-a architecture Base architecture of the product for which patches should
be downloaded.

-d  Dry run. Download patches and simulate installation (system remains un-
changed; for test purposes only).

-n  No signature check of the downloaded files.
-s  Display a list of available patches.
-V Verbose mode.

-D  Debug mode for experts and for troubleshooting.

Using the command-line tool online_update, the system can be updated auto-
matically, for example, with scripts. For instance, you may want your system
to search a specific server for updates and download the patches and patch in-
formation at a specified time in regular intervals. However, you may not want
the patches to be installed automatically. Instead, you may want to review the
patches and select the patches for installation at a later time.

To use the tool, first configure a cron job that executes the following command:
online_update -u <URL> -g <type_specification>

-u introduces the base URL of the directory tree from which the patches should
be downloaded. The supported protocols are http , ftp , smb, nfs , cd, dvd, and
dir .-g downloads the patches to a local directory without installing them. Op-
tionally, filter the patches by specifying the type: security , recommended, or
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optional . If no filter is specified, online_update downloads all new security
and recommended patches.

The downloaded packages can be installed immediately without reviewing the
individual patches. online_update saves the patches in the directory /var/lib/
YaST2/you/mnt . To install the patches, execute the following command:

online_update -u /var/lib/YaST2/you/mnt/ -i

The parameter -u specifies the local URL of the patches to install. -i starts the
installation procedure.

To review the downloaded patches prior to the installation, start the YOU dialog:

yast online_update .url /var/lib/YaST2/you/mnt/

YOU starts and uses the local directory containing the downloaded patches in-
stead of a remote directory on the Internet. Select the patches to install in the
same way as packages for installation in the package manager.

For more information about online_update, enter online_update -h

SUSE LINUX

1SOA ULM UoloINBRUOD) UIS)SAS

81






Special Installation
Procedures

SUSE LINUX can be installed in a number of ways. The possibilities range from a
graphical quick installation to a text-based installation allowing numerous man-
ual adaptions. The following sections cover various installation procedures and
the use of diverse installation sources, including CD-ROM and NFS. This chap-
ter also features information about resolving problems encountered during the
installation and a detailed section about partitioning.

3.1  Setting Up a Central Installation Server|. . . . . . .. .. 84
............................. 87
B3 Installationwith VNC. . . ... ... ... ....... 89
3.4  Text-Based Installation with YaST| . . . . .. ... .. .. 90
B5 Tipsand Tricks| . ... ..... ... ... ... ... ... 92
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3.1 Setting Up a Central Installation Server

Instead of installing each computer with a set of installation media, provide the
installation data on a dedicated installation server in your network and fetch it
from there to install the clients. The YaST installation server supports HTTP, FTP,
and NFS. With the help of the service location protocols (SLP), this server can be
made known to all clients in the network. This means that there is no need to se-
lect the installation source manually on the clients.

r Tip
Information about SLP

Detailed information about SLP under SUSE LINUX is available in
Chapter 23| on page

Tip

3.1.1 Configuration with YaST

Start ‘Miscellaneous’ [ ‘Installation Server’. Then configure the new installation
server in four steps:

Selecting the Server Type YaST supports three types of installation servers:
HTTP, FTP, and NFS. Select the desired server type. From now on, the se-
lected server service is started automatically every time the system starts.
If a service of the selected type is already running on your system and
you want to configure it manually for the server, deactivate the automatic
configuration of the server service with ‘Do not configure any network
services’. In both cases, define the directory in which the installation data
should be made available on the server. See Figure[3.1|on the next page.

Detailed Configuration of the Required Server Type
This step relates to the automatic configuration of server services. This di-
alog is skipped when automatic configuration is deactivated. Define
an alias for the root directory of the FTP or HTTP server on which the
installation data will be found. The installation source will later be
located under ftp://<Server-IP>/<Alias>/<Name> (FTP) or
under http:/<Server-IP>/<Alias>/<Name> (HTTP). (Name)
stands for the name of the installation source, which is defined in the
following step. If you have selected NFS in the previous step, define wild
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Network Server Initial Setup -- Servers
Configuration
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all the sources should be
hosted on the local system.

If you have one the services
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=) Configure as HTTP Source

to configure the services. J Configure as NFS Source
[_| Do not configure any network services.
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/root/bin/ Select directory
)
Back Aport LNext

Figure 3.1: YaST Installation Server: Selecting the Server Type

cards and exports  options. The NFS server will be accessible under
nfs://<Server-IP>/<Name> . Details of NFS and exports can be

found in Section on page

Configuring the Installation Source Before the installation media are copied
to their destination, define the name of the installation source (ideally, an
easily remembered abbreviation of the product and version). You can use
ISO images of the media instead of copies of the SUSE LINUX CDs. To do
this, activate the relevant check box and specify the directory path under
which the ISO files can found locally. Depending on which product to dis-
tribute using this installation server, it may be that more add-on CDs or ser-
vice pack CDs are required to install the product completely. If you activate
‘Prompt for Additional CDs’, YaST automatically reminds you to supply
these media. To announce your installation server in the network via SLP,
activate that option.

Uploading the Installation Data The most time-consuiming step when con-
figuring an installation server is copying the actual SUSE LINUX CDs. In-
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sert the media in the sequence requested by YaST and wait for the copying
procedure to end. When the sources have been fully copied, return to the
overview of existing information sources and close the configuration by se-
lecting ‘Finish’.

Your configuration server is now fully configured and ready for service. It is au-
tomatically started every time the system is started. No further intervention is
required. You only need to configure and start this service correctly by hand if
you have deactivated the automatic configuration of the selected network service
with YaST as an initial step.

If your installation server should provide the installation data for more than one
product of product version, start the YaST installation server module and select
‘Configure’ in the overview of existing installation sources, shown in Figure
on the current page, to configure the new installation source.

= -

e

Installation Server Source Configuration
Configuration
Configure Installation Server
here

Sources to Configurs
Available are:

Adding an
Installation Server:

YaST searches for
unconfigured directories
inside the source repository
and makes them available
for configuration,

Choose a Source from the Configure...
list of found Sources. Then
press Configure.

Configured Sources
Editing or Deleting:
If you press Edit, an
additional dialog in which to
change the configuration
opens.

® SUSE CORE Version 9
Architecture: i386

Settings Change...

Back Abort | Einish

Figure 3.2: YaST Installation Server: Overview of Installation Sources

To deactivate an installation source, select ‘Change’ in the overview to reach a list
of all available installation sources. Choose the entry to remove here and select
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‘Delete’. This delete procedure only relates to the deactivation of the server ser-
vice. The installation data itself remains in the directory chosen. However, you
can remove it manually.

3.1.2 Client Installation Using the Installation Server

As soon as the installation server with the required installation data is available
in the network, all computers in the local network can access the data. If a client
should be installed from scratch, all you need is a bootable medium to initialize
the process. At the boot prompt, as described in Section[3.2]on this page, enter
the name of the server from which the installation data should be obtained in the
format install=<URL>

Afterwards, your network interface is automatically configured, preferably via
DHCEP. If this is not possible, perform manual configuration with linuxrc or spec-
ify the HostIP  parameter at the boot prompt. The installation system is then
started and YaST begins installation. Details of linuxrc can be found in Section
on the current page.

If your installation server is announced in the network via SLP, this simplifies the
installation procedure. Use (F3) and the arrow keys in the graphical splash screen
to select the SLP option and confirm the selection with (Enter). Alternatively, enter
install=slp at the boot prompt. In both cases, linuxrc starts an SLP inquiry for
an installation server in the network.

Now select ‘Installation” in the boot menu and confirm with (Enter). The installa-
tion kernel boots and YaST starts the installation. If several installation sources
can be found with SLD, select the required source in linuxrc before YaST starts.

The rest of the installation procedure continues as described in Chapter|1jon
page|3| For detailed information about the SLP protocol and its applications, see

Chapter[23|on page

3.2 linuxrc

Every machine has special BIOS routines that are executed on start-up to initial-
ize the hardware. During the actual boot process, these routines load an image
that is executed by the machine and controls the remaining boot process. The im-
age normally is a boot manager that enables the user to select an installed system
or an installation system. When selecting installation of SUSE LINUX, a boot im-
age containing a kernel and a program called linuxrc is loaded.
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linuxrc is a program that analyzes and initializes the system for the actual instal-
lation process. It runs without user interaction and starts YaST after finishing the
hardware detection and loading modules needed for the installation process.

The use of linuxrc is not limited to the installation. You can also use it as a boot
tool for an installed system and even for an independent RAM disk-based rescue
system. Refer to Section 5.4 on page [143]| for details.

If the system uses an initial RAM disk (initrd), a shell script also called linuxrc
handles the loading of modules during boot. This script is generated dynamically
by the script /shin/mkinitrd . It is completely different from and should not be
confused with the program linuxrc that is used for installation.

It is possible to pass parameters that change the behavior of the start-up to lin-
uxrc. linuxrc looks for an info file on a floppy disk or in the initrd  in /info
Subsequently, linuxrc loads the parameters at the kernel prompt. You can edit
the default values in the file /linuxrc.config . However, the recommended
method is to implement changes in the info file.

Tip
It is possible to run linuxrc in a manual mode. To do this, use the pa-
rameter "manual=1" at the install prompt.

Tip |

An info file consists of keywords and values in the format key: value . These
pairs of keys and values can also be entered at the boot prompt provided by the
installation medium using the format key=value . A list of all keys is available in
the file /usr/share/doc/packages/linuxrc/linuxrc.html . The follow-
ing list shows some of the most important keys with example values:

Install: URL (nfs, ftp, hd, etc.) Specifies the installation source as a URL. Pos-
sible protocols include cd, hd, nfs , smb, ftp , http , and tftp . The URL
syntax corresponds to the common form used in Web browsers, for exam-

ple:

= nfs://<server>/<directory>
= ftp://[user[:password]@]<server>/<directory>

Netdevice: <eth0> The Netdevice:  keyword specifies the interface linuxrc
should use, if there are several ethernet interfaces available.

HostIP: <10.10.0.2> Specifies the IP address of the host.
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Gateway: <10.10.0.128> This specifies the gateway through which the installa-
tion server can be reached, if it is not located in the subnetwork of the host.

Proxy: <10.10.0.1> The Proxy: keyword defines a proxy for the FIP and HTTP
protocols.

ProxyPort: <3128> This specifies the port used by the proxy, if it does not use the
default port.

Textmode: <011> This keyword enables starting YaST in text mode.

VNC: <011> The VNCparameter controls the installation process via VNC,
which makes the installation more convenient for hosts that do not have a
graphical console. If enabled, the corresponding service is activated. Also
see the VNCPassword keyword.

VNCPassword: <password> This sets a password for a VNC installation to con-
trol access to the session.

UseSSH: <011> This keyword enables access to linuxrc via SSH when perform-
ing the installation with YaST in text mode.

SSHPassword: <password> This sets the password for the user root to access
linuxre.

Insmod: <module parameters> This specifies a module the kernel should load
and any parameters needed for it. Module parameters must be separated by
spaces.

AddSwap: <013 |/dev/hda5> If set to 0, the system does not try to activate a
swap partition. If set to a positive number, the partition corresponding to
the number is activated as a swap partition. Alternatively, specify the full
device name of a partition.

3.3 Installation with VNC

VNC (virtual network computing) is a client-server solution that allows a remote X
server to be accessed via a slim and easy-to-use client. This client is available for a
variety of operating systems, including Microsoft Windows, Apple’s MacOS, and
Linux.

The VNC client, vncviewer, is used to ensure the graphical display and handling
of YaST during the installation process. Before booting the system to install, pre-
pare a remote computer so it can access the system to install over the network.
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3.3.1 Preparing for the VNC Installation

To perform a VNC installation, pass certain parameters to the kernel. This must
be done before the kernel is launched. To do this, enter the following command at
the boot prompt:

vnc=1 vncpassword=<xyz> install=<source>

vnc=1 signals that the VNC server should be launched on the installation
system. vncpassword  is the password to use later. The installation source

(install ) can either be specified manually (enter the protocol and URL for the
directory concerned) or it can contain the instruction slp:/ . In the latter case, the
installation source is automatically determined by SLP query. Information about

SLP is contained in Chapter[23|on page

3.3.2 Clients for the VNC Installation

The connection to the installation computer and the VNC server running on it is
established via a VNC client. Under SUSE LINUX, use vncviewer. This is part of
the xorg-x11-Xvnc  package. To establish a connection to the installation sys-
tem from a Windows client, install the tightvnc program on the Windows system.
This program is on the first SUSE LINUX CD in the /dosultils/tightvnc di-
rectory.

Start the VNC client of your choice. Then, when prompted, enter the IP address
of the system to install along with the VNC password. Alternatively, establish
VNC connections using a Java-capable browser. To do this, enter the following
into the address field of the browser:

http://<IP address of the installation system>:5801/

Once the connection has been established, YaST starts and the installation can
begin.

3.4 Text-Based Installation with YaST

In addition to installing with the assistance of a graphical interface, SUSE LINUX
can also be installed with the help of the text version of YaST (console mode). All
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YaST modules are also available in this text mode. The text mode is especially
useful if you do not need a graphical interface, such as for server systems, or if
the graphics card is not supported by the X Window System. Using this installa-
tion mode, visually impaired users can install SUSE LINUX with the aid of suit-
able output devices.

First, set the boot sequence in the BIOS to enable booting from the CD-ROM
drive. Insert the DVD or CD 1 in the drive and reboot the machine. The start
screen is displayed after a few seconds.

Use (1) and () to select ‘Installation” within ten seconds to prevent the installed
system from starting automatically. If your hardware requires special parameters,
which is not usually the case, enter these in Boot Options . If you select the lan-
guage of your keyboard as the installation language, the keyboard layout will be
correct. This facilitates the input of parameters.

Use (F2) (‘Video Mode’) to set the screen resolution for the installation. If you ex-
pect your graphics card to cause problems during the installation, select “Text
Mode’. Then press (Enter). The kernel boots and YaST starts in text mode for the
installation.

Many boot problems can usually be circumvented with kernel parameters. If
DMA causes difficulties, use the start option ‘Installation—Safe Settings’. The fol-
lowing kernel parameters may be used if you experience problems with ACPI
(advanced configuration and power interface).

acpi=off  This parameter disables the complete ACPI subsystem on your com-
puter. This may be useful if your computer cannot handle ACPI at all or if
you think ACPI in your computer causes trouble.

acpi=oldboot Switch off ACPI for everything but those parts that are neces-
sary to boot.

acpi=force Always enables ACPI, even if your computer has an old BIOS
dated before the year 2000. This parameter also enables ACPI if it is set in
addition to acpi=off

pci=noacpi  Disables PCI IRQ routing of the new ACPI system.

For more information about these issues, search for Support Database articles
with the keyword “acpi” at https://portal.suse.com

If unexplainable errors occur when the kernel is loaded or during the installation,
select ‘Memory Test’ in the boot menu to check the memory. Linux requires the
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hardware to meet high standards, which means the memory and its timing must
be set correctly. More information is available in the Support Database under the
keyword “memtest86”. If possible, run the memory test overnight.

3.5 Tips and Tricks

On some computers, there is no CD-ROM drive available, but a bootable floppy
disk drive. To install on such a system, create a boot disk and boot your system
with it. The boot directory on CD 1 contains a number of disk images. With a
suitable utility, these images can be copied to formatted 3.5 inch HD floppy disks,
creating a boot disk.

The disk images also include the loader SYSLINUX and the program linuxrc.
SYSLINUX enables the selection of a kernel during the boot procedure and the
specification of any parameters needed for the hardware used. The program lin-
uxrc supports the loading of kernel modules for your hardware and subsequently
starts the installation.

3.5.1 Creating a Boot Disk with rawwritewin

In Windows, boot disks can be created with the graphical utility rawwritewin.
Find this utility in the directory dosutils/rawwritewin onCD 1.

On start-up, specify the image file. The image files are located in the boot direc-
tory on CD 1. You need at least the images bootdisk  and modules1 . To list
these images in the file browser, set the file type to all files . Then insert a
floppy disk in your floppy disk drive and click “Write’.

The other disk images (modulesl , modules2 , modules3 , and modules4 ) can
be created in the same way. These floppy disks are required if you have USB or
SCSI devices or a network or PCMCIA card that you want to address during the
installation. A module disk may also be needed if using a special file system dur-
ing the installation.

3.5.2 Creating a Boot Disk with rawrite

The DOS utility rawrite.exe (CD 1, directory dosutils/rawrite ) can be
used to create SUSE boot and module disks. To use this utility, you need a com-
puter with DOS (such as FreeDOS) or Windows.

In Windows XP, proceed as follows:

3.5. Tips and Tricks



1. Insert SUSE LINUX CD 1.

2. Open a DOS window (in the start menu, select “Accessories’ O ‘Command
Prompt’).

3. Run rawrite.exe with the correct path specification for the CD drive. The
example assumes that you are in the directory Windows on the hard disk
C: and your CD drive is D:.

d:\dosutils\rawrite\rawrite

4. On start-up, the utility asks for the source and destination of the file to copy.
The image of the boot disk is located in the directory boot on CD 1. The
filename is bootdisk . Remember to specify the path for your CD drive.

d:\dosutils\rawrite\rawrite
RaWrite 1.2 - Write disk file to raw floppy diskette

Enter source filename: d:\boot\bootdisk
Enter destination drive: a:

After you enter the destination drive a: , rawrite prompts you to insert a format-
ted floppy disk and press (Enter). Subsequently, the progress of the copy action is

displayed. The process can be terminated with (CiD{(C). To create several floppy

disks, repeat the same procedure.

3.5.3 Creating a Boot Disk in a UNIX-Type System

On a UNIX or Linux system, you need a CD-ROM drive and several formatted
floppy disks. Proceed as follows to create boot disks:

1. If you need to format the disks first, use:
fdformat /dev/fdOul1440

This command also checks if the floppy disk is error-free. Do not proceed
with a medium that has errors.

2. Insert CD 1 in your CD-ROM drive and change to the boot directory on the
CD. On current SUSE versions, it is not necessary to mount the CD manu-
ally.
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3. Create the boot disk with the following command:
dd if=bootdskl of=/dev/fd0 bs=8k

4. Repeat the procedure with the images bootdsk2 and bootdsk3 .

The READMEHile in the boot directory provides details about the floppy disk im-
ages. Read these files with more or less .

The other disk images (modulesl , modules2 , modules3 , and modules4 ) can
be created in the same way. These floppy disks are required if you have USB or
SCSI devices or a network or PCMCIA card that you want to address during the
installation. A module disk may also be needed to use a special file system dur-
ing the installation.

The creation of module disks is not trivial. A detailed description of how to
build a module disk can be found at /usr/share/doc/packages/yast2-
installation/vendor.html

3.5.4 Booting from a Floppy Disk (SYSLINUX)

The boot disk is used for handling special installation requirements (for example,
if the CD-ROM drive is not available). The boot procedure is initiated by the boot
loader SYSLINUX (package syslinux ). When the system is booted, SYSLINUX
runs a minimum hardware detection that mainly consists of the following steps:

1. The program checks if the BIOS provides VESA 2.0-compliant framebuffer
support and boots the kernel accordingly.
2. The monitor data (DDC info) is read.

3. The first block of the first hard disk (MBR) is read to map BIOS IDs to Linux
device names during the boot loader configuration. The program attempts
to read the block by means of the the Iba32 functions of the BIOS to deter-
mine if the BIOS supports these functions.
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r Tip
If you keep pressed when SYSLINUX starts, all these steps are
skipped. For troubleshooting purposes, insert the line

verbose 1

in syslinux.cfg for the boot loader to display which action is cur-
rently being performed.

Tip

If the machine does not boot from the floppy disk, you may need to change the
boot sequence in the BIOS to A,C,CDROM

» x86

On x86 systems, CD 2 is also bootable. In contrast to CD 1, which uses a bootable
ISO image, CD 2 is booted by means of 2.88 MB disk image. Use CD 2 if you are
sure you can boot from CD, but it does not work with CD 1 (fallback solution). «
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3.5.5 External Boot Devices

Most CD-ROM drives are supported. If problems arise when booting from the
CD-ROM drive, try booting CD 2 of the CD set.

If the system does not have a CD-ROM or floppy disk, it is still possible that an
external CD-ROM, connected with USB, FireWire, or SCSI, can be used to boot
the system. This depends largely on the interaction of the BIOS and the hardware
used. Sometimes a BIOS update may help if you encounter problems.

3.5.6 Installation from a Network Source

Sometimes a standard installation using a CD-ROM drive is not possible. For ex-
ample, your CD-ROM may not be supported because it is an older proprietary
drive. A secondary machine, like a laptop, might not have a CD-ROM drive at all,
but only an ethernet adapter. SUSE LINUX offers the possibility of performing
the installation on machines without a CD-ROM drive over a network connec-
tion. Usually this is done by means of NFS or FTP over ethernet.

No installation support is available for this approach. Therefore, the following
procedure should only be attempted by experienced computer users.

To install SUSE LINUX from a network source, two steps are necessary:
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1. The data required for the installation (CDs, DVD) must be made available
on a machine that will serve as the installation source.

2. The system to install must be booted from floppy disk, CD, or the network
and the network must be configured.

The installation source can be made available over various protocols, such as NFS
and FTP. See Section 3.2 on page 87] for information about the actual installation.

3.6 Permanent Device Names for SCSI
Devices

When the system is booted, SCSI devices are assigned device filenames in a more
or less dynamic way. This is no problem as long as the number or configuration
of the devices does not change. However, if a new SCSI hard disk is added and
the new hard disk is detected by the kernel before the old hard disk, the old disk
is assigned a new name and the entry in the mount table /etc/fstab no longer
matches.

To avoid this problem, the system start-up script boot.scsidev  could be used.
Enable this script using /sbin/insserv and set parameters for it in /etc/
sysconfig/scsidev . The script /etc/rc.d/boot.scsidev handles the
setup of the SCSI devices during the boot procedure and enters permanent device
names under /dev/scsi/ . These names can then be used in /etc/fstab .In
addition, /etc/scsi.alias can be used to define persistent names for the SCSI
configuration. The naming scheme of the devices in /etc/scsi is explained in
man scsidev .

In the expert mode of the runlevel editor, activate boot.scsidev for level B.
The links needed for generating the names during the boot procedure are then
created in /etc/init.d/boot.d

r Tip
Device Names and udev

For SUSE LINUX, although boot.scsidev  is still supported, the pre-
ferred way to create persistent device names is to use udev to create
device nodes with persistent names in /dev/by-id/

Tip |
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3.7 LVM Configuration

This section briefly describes the principles behind LVM and its basic features
that make it useful under many circumstances. In Section on page |99} learn
how to set up LVM with YaST.

r Warning

Using LVM might be associated with increased risk, such as data loss.
Risks also include application crashes, power failures, and faulty com-
mands. Save your data before implementing LVM or reconfiguring
volumes. Never work without a backup.

Warning |

3.7.1 The Logical Volume Manager

The Logical Volume Manager (LVM) enables flexible distribution of hard disk
space over several file systems. It was developed because sometimes the need

to change the segmentation of hard disk space arises only after the initial parti-
tioning during installation has already been done. Because it is difficult to mod-
ify partitions on a running system, LVM provides a virtual pool (volume group,
VG for short) of memory space from which logical volumes (LVs) can be created
as needed. The operating system accesses these LVs instead of the physical par-
titions. Volume groups can span more than only one disk so that several disks
or parts of them may constitute one single VG. This way, LVM provides a kind
of abstraction from the physical disk space that allows its segmentation to be
changed in a much easier and safer way than physical repartitioning does. Back-
ground information regarding physical partitioning can be found in Section Parti-

tion Types on page[11]and Section on page

Figure 3.3|on the following page compares physical partitioning (left) with LVM
segmentation (right). On the left side, one single disk has been divided into three
physical partitions (PART), each with a mount point (MP) assigned so that the
operating system can access them. On the right side, two disks have been divided
into two and three physical partitions each. Two LVM volume groups (VG 1 and
VG 2) have been defined. VG 1 contains two partitions from DISK 1 and one from
DISK 2. VG 2 contains the remaining two partitions from DISK 2. In LVM, the
physical disk partitions that are incorporated in a volume group are called physi-
cal volumes (PVs). Within the volume groups, four logical volumes (LV 1 through
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DISK DISK 1 DISK 2
PART| PART | PART PART | PART| PART| PART | PART
VG 1 VG2
LV1 Lv2 LVv3 | LV4
MP | MP | MP MP MP MP | MP

LV 4) have been defined, which can be used by the operating system via the as-
sociated mount points. The border between different logical volumes need not be
aligned with any partition border. See the border between LV 1 and LV 2 in this

example.
LVM features:

» Several hard disks or partitions can be combined in a large logical volume.

= Provided the configuration is suitable, an LV (such as /usr ) can be en-

Figure 3.3: Physical Partitioning versus LVM

larged when the free space is exhausted.

= Using LVM, even add hard disks or LVs in a running system. However, this

requires hot-swappable hardware that is capable of such actions.

= [t is possible to activate a "striping mode" that distributes the data stream of
a logical volume over several physical volumes. If these physical volumes
reside on different disks, this can improve the reading and writing perfor-

mance just like RAID 0.

= The snapshot feature enables consistent backups (especially for servers) in

the running system.

With these features, using LVM already makes sense for heavily used home PCs
or small servers. If you have a growing data stock, as in the case of databases,
music archives, or user directories, LVM is just the right thing for you. This
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would allow file systems that are larger than the physical hard disk. Another
advantage of LVM is that up to 256 LVs can be added. However, keep in mind
that working with LVM is different from working with conventional partitions.
Instructions and further information about configuring LVM is available in the
official LVM HOWTO at http://tldp.org/HOWTO/LVM-HOWTO/

Starting from kernel version 2.6, LVM version 2 is available, which is downward-
compatible with the previous LVM and enables the continued management of old
volume groups. When creating new volume groups, decide whether to use the
new format or the downward-compatible version. LVM 2 does not require any
kernel patches. It makes use of the device mapper integrated in kernel 2.6. This
kernel only supports LVM version 2. Therefore, when talking about LVM, this
section always refers to LVM version 2.

3.7.2 LVM Configuration with YaST

The YaST LVM configuration can be reached from the YaST Expert Partitioner
(see Section 2.7.5/on page[68). This professional partitioning tool enables you to
edit and delete existing partitions and create new ones that should be used with
LVM. There, create an LVM partition by first clicking ‘Create’ 0 ‘Do not format’
then selecting ‘Ox8E Linux LVM’ as the partition identifier. After creating all the
partitions to use with LVM, click ‘LVM" to start the LVM configuration.

Creating Volume Groups

If no volume group exists on your system yet, you are prompted to add one (see
Figure [3.4|on the following page). It is possible to create additional groups with
‘Add group’, but usually one single volume group is sufficient. system is sug-
gested as a name for the volume group in which the SUSE LINUX system files are
located. The physical extent size defines the size of a physical block in the vol-
ume group. All the disk space in a volume group is handled in chunks of this
size. This value is normally set to 4 MB and allows for a maximum size of 256

GB for physical and logical volumes. The physical extent size should only be in-
creased, for example, to 8, 16, or 32 MB, if you need logical volumes larger than
256 GB.

Configuring Physical Volumes

Once a volume group has been created, the following dialog lists all partitions
with either the “Linux LVM” or “Linux native” type. No swap or DOS partitions
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Create a Volume Group

Now we have to create a volume group.
Typically you don't have to change anything,
but if you are an expert, feel free to change
our defaults:

Volume Group Name:
system

Physical Extent Size
am

Use Old LVM1 Compatible Metadata Format

Cancel

Figure 3.4: Creating a Volume Group

are shown. If a partition is already assigned to a volume group, the name of the
volume group is shown in the list. Unassigned partitions are indicated with “--".

If there are several volume groups, set the current volume group in the selection
box to the upper left. The buttons in the upper right enable creation of additional
volume groups and deletion of existing volume groups. Only volume groups
that do not have any partitions assigned can be deleted. All partitions that are
assigned to a volume group are also referred to as a physical volumes (PV).

To add a previously unassigned partition to the selected volume group, first click
the partition then ‘Add Volume’. At this point, the name of the volume group is
entered next to the selected partition. Assign all partitions reserved for LVM to

a volume group. Otherwise, the space on the partition remains unused. Before
exiting the dialog, every volume group must be assigned at least one physical
volume. After assigning all physical volumes, click ‘Next” to proceed to the con-
figuration of logical volumes.

Configuring Logical Volumes

After the volume group has been filled with physical volumes, define the logi-
cal volumes the operating system should use in the next dialog. Set the current
volume group in a selection box to the upper left. Next to it, the free space in the
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Add partitions (called A ‘\j) Logical Volume Manager -- Physical Volume Setup
physical volumes) to your
volume group.
Remave group
The volume group forms
the storage posl from Volume Group
which your logical volumes, Size:| 75GB
system |+
like virtual partitions, are
allocated add group
Under normal
circumstances, there is no Device Size Type Velume Group
need to have more than /devisdas 5.0GB LinuxLvM system
one volume group. If you idevisdab 25GB Linux LVM system
need more than ane
wolume group for special
reasons, create them here
Each volume group must
have at least one partition
that belongs to that
wvolume group.
Each physical volume
belongs te axactly one
welume group. Assign all
partitions to use with Linux
LVM to volume groups = Add Volume: Remove Volume
sk

Figure 3.5: Physical Volume Setup

current volume group is shown. The list below contains all logical volumes in
that volume group. All normal Linux partitions to which a mount point is as-
signed, all swap partitions, and all already existing logical volumes are listed
here. ‘Add’, “Edit’, and ‘Remove’ logical volumes as needed until all space in the
volume group has been exhausted. Assign at least one logical volume to each vol-
ume group.

To create a new logical volume, click “Add” and fill out the pop-up that opens. As
for partitioning, enter the size, file system, and mount point. Normally, a file sys-
tem, such as reiserfs or ext2, is created on a logical volume and is then designated
a mount point. The files stored on this logical volume can be found at this mount
point on the installed system. Additionally it is possible to distribute the data
stream in the logical volume among several physical volumes (striping). If these
physical volumes reside on different hard disks, this generally results in a better
reading and writing performance (like RAID 0). However, a striping LV with n
stripes can only be created correctly if the hard disk space required by the LV can
be distributed evenly to n physical volumes. If, for example, only two physical
volumes are available, a logical volume with three stripes is impossible.
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N e ET

Here, create the logical A ‘\j) Logical Volume Manager -- Logical Volumes
volumes used to store your
data.

Logical volumes are usable Vglume Group free
almost everywhere normal e = 75GB
disk partitions can be

used. You can create file
systems on logical volumes Device | Mount | Vel.Grp. |Size Type

as swap or as raw partitions jdevihdas  swap 248.0MB  Linux swap
Tor databzsgs jdevindaé | 2168  Linux native
jdevisdal  swap 10080MB  Linux swap

If there is still unallocated
physical storage in a
volume group and you use
reiserfs as your file
system, extend a logical
volume and the underlying
file system while it is
mounted and in use

The logical volumes need
to be large enough to hold
all the files to install now, %] View all mount points, not just the current volume group

but you do not necessarily
need to allocate all your [+
physical storage now. The [~

Add Edit Remove

Figure 3.6: Logical Volume Management

r Warning
Striping
YaST has no chance at this point to verify the correctness of your en-

tries concerning striping. Any mistake made here is apparent only later
when the LVM is implemented on disk.

Warning .

If you have already configured LVM on your system, the existing logical volumes
can be entered now. Before continuing, assign appropriate mount points to these
logical volumes too. With ‘Next’, return to the YaST Expert Partitioner and finish
your work there.

Direct LVM Management

If you already have configured LVM and only want to change something, there
is an alternative way to do that. In the YaST Control Center, select ‘System’ [
‘LVM'. Basically this dialog allows the same actions as described above with the
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Create Logical Volume

Logical volume name

(e.g. var, opt)
— Format . Size:je.g.,, 4.0GE 210.0 MB)
1.8 GB
Do not format
max = 7.5GB max
®) Format
Stripes
File system
1 -
Reiser -
Options 54 -
Encrypt file system
Fstab Options

Mount Peint

Jusr -
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LCancel

Figure 3.7: Creating Logical Volumes

exception of physical partitioning. It shows the existing physical volumes and
logical volumes in two lists and you can manage your LVM system using the
methods already described.

3.8 Soft RAID Configuration

The purpose of RAID (redundant array of inexpensive disks) is to combine sev-
eral hard disk partitions into one large virtual hard disk to optimize performance,
data security, or both. Using this method, however, one advantage is sacrificed
for another. Most RAID controllers use the SCSI protocol because it can address
a larger number of hard disks in a more effective way than the IDE protocol and
is more suitable for parallel processing of commands. There are some RAID con-
trollers that support IDE or SATA hard disks. Refer to the Hardware Database at
http://cdb.suse.de
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3.8.1 Soft RAID

Like a RAID controller, which can often be quite expensive, soft RAID is also able
to take on these tasks. SUSE LINUX offers the option of combining several hard
disks into one soft RAID system with the help of YaST—a very reasonable alter-
native to hardware RAID. RAID implies several strategies for combining several
hard disks in a RAID system, each of them having different goals, advantages
and characteristics. These variations are commonly known as RAID levels.

Common RAID levels are:

RAID 0 This level improves the performance of your data access by spreading
out blocks of each file across multiple disk drives. Actually, this is not really
a RAID, because it does not provide data backup, but the name RAID 0 for
this type of system has become the norm. With RAID 0, two or more hard
disks are pooled together. The performance is very good, but the RAID sys-
tem is destroyed and your data lost if even one hard disk fails.

RAID 1 This level provides adequate security for your data, because the data
is copied to another hard disk 1:1. This is known as hard disk mirroring. If
a disk is destroyed, a copy of its contents is available on another one. All
of them except one could be damaged without endangering your data.
The writing performance suffers a little in the copying process compared
to when using single disk access (ten to twenty percent slower), but read
access is significantly faster in comparison to any one of the normal phys-
ical hard disks, because the data is duplicated so can be parallel scanned.
Generally it can be said that Level 1 provides nearly twice the read transac-

tion rate of single disks and almost the same write transaction rate as single
disks.

RAID 2 and RAID 3 These are not typical RAID implementations. Level 2
stripes data at the bit level rather than the block level. Level 3 provides
byte-level striping with a dedicated parity disk and cannot service simul-
taneous multiple requests. Both levels are only rarely used.

RAID 4 Level 4 provides block-level striping just like Level 0 combined with
a dedicated parity disk. In the case of a data disk failure, the parity data is
used to create a replacement disk. However, the parity disk may create a
bottleneck for write access. Nevertheless, Level 4 is sometimes used.

RAID 5 RAID 5 is an optimized compromise between Level 0 and Level 1 in
terms of performance and redundancy. The hard disk space equals the
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number of disks used minus one. The data is distributed over the hard
disks as with RAID 0. Parity blocks, created on one of the partitions, are
there for security reasons. They are linked to each other with XOR, enabling
the contents, via XOR, to be reconstructed by the corresponding parity
block in case of system failure. With RAID 5, no more than one hard disk
can fail at the same time. If one hard disk fails, it must be replaced as soon
as possible to avoid the risk of losing data.

Other RAID Levels Several other RAID levels have been developed (RAIDn,
RAID 10, RAID 0+1, RAID 30, RAID 50, etc.), some of them being propri-
etary implementations created by hardware vendors. These levels are not
very widespread, so are not explained here.

3.8.2 Soft RAID Configuration with YaST

The YaST soft RAID configuration can be reached from the YaST Expert Parti-
tioner, described in Section on page |68 This professional partitioning tool
enables you to edit and delete existing partitions and create new ones that should
be used with soft RAID. There, create RAID partitions by first clicking ‘Create’

O ‘Do not format’ then selecting ‘OxFD Linux RAID’ as the partition identifier.
For RAID 0 and RAID 1, at least two partitions are needed—for RAID 1, usually
exactly two and no more. If RAID 5 is used, at least three partitions are required.
It is recommended to take only partitions of the same size. The RAID partitions
should be stored on different hard disks to decrease the risk of losing data if one
is defective (RAID 1 and 5) and to optimize the performance of RAID 0. After cre-
ating all the partitons to use with RAID, click ‘RAID’ 00 ‘Create RAID’ to start the
RAID configuration.

In the next dialog, choose between RAID levels 0, 1, and 5 (see Section on
the facing page for details). After ‘Next’ is clicked, the following dialog lists all
partitions with either the “Linux RAID” or “Linux native” type (see Figure
on the next page). No swap or DOS partitions are shown. If a partition is already
assigned to a RAID volume, the name of the RAID device (e.g., /dev/md0 ) is
shown in the list. Unassigned partitions are indicated with “--".

To add a previously unassigned partition to the selected RAID volume, first click
the partition then ‘Add’. At this point, the name of the RAID device is entered
next to the selected partition. Assign all partitions reserved for RAID. Otherwise,
the space on the partition remains unused. After assigning all partitions, click
‘Next’ to proceed to the settings dialog where you can fine-tune the performance

(see Figure[3.9 on page [107).
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Add partitions to your ‘\j) RAID Wizard Step 2:
RAID. According to the RAID
type, the usable disk size is
the sum of these partitions )
(RAILHT}, the slza < (i Current RAID: /dev/md0 Size:| 256
smallest partition (RAID 1), or
(N-1)*smallest partition (RAID Device Size Type RAID
5). jdevisdas 50GB  LinuxRAID  /dewmdd
jdevisdab 2.5G8  LNUXRAID  /dewimdD
Generally, the partitions
should be on different drives,
t0 get the redundancy and
performance you want
Expert options:
Here, set things like chunk
size to get the best
performance out of your
system. These settings are
used for all partitions of this
RAID,
Add Remove

Figure 3.8: RAID Partitions

As with conventional partitioning, set the file system to use as well as encryption
and the mount point for the RAID volume. Checking ‘Persistent Superblock” en-
sures that the RAID partitions are recognized as such when booting. After com-
pleting the configuration with ‘Finish’, see the /dev/md0 device and others indi-
cated with RAID in the expert partitioner.

3.8.3 Troubleshooting

Check the file /proc/mdstats to find out whether a RAID partition has
been destroyed. In the event of a system failure, shut down your Linux system
and replace the defective hard disk with a new one partitioned the same way.
Then restart your system and enter the command mdadm /dev/mdX --add
/dev/sdX . Replace "X’ with your particular device identifiers. This integrates
the hard disk automatically into the RAID system and fully reconstructs it.
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chunk size: (%) RAID Wizard Step 3:
It is the smallest "atomic"
mass of data that can be
written to the devices. A

reasonable chunk size for
RAID 5 is 128KB. For RAID 0,
32 KB is 2 good starting peint, raid_1 -
For RAID 1, the chunk size
does not affect the array very
much,

Format.

Chunk sjze in KB

Do not format a
parity algerithm:

The parity algorithm to use ® Format
with RAIDS. Left.symmetric is -
the one that offers maximum
performance on typical disks Reiser
with rotating platters.

File system
left-asymmetric =

Options
Persistent superblock: 3] Persistent superblock
The persistent superblock is
mandatory if you want
autodetection of your RAID
devices at system boot. It also

Encryptfile system

Fstab Options

adds rescue options. The only Mount Point
known reason to disable it is
for compatibility with older
RAID software

Jusr -

Back

Figure 3.9: File System Settings

3.8.4 For More Information

Configuration instructions and more details for soft RAID can be found in the
HOWTOs at:

» /usr/share/doc/packages/raidtools/Software-RAID.HOWTO.
html

= http://en.tldp.org/HOWTO/Software-RAID-HOWTO.html

Linux RAID mailing lists are also available, such as http://www.mail-
archive.com/linux-raid@vger.rutgers.edu
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Updating the System and
Package Management

SUSE LINUX provides the option of updating an existing system without com-
pletely reinstalling it. There are two types of updates: updating individual software
packages and updating the entire system. Packages can also be installed by hand us-
ing the package manager RPM.

41  Updating SUSELINUX] . . . ... ............. 110
4.2 Software Changes from Version to Version| . . . . . . . . 112

4.3 RPM—the Package Manager| . . . . ... ......... 127
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4.1 Updating SUSE LINUX

Software tends to “grow” from version to version. Therefore, take a look at the
available partition space with df before updating. If you suspect you are running
short of disk space, secure your data before updating and repartition your sys-
tem. There is no general rule of thumb regarding how much space each partition
should have. Space requirements depend on your particular partitioning profile,
the software selected, and the version numbers of SUSE LINUX.

4.1.1 Preparations

Before updating, copy the old configuration files to a separate medium, such as
streamer, removable hard disk, or ZIP drive, to secure the data. This primarily
applies to files stored in /etc as well as some of the directories and files in /var
and /opt . You may also want to write the user data in /home (the HOMElirec-
tories) to a backup medium. Back up this data as root . Only root has read per-
mission for all local files.

Before starting your update, make note of the root partition. The command df /
lists the device name of the root partition. In Example 4.1/ on the current page, the
root partition to write down is /dev/hda2  (mounted as /).

Example 4.1: List with df -h

Filesystem Size Used Avail Use% Mounted on
/dev/hdal 19G 189M 1.7G 10% /dos
/dev/hda2 89G 7.1G 14G 84% [/
/dev/hda5 9.5G 8.3G 829M 92% /home

4.1.2 Possible Problems

Checking passwd and group in /etc

Before updating the system, make sure /etc/passwd  and /etc/group do not
contain any syntax errors. For this purpose, start the verification utilities pwck
and grpck asroot and eliminate any reported errors.
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PostgreSQL

Before updating PostgreSQL (postgres ), dump the databases. See the manual
page of pg_dump. This is only necessary if you actually used PostgreSQL prior to
your update.

4.1.3 Updating with YaST

Following the preparation procedure outlined in Section[¢.1.1)on the facing page,
you can now update your system:

1. Boot the system as for the installation, described in Section [1.Tjon page[d In
YaST, choose a language and select ‘Update Existing System’. Do not select
‘New Installation’.

2. YaST determines whether there are multiple root partitions. If there is only
one, continue with the next step. If there are several, select the right parti-
tion and confirm with ‘Next’ (/dev/hda2 was selected in the example in
Section [£.1.T]on the facing page). YaST reads the old fstab on this partition
to analyze and mount the file systems listed there.

3. Then you have the possibility to make a backup copy of the system files
during the update. This option slows down the update process. Use this
option if you do not have a recent system backup.

4. In the following dialog, either choose to update only the software that is al-
ready installed or to add new software components to the system (upgrade
mode). It is advisable to accept the suggested composition, for example,
‘Default System’. Adjustments can be made later with YaST.

4.1.4 Updating Individual Packages

Regardless of your overall updated environment, you can always update in-
dividual packages. From this point on, however, it is your responsibility to en-
sure that your system remains consistent. Update advice can be found at http:
/lwww.novell.com/linux/download/updates/

Select components from the YaST package selection list according to your needs.
If you select a package essential for the overall operation of the system, YaST is-
sues a warning. Such packages should be updated only in the update mode. For
example, many packages contain shared libraries. If you update these programs
and applications in the running system, things might malfunction.
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4.2 Software Changes from Version to
Version

The individual aspects changed from version to version are outlined in the
following in detail. This summary indicates, for example, whether basic set-
tings have been completely reconfigured, whether configuration files have been
moved to other places, or whether common applications have been significantly
changed. Significant modifications that affect the daily use of the system at either
the user level or the administrator level are mentioned here.

Problems and special issues of the respective versions are published online

as they are identified. See the links listed below. Important updates of indi-
vidual packages can be accessed at http://www.novell.com/products/
linuxprofessional/downloads/ using the YaST Online Update (YOU)—see

Section [2.2.3|on page [A5]

42.1 From8.1108.2

Problems and Special Issues: http://portal.suse.com/sdb/en/2003/04/
bugs82.html

= 3D support for nVidia-based graphics cards (changes): The RPM NVIDIA_-
GLX/NVIDIA_kernel  (including the script switch2nvidia_glIx )isno
longer included. Download the nVidia installer for Linux [A32 from the
nVidia Web site (http://www.nvidia.com ), install the driver with this
installer, and use SaX2 or YaST to activate 3D support.

= During a new installation, xinetd is installed instead of inetd and config-
ured with secure values. See the directory /etc/xinetd.d . However, dur-
ing a system update, inetd is retained.

= The PostgreSQL version is 7.3. When switching from version 7.2.x, perform
a dump/restore with pg_dump. If your application queries the system cata-
logs, additional adaptions are necessary, because schemas were introduced
in version 7.3. For more information, see http://www.ca.postgresq|l.
org/docs/momijian/upgrade_tips_7.3

= Version 4 of stunnel no longer supports any command-line options. How-
ever, the enclosed script /usr/sbin/stunnel3_wrapper can convert
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the command-line options into a configuration file that is suitable for stun-
nel and use it when the program is started (replace OPTIONSwith your op-
tions):

Jusr/sbin/stunnel3_wrapper stunnel OPTIONS

The generated configuration file will be printed to the default output, en-
abling the use of these specifications for generating a permanent configura-
tion file.

= openjade (openjade ) is the DSSSL engine currently used instead of jade
(jade_dsl ) when db2x.sh (docbook-toys ) is run. For compatibility rea-
sons, the individual programs are also available without the prefix 0.

If your own applications depend on the directory jade_dsl and the files
previously installed there, adapt them to the new directory /usr/share/
sgml/openjade  or create a link as root with:

cd /usr/share/sgml
rm jade_dsl
In -s openjade jade_dsl

To avoid a conflict with rzsz , the command-line tool sx continues to be
called s2x , sgml2xml , or 0sXx .

4.2.2 From 8.2t09.0

Problems and Special Issues: http://portal.suse.com/sdb/en/2003/07/
bugs90.html

= Version 4 of the RPM package manager is now available. The functionality
for building packages has been shifted to the separate program rpmbuild
rpm continues to be used for the installation, updates, and database queries.

See Section [£.3on page [127]

= The package foomatic-filters is now available for printing. The con-
tent was split from cups-drivers , because it can be used for printing
even if CUPS is not installed. In this way, YaST supports configurations that
are independent of the print system (CUPS, LPRng). The configuration file
for this package is /etc/foomatic/filter.conf .
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= The XML resources of the enclosed software packages can be accessed by
means of the entries in /etc/xml/suse-catalog.xml . This file should
not be edited with xmlcatalog , because this would result in the deletion
of structural comments required for correct updates. /etc/xml/suse-
catalog.xml is accessed by means of a nextCatalog  statement in
/etc/xml/catalog , enabling XML tools like xmllint  or xsltproc  to
find the local resources automatically.

4.2.3 From 9.0to0 9.1

Refer to the article “Known Problems and Special Features in SUSE LINUX 9.1”
in the SUSE Support Database at http://portal.suse.com under the key-
word special features. These articles are published for every SUSE LINUX version.

Upgrading to Kernel 2.6

SUSE LINUX is now based entirely on kernel 2.6. The predecessor version 2.4
cannot be used any longer, because the enclosed applications do not work with
kernel 2.4. Note the following details:

= The loading of modules is configured by means of the file /etc/
modprobe.conf . The file /etc/modules.conf is obsolete. YaST tries
to convert the file (also see script /shin/generate-modprobe.conf )-

Modules have the suffix .ko .

The module ide-scsi  is no longer needed for burning CDs.

The prefix snd_ has been removed from the ALSA sound module options.
= sysfs now complements the /proc file system.

= Power management (especially ACPI) has been improved and can be con-
figured by means of a YaST module.

Mounting VFAT Partitions

When mounting VFAT partitions, the parameter code must be changed to
codepage . If you have difficulties mounting a VFAT partition, check if the file
letc/fstab contains the old parameter name.
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Standby and Suspend with ACPI

The kernel 2.6 supports standby and suspend with ACPI. This function is still in
an experimental stage and may not be supported by some hardware components.
To use this function, you need the powersave package. Information about this
package is available in /usr/share/doc/packages/powersave . A graphical
front-end is available in the kpowersave package.

Input Devices

Regarding the changes in connection with the input devices, refer to the above-
mentioned Portal article “Known Problems and Special Features in SUSE LINUX
9.1” in the Support Database at http://portal.suse.com under the keyword
special features.

Native POSIX Thread Library and glibc 2.3.x

Applications linked against NGPT (Next Generation POSIX Threading) do not
work with glibc 2.3.x. All affected applications that are not shipped with SUSE
LINUX must be compiled with linuxthreads or with NPTL (Native POSIX Thread
Library). NPTL is preferred, because this is the standard for the future.

If NPTL causes difficulties, the older linuxthreads implementation can be used
by setting the following environment variable (replace (kernel-version) with the
version number of the respective kernel):

LD_ASSUME_KERNEL=kernel-version
The following version numbers are possible:

2.2.5 (i386, 1586): linuxthreads without floating stacks
2.4.1 (AMD6é4, i586, i686): linuxthread with floating stacks

Notes regarding the kernel and linuxthreads with floating stacks: Applications
using errno , h_errno , and _res must include the header files (errno.h
netdb.h ,andresolv.h ) with#include .For C++ programs with multithread
support that use thread cancellation, the environment variable LD_ASSUME_-
KERNEL=2.4.1 must be used to prompt the use of the linuxthreads library.
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Adaptions for Native POSIX Thread Library

NPTL is included in SUSE LINUX 9.1 as the thread package. NPTL is binary-
compatible with the older linuxthreads library. However, areas in which linux-
threads violates the POSIX standard require NPTL adaptions. This includes the
following: signal handling, getpid returning the same value in all threads, and
thread handlers registered with pthread_atfork not working if vfork is used.

Network Interface Configuration

The configuration of the network interface has changed. Formerly, the hardware
was initialized following the configuration of a nonexistent interface. Now, the
system searches for new hardware and initializes it immediately, enabling the
configuration of the new network interface.

New names have been introduced for the configuration files. Because the name
of a network interface is generated dynamically and the use of hotplug devices
is increasing steadily, a name like ethO or ethl is no longer suitable for config-
uration purposes. For this reason, unique designations, like the MAC address or
the PCI slot, are used for naming interface configurations. You can use interface
names as soon as they appear. Commands like ifup ethO  orifdown ethO are
still possible.

The device configurations are located in /etc/sysconfig/hardware . The in-
terfaces provided by these devices are usually located in /etc/sysconfig/

network (with different names). See the detailed description in /usr/share/
doc/packages/sysconfig/ README

Sound Configuration

Following an update, the sound cards must be reconfigured. This can be done
with the YaST sound module. As root , enter yast2 sound

Top-Level Domain .local as link-local Domain

The resolver library treats the top-level domain .local  as “link-local” domain
and sends multicast DNS queries to the multicast address 224.0.0.251 , port
5353, instead of normal DNS queries. This is an incompatible change. If the
domain .local is already used in the name server configuration, use a dif-
ferent domain name. For more information about multicast DNS, see http:
/lIwww.multicastdns.org
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Systemwide UTF-8 Encoding

The default encoding for the system is UTF-8. Thus, when performing a stan-
dard installation, a locale is set with UTF-8 encoding, such as en_US.UTF-8 .
For more information, see http://www.suse.de/~mfabian/suse-cjk/
locales.html

Converting Filenames to UTF-8

Files in previously created file systems do not use UTF-8 encoding for the file-
names (unless specified otherwise). If these files names contain non-ASCII char-
acters, they will be garbled. To correct this, use the convmv script, which converts
the encoding of filenames to UTF-8.

Shell Tools Compatible with POSIX Standard of 2001

In the default setting, shell tools from the coreutils ~ package (tail , chown,
head, sort , etc.) no longer comply with the POSIX standard of 1992 but with the
POSIX standard of 2001 (Single UNIX Specification, version 3 == IEEE Std 1003.1-
2001 == ISO/IEC 9945:2002). The old behavior can be forced with an environment
variable:

_POSIX2_VERSION=199209

The new value is 200112 and is used as the default for _POSIX2_VERSION The
SUS standard can be reviewed (free of charge, but registration is required) at
http://www.unix.org

Table 4.1: Comparison POSIX 1992 vs. POSIX 2001

POSIX 1992 | POSIX 2001
chown tux.users chown tux:users
tail +3 tail -n 3

head -1 head -n 1

sort +3 sort -k 4

nice -10 nice -n 10

split -10 split -I 10
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Tip
Third-party software may not yet comply with the new standard. In
this case, set the environment variable as described above.

Tip

/etc/gshadow Obsolete

letc/gshadow  has been abandoned and removed, because this file is superflu-
ous for the following reasons:

= [t is not supported by glibc.

= There is no official interface for this file. Even the shadow suite does not
contain such an interface.

= Most tools that check the group password do not support the file and ig-
nore it for the said reasons.

OpenLDAP

Because the database format has changed, the databases must be regenerated.
During the update, the system attempts to perform this conversion automatically.
However, there will certainly be cases in which the conversion fails.

The schema check has undergone substantial improvement. Therefore, a number
of standard-noncompliant operations that were possible with the former LDAP
server are no longer possible.

The syntax of the configuration file has partly changed with a view to ACLs. Fol-
lowing the installation, information regarding the update is available in the file
/usr/share/doc/packages/openldap2/README.update

Apache 1.3 Replaced with Apache 2

The Apache Web server (version 1.3) has been replaced with Apache 2. Detailed
documentation for version 2.0 is available at the Web page http://httpd.
apache.org/docs-2.0/en/ . On a system with an HTTP server installation,
an update removes the Apache package and installs Apache 2. Subsequently,
the system must be adapted with YaST or manually. The configuration files in
/etc/httpd are now located in /etc/apache?2
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Either threads or processes can be selected for handling multiple concur-

rent queries. The process management has been moved to an independent
module, the multiprocessing module (MPM). Accordingly, Apache 2 needs

either the apache2-prefork package (recommended for stability) or the
apache2-worker  package. Depending on the MPM, Apache 2 reacts differently
to queries. This affects the performance as well as the use of modules. These char-
acteristics are discussed in detail in Section [30.4) on page f97]

Apache 2 now supports the next-generation Internet protocol IPv6.

A mechanism has been implemented that enables module programmers to spec-
ify the desired loading sequence of the modules, relieving users of this task. The
sequence in which modules are executed is often important and used to be deter-
mined by means of the loading sequence. For instance, a module that only gives
authenticated users access to certain resources must be loaded first to prevent
users without access permissions from seeing the pages.

Queries to and responses from Apache can be processed with filters.

From Samba 2.x to Samba 3.x

Following the update from Samba 2.x to Samba 3.x, winbind authentication is
no longer available. The other authentication methods can still be used. For this
reason, the following programs have been removed:

/usr/sbin/wb_auth
usr/sbin/wb_ntimauth
Jusr/sbin/wb_info_group.pl

See also http://www.squid-cache.org/Doc/FAQ/FAQ-23.html#ss23.5

OpenSSH Update (Version 3.8p1)

gssapi support has been replaced with gssapi-with-mic to prevent poten-
tial MITM attacks. These two versions are not compatible. This means that you
cannot authenticate with Kerberos tickets from older distributions, because other
authentication methods are used.

SSH and Terminal Applications

When establishing a connection from a remote host (especially via SSH, telnet,
and RSH) between version 9 (standard configuration with activated UTF-8) and
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older systems (SUSE LINUX 9.0 and earlier versions in which UTF-8 is not ac-
tivated by default or not supported), terminal applications may display faulty
characters.

This is because OpenSSH does not forward local settings. Therefore, the default
system settings that may not match the remote terminal settings are used. This af-
fects YaST in text mode and applications executed from a remote host as a normal
user (not root ). The applications started by root are only affected if the user
changes the standard locales for root (only LC_CTYPEis set by default).

libiodbc Discarded

Users of FreeRADIUS must now link against unixODBC, because libiodbc has
been discarded.

XML Resources in /usr/share/xml

FHS (see Section [A|on page now requires XML resources (DTDs, stylesheets,
etc.) to be installed in /usr/share/xml . Therefore, some directories are no
longer available in /usr/share/sgml . If you encounter problems, modify your
scripts and makefiles or use the official catalogs (especially /etc/xml/catalog

or /etc/sgml/catalog ).

Removable Media with subfs

Removable media are now integrated with subfs. Media no longer need to be
mounted manually with mount . To mount the medium, simply change to the re-
spective device directory in /media . Media cannot be ejected as long as they are
accessed by a program.

424 From9.1109.2

Refer to the article “Known Problems and Special Features in SUSE LINUX 9.2”
in the SUSE Support Database at http://portal.suse.com under the key-
word special features.

Activation of the Firewall in the Proposal Dialog during the Installation

To increase the security, the enclosed firewall solution SuSEFirewall? is activated
at the end of the installation in the proposal dialog. This means that all ports are
closed initially and can be opened in the proposal dialog if necessary. By default,
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you cannot log in from remote systems. It also interferes with network browsing
and multicast applications, such as SLP, Samba ("Network Neighborhood"), and
some games. You can fine-tune the firewall settings using YaST.

If network access is required during the installation or configuration of a service,
the respective YaST module opens the needed TCP and UDP ports of all internal
and external interfaces. If this is not desired, the user can close the ports in the
YaST module or specify other detailed firewall settings.

Table 4.2: Ports Used by Important Services

Service Ports

HTTP server  Firewall is set up according to the “list” statements (TCP
only)

Mail (postfix) smtp 25/TCP

Samba server

netbios-ns 137/ TCP; netbios-dgm 138/ TCP; netbios-ssn
139 /TCP; microsoft-ds 445/ TCP

DHCP server bootpc 68/TCP

DNS server domain 53/TCP; domain 53/UDP

DNS server Plus special support for port mapper in SuSEFirewall2
Port mapper  sunrpc 111/TCP; sunrpc 111/UDP

NFS server nfs 2049 /TCP

NFS server Plus port mapper

NIS server Activates portmap

TFTP tftp 69/TCP

CUPS (IPP) ipp 631/TCP; ipp 631/UDP

KDE and IPvé Support

By default, IPv6 support is not enabled for KDE. You can enable it using the
letc/sysconfig editor of YaST. The reason for disabling this feature is that
IPv6 addresses are not properly supported by all Internet service providers and,
as a consequence, this would lead to error messages while browsing the Web and
delays while displaying Web pages.
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YaST Online Update and "Delta Packages”

The YaST Online Update now supports a special kind of RPM package that only
stores the binary difference from a given base package. This technique signifi-
cantly reduces the package size and download time at the expense of higher CPU
load for reassembling the final package. In /etc/sysconfig/onlineupdate ,
configure whether YOU should use these "delta packages." See /usr/share/
doc/packages/deltarpm/README for technical details.

Print System Configuration

At the end of the installation (proposal dialog), the ports needed for the print
system must be open in the firewall configuration. Port 631/TCP and port
631/UDP are needed for CUPS and should not be closed for normal operation.
Port 515/TCP (for the old LPD protocol) and the ports used by Samba must also
be open for printing via LPD or SMB.

Change to X.Org

The change from XFree86 to X.Org is facilitated by compatibility links that enable
access to important files and commands with the old names.

Table 4.3: Commands

XFree86 X.Org
XFree86 Xorg
xf86config xorgconfig
xf86¢fg xorgcfg

Table 4.4: Log Files in /var/log

XFree86 X.Org
XFree86.0.log Xorg.0.log
XFree86.0.log.old Xorg.0.log.old

In the course of the change to X.Org, the packages were renamed from XFree86*
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to xorg-x11*

Terminal Emulators for X11

We have removed a number of terminal emulators because they are either no

longer maintained or do not work in the default environment, especially by not

supporting UTF-8. SUSE LINUX offers standard terminals, such as xterm, the
KDE and GNOME terminals, and mlterm (Multilingual Terminal Emulator for
X), which might be a replacement for aterm and eterm.

Changes in the powersave Package
The configuration files in /etc/sysconfig/powersave have changed:

Table 4.5: Split Configuration Files in /etc/sysconfig/powersave

Old Now split into
/etc/sysconfig/powersave/common  common
cpufreq
events
battery
sleep
thermal
letc/powersave.conf has become obsolete. Existing variables have been
moved to the files listed in Table 4.5{on the current page. If 