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About This Guide

This guide describes how to access and use Novell® Remote Manager on a host that is running the
Linux operating system. This guide includes the following information:

* “Overview of Novell Remote Manager for Linux” on page 11

* “What's New” on page 15

» “Coexistence and Migration” on page 17

* “Accessing Novell Remote Manager for Linux” on page 19

* “Changing the Configuration” on page 25

» “Diagnosing Problems” on page 31

* “Viewing File Systems” on page 35

* “Managing Linux” on page 49

+ “Managing Hardware” on page 57

* “Using Group Operations” on page 63

» “Tasks Quick Reference” on page 77

» “Security Considerations” on page 81

* “HTTPSTKD Configuration File Options” on page 85

» “Novell Remote Manager Packages” on page 91

» “Documentation Updates” on page 93

Audience

This guide is intended for network administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Novell Remote Manager Administration Guide for Linux, visit the
Open Enterprise Server online documentation Web site (http://www.novell.com/documentation/oes/
index.html?page=/documentation/oes/remotemgr_Ix/data/front.html#bktitle).


http://www.novell.com/documentation/oes/index.html?page=/documentation/oes/remotemgr_lx/data/front.html#bktitle

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™, etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX*, should use forward slashes as required by your software.

10 Novell Remote Manager Administration Guide for Linux for OES



Overview of Novell Remote
Manager for Linux

Novell® Remote Manager for Linux is a browser-based utility that you can use to manage one or
more Linux servers from a remote location.

You can use Novell Remote Manager to monitor your server’s health, change the configuration of
your server, or perform diagnostic and debugging tasks.

The advantages of using Novell Remote Manager for server management are that:

* It does not require a special client.

* It provides a graphical interface that makes interpreting diagnostic information much more
comprehensive and easier to manage.

+ It provides added functionality that is not available in the other management utilities.
This section explains the following:

» Section 1.1, “Benefits of Using Novell Remote Manager,” on page 11
» Section 1.2, “Other Management Utilities,” on page 12
» Section 1.3, “What's Next,” on page 12

1.1 Benefits of Using Novell Remote Manager

Organizations usually don’t have a technician physically located at the server when it needs
attention. Servers are frequently placed in remote or distributed locations and, in the case of service
providers, at many different companies. The ability to centrally monitor, diagnose, and repair (or
preventively avoid) server problems is a significant advantage. It is also a major benefit to be able to
provide technical service from any location—any point in the world—across the Internet.

Novell Remote Manager provides IT staff and service providers the ability to monitor and control a
complete selection of server controls and functions through a standard Web browser.

The management power and flexibility now available simplifies network administration and allows
fewer staff to effectively manage more resources. Novell Remote Manager lets you do the
following:

* Securely access and manage a Linux server from any location. With proper login credentials
and Internet access, administrators can control servers from any location.

» Group servers for collective management, allowing you to manage multiple servers through the
same interface and application.

* Quickly locate and assess problems. An intuitive graphical user interface provides a control
dashboard with indicators for server health and status.

* Manage servers comprehensively. Novell Remote Manager provides control for viewing or
managing Linux servers, directories, processes, and hardware.

Overview of Novell Remote Manager for Linux
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While using Novell Remote Manager, you can perform the following major tasks:

* Monitor and manage your server’s health
* Monitor the health status of one or more servers
* Build a group of servers and items to be monitored together
* Access server and configuration logs
» Configure your server
* View information about all hardware adapters, hardware resources, and processor data
 Upload and replace files
* Monitor memory resources
* Access files
* Shut down or reset a server
* Troubleshoot server problems
* Find high memory users

* Monitor server processes

1.2 Other Management Utilities

Novell Remote Manager does not replace the need for other management utilities that are available
in Open Enterprise Server. For an understanding of which utilities are best used for the task you
need to perform, see “OES Ultilities and Tools” in the Novell OES SP2 Planning and
Implementation Guide.

1.3 What's Next

Now that you have learned some of the benefits of using Novell Remote Manager, use the
information in Table 1-1 to help you access and use it.

Table 1-1 Information About Novell Remote Manager

For Information About See
Accessing and understanding the layout of “Accessing Novell Remote Manager for Linux” on
Novell Remote Manager page 19

Determining whether Novell Remote Manager  “Coexistence and Migration” on page 17
for Linux is compatible with other operating
systems and how it fits in your current network

Changing the configuration of Novell Remote “Changing the Configuration” on page 25
Manager
Using Novell Remote Manager to monitor and + “Diagnosing Problems” on page 31

manage your Linux servers * “Viewing File Systems” on page 35

* “Managing Linux” on page 49
* “Managing Hardware” on page 57

» “Using Group Operations” on page 63

12 Novell Remote Manager Administration Guide for Linux for OES



For Information About See

Learning about things to consider for setting up  “Security Considerations” on page 81
your system in a secure environment.

Learning about updates to this document “Documentation Updates” on page 93

Overview of Novell Remote Manager for Linux 13
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What's New

This section includes the features that were updated in Novell® Remote Manager (NRM) since its
release in Open Enterprise Server.

2.1 OES SP2 Release

The following new features are available in Novell Remote Manager on OES Linux in OES SP2:

Area of Service  Functionality For More Information
View File On the home page, you can view the percent “Viewing Mounted Devices and
System (Home) of free space available on each mounted Performing Actions on Them” on

physical devices or external file systems that page 35.
have actual disk space. Available disk space
on virtual file systems is not shown.

You can also view the details of the file
system on the Information Page for each
mounted system on the device. The Unmount
button was moved to this page.

View File The General File Inventory link in this section “Inventorying Directories or NCP
System provides a page where you can get an Volumes” on page 41.

inventory of all the files from the root directory

or browse to a specific subdirectory and

generate a file inventory of all the files in the

selected subdirectory.

This same functionality is available by clicking
the Inventory link when browsing the file
system from the View File System link.

The Volume Inventory link in this section
provide a list of all NCP™ mounted volumes.
When you click the volume name link from
this page, an inventory report of all the files
from the root of that volume is generated.

From these generated reports, you can also
perform actions on the files or directories
such as moving, copying, deleting, and
renaming.

This feature has not been extensively tested.
Your feedback is welcomed.

What's New
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Area of Service  Functionality

For More Information

Use Group If you want to scan the network for specific

Operation services, access the Network Discovery page
and specify the host and ports that should be
scanned for. After discovering the items on
the network, you can click the item and add it
to the current group for future monitoring.

Using this feature can help you to quickly
gather the information you need to create
monitoring groups.

“Discovering Items on the Network to
Monitor” on page 73.

2.2 OES SP1 Release

The following new features are available in Novell Remote Manager on OES Linux in OES SP1:

Area of Service  Functionality

For More Information, see

Configure Added configuration options for controlling
which users can log in to Novell Remote
Manager and specifying which languages the
browser supports for Novell Remote
Manager.

» “Accessing and Editing the
HTTPSTKD Configuration File”
on page 26

* “HTTPSTKD Configuration File
Options” on page 85.

View File Left navigation frame includes collapsible

System (Home) categories that are remembered for the next
time you log in. This lets you display the
Novell Remote Manager features that you use
most often and hide the ones that you don't.

“Navigation Frame” on page 23

Diagnose, CPU usage process information is now
Health Monitor  reporting the correct information.

“Diagnosing Problems” on page 31

Access Network services now has a selection for
installing the Novell Remote Manager
services. This lets you install Novell Remote
Manager after the server installation and
performs the proper configuration steps that
weren't performed if you installed the
packages separately.

“Post-Installing Novell Remote
Manager” on page 21

Manage Linux, If VNC services are configured on the server,

VNC Consoles you can access the VNC console screens by
clicking the VNC Consoles link under the
Manage Linux heading in the navigation
frame. Then click the 1024 X 728 button on
the VNC Console Screens page.

“Accessing VNC Consoles” on
page 49

16 Novell Remote Manager Administration Guide for Linux for OES



Coexistence and Migration

This section contains information about the following:

» Section 3.1, “Coexistence,” on page 17

» Section 3.2, “Migration,” on page 17

3.1 Coexistence

This section provides information regarding the compatibility and coexistence of Novell® Remote
Manager for Linux with existing networks containing NetWare® or Linux platforms.

3.1.1 Compatibility

When you create a group, you can get server health status from a NetWare server running NetWare
6.0 or later or from a Linux server running Novell Open Enterprise Server (OES).

You can access the Novell Remote Manager on Linux only on servers with OES services installed.
See “System Requirements” on page 19.

3.1.2 Coexistence Issues

Monitoring on Linux servers that are not running the owcimomd module can report only an Up/
Down status.

3.2 Migration

Novell Remote Manager for Linux is a new service in Novell Open Enterprise Server.

Coexistence and Migration
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Accessing Novell Remote
Manager for Linux

This section includes information about the following:

» Section 4.1, “System Requirements,” on page 19

» Section 4.2, “Accessing Novell Remote Manager,” on page 19

» Section 4.3, “Starting or Stopping Httpstkd,” on page 21

» Section 4.4, “Post-Installing Novell Remote Manager,” on page 21

» Section 4.5, “Understanding the Layout of Novell Remote Manager,” on page 22
» Section 4.6, “Accessing Online Help,” on page 23

» Section 4.7, “Accessing Novell Web Pages,” on page 24

4.1 System Requirements

U Mozilla* Firefox* 1.0, Microsoft* Internet Explorer 6 or later, Mozilla 1.7 (SLES 9 SP1 and
Linux Professional 9.2), KDE 3.2 Konqueror (limited functionality), or Safari* 1.2 (limited
functionality)

U The HTTPSTKD module loaded and running on the server. This module is installed and
configured with a default configuration when you install any component of the default Open
Enterprise Server software selection on Linux or any of following software selections:

« Novell iFolder®

* Novell iPrint

* Novell QuickFinder™
* Novell Virtual Office

For details, see “Novell Remote Manager Packages™ on page 91.

4.2 Accessing Novell Remote Manager

1 Open a Web browser.

2 Point the browser to the URL of the server you want to manage by entering the following in the
Address (URL) field:

http://server’s _TCP/ | P_address: 8008
For example:
http://172.16.123.11:8008

If you have Domain Name Services (DNS) installed on your network for server name-to-1P
address resolution, you can also enter the server’s DNS name instead of the IP address.

3 Accept the SSL certificate.

You need to have SSL 2.0 and SSL 3.0 (where available) enabled in your browser. Otherwise,
the browser displays an error indicating that the page cannot be displayed.

Accessing Novell Remote Manager for Linux
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4 When the login dialog box appears, provide the required information.

Log in as user Root, a local Linux user, or as an eDirectory™ user that is Linux User
Management enabled.

If you have Linux User Management enabled in your tree and have it installed and configured
on the local server, you can log in to Novell Remote Manager using your eDirectory
credentials. For instructions on enabling Linux, see the Novell Linux User Management
Technology Guide.

If you log in as a local Linux user or as a non-Admin eDirectory user, you can see only the
information that the user you log in as has rights to view.

Two specific things to remember when logging in as an eDirectory user to Novell Remote
Manager:

* For users to log in as user Admin or equivalent, the Admin user must either be associated
to the group that has the Supervisor right for the Entry Rights property for the UNIX
Workstation object or have the Supervisor right for the Entry Rights to the NCP™ object
that represents the Linux server in the eDirectory tree.

IMPORTANT: eDirectory users that have the Supervisor right to one of these objects
have rights equivalent to Root on the Linux server.

If eDirectory and LUM are installed on the local server, the eDirectory user Admin can
log in to Novell Remote Manager using its fully distinguished name (admin.context)
because this user is enabled for Linux User Management by default in this case.

* For non-Admin users to log in using eDirectory credentials, they must be users enabled for
Linux User Management.

Users that are enabled for Linux User Management have a Linux Profile tab on their
Modify User page in iManager and an eDirectory object that is associated with the UNIX
Workstation object that represents the Linux server.

You can use iManager or the LUM command line utility namuseradd to enable users for
Linux User Management. For instructions, see “Overview” in the Novell Linux User
Management Technology Guide.

After logging in, your session for Novell Remote Manager remains open until you close all your
browser windows at that workstation.

20 Novell Remote Manager Administration Guide for Linux for OES



4.3 Starting or Stopping Httpstkd

When you install Open Enterprise Server (OES) on Linux, Novell Remote Manager is installed and
started by default.

A script for starting and stopping the Novell Remote Manager/Linux components is in/ et ¢/
i nit.d/ novell-httpstkd. Enter the following commands at a console shell prompt to
perform the desired action:

Table 4-1 Commands for Starting, Stopping, or Checking the Status of Novell Remote Manager

Task Command
To see whether the module is running rcnovel | - httpstkd status
or

/etc/init.d/ novell-httpstkd status

To start HTTPSTKD rcnovel | -httpstkd status
or

/etc/init.d/ novell-httpstkd status

To stop HTTPSTKD rcnovel | - httpstkd stop
or

/etc/init.d/ novell-httpstkd stop

4.4 Post-Installing Novell Remote Manager

If you selected Minimum System, Minimum Graphical System, Full, or Default when you installed
OES Linux, you can do the following to post-install only Novell Remote Manager:

1 Open YaST.
2 Click Network Services > Novell Remote Manager-.

If you have only Novell Remote Manager installed, then you can log in to Novell Remote Manager
only as user Root or a local Linux user.

If you log in as a local Linux user, you can see only the information that the user you log in as has
rights to view.

If you want to install Novell Remote Manager and ensure that eDirectory and Linux User
Management are configured correctly, you can do the following:

1 In the YaST control center, click Network Services and then click any OES product
components such as eDirectory, NCP server, iFolder, or Health Monitoring.

This post-installs and configures eDirectory and installs novel | - nr mand other required
RPM files.

2 In the YaST control center, click Security and Users > Linux User Management.

This post-installs and configures Linux User Management.

Accessing Novell Remote Manager for Linux
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4.5 Understanding the Layout of Novell Remote
Manager

The Web pages for Novell Remote Manager have three main frames: the header frame (top), the
navigation frame (left), and the main content frame (right). They also contain the Overall Health
Indicator and online help.

Figure 4-1 Layout of Novell Remote Manager

Access Health Header

Overall :

server ) Monitor page frame Operating system .

health Login Exit Access Configuration information and ~ Online

status identity Home Options page server up time help
Novells Remot -\ [f"'_”’_ I_ _

Idi|ntity: {.admin.novell}, User: {root} f@ — |
............... (Linux 2.6.5-7.191-default 686, SUSE LINUX Enterprise Server 9 (i586) - Up Time: 3:00:4:58) |
¥ Diagnose File System Management
B View File System
T y— File Systems
Wiew Partition Information
General File Inventary Mounted Device Mount Location
Wolume Inventory .:D rootfs £ [88% free)
ElManage Linux fdev/root i
WHC Conzaoles proc /proc
Wiew Kernel odules sysfs 565
Wiew Memory Information 4 N fdavint
Dowen / Restart BvpLs £dev/pis —
Wiew Package Infarmation trpfs Adev/shm
] Wigw Process Information Fdevw/dvd Smediaf dvd
ElManage Hardware Fdev/ fdo fmediaf flo
Wiew Processors usbfs fprocidbus/ush
Interrupt Information (1) AP/ .CORE_OS.DEV.NOVELL fmntf code [18% free)
LD ety i (@) AP/ CORE_OS . DEV.NOVELL fmntfusers  [69% fres)
19 Port Information () D/ CORE_OS, DEW. MOWELL fmntsdat, [63% free)
: G, _05.DEY. mntrdata ree
SMBIOS Information - - )
e NCPVolumes |
E Manage NCP Services .
&) 35 Ausrinavell/ sys
Manaas Chares (1) 5¥S fusrfnovells sys
Wiew Server Information
Mange Comnections Novell Links:
Wiew Diagnostic Information
Movell Support
Mavell Error Codes
Mavell Product Documentation
Movell Developer Support
- Navigation - NCP server Main Content frame -
frame plugin home page view

Header Frame

Contains general information about the server as well as links to the Health Monitor and
Configuration pages and an Exit link to close the browser window. The File System Management
page is considered the Home page.
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The general information about the server includes the following:

* Opverall server health status as one of the following:
» Green (good)
* Yellow (suspect)
« Red (bad) 5=
* White with black X (no connection) @
» Server name
» Name of the user you are logged in to Novell Remote Manager as

 Version of the operating system running on the server and the amount of time the server has
been running

Navigation Frame

Lists general tasks that you can do using Novell Remote Manager as well as links to specific pages
for performing those tasks. The left navigation frame includes collapsible categories that are
remembered for the next time you log in. This lets you display the Novell Remote Manager features
that you use most often and hide some of the ones that you don’t.

The links in the navigation frame change depending on the plug-in programs that are installed on the
server.

Main Content Frame

The information in this frame changes depending on which link you click in the header or navigation
frame.

Overall Health Indicator

Shows the overall health for the server as determined by the selections on the Health Monitoring
page. Clicking the Server Health icon i@ also takes you to the Health Monitoring page where you
can view or configure the specifics of the server’s health.

Online Help

When a Help icon L%l appears in the upper right corner of a page in the main content frame, you can
view help for the page that is displayed.

4.6 Accessing Online Help

Online help, which provides detailed information and instructions for using Novell Remote Manager
features, is available for most management tasks and settings.

To access the online help, click the Help icon L%l on the upper-right portion of the page or next to the
specific item link.

Accessing Novell Remote Manager for Linux

23



4.7 Accessing Novell Web Pages

Novell Links on the Home (File System Management) page provide quick access to the following:

* Novell Support Web page (http://www.novell.com/support/) links directly to the Novell
Support Web site, where you can get current server patch kits and updates or find
troubleshooting information. You can also access this link by clicking the word Novell in the
upper-right area of the header frame.

» Novell Error Codes documentation Web page (http://www.novell.com/documentation/nwec/
index.html) links directly to the information about Novell Error Codes, including what they
mean and possible causes and actions for them.

* Novell Product Documentation Web page (http://www.novell.com/documentation) links
directly to the product documentation for all shipping Novell products.

* Novell Developer Support Web page (http://developer.novell.com/wiki/index.php/
Developer Home) links directly to the Novell Developer Support Web site where you can find
tips and suggestions beyond the basics for managing, troubleshooting, and diagnosing your
server.
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Changing the Configuration

When Novell® Remote Manager (NRM) is installed, it sets up a small Web server on your server.
The interface and module is called HTTPSTKD. Its basic configuration parameters that allow it to
work are set.

You might need to configure Novell Remote Manager after the initial installation for a variety of
reasons. For example, you might want to bind additional IP addresses to HTTPSTKD, set up
stronger security, set up mail notification for health events, or extend the eDirectory schema for
Group Monitoring.

You can perform these tasks using the options on the Novell Remote Manager Configuration
Options page. To access this page, click the Configure [¥]icon in the header frame.

Figure 5-1 The Novell Remote Manager Configuration Options Page

Hovell Remote Manager Configuration Options

HTTP Interface Management

WARMING: You must restart httpstkd in order to apply changes in these config files.
Edit httpstkd config file
Edit httpstkd PAM config file

Daemon Restart

[ Restart httpstkd ]

HTTP Logs

yiew last 100 log entries

Wigw entire log

Novell Remote Manager Certificate Managpement

WARNING: You will need to restart the httpstkd daemon and you may need to change httpstkd config file to use
any new certificates created.

Yiew Certificate(s

Create Certificate

Extend NDS Schema for Group Operations.
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On this page you can perform the following tasks:

Section 5.1, “Accessing and Editing the HTTPSTKD Configuration File,” on page 26
Section 5.2, “Accessing and Editing the HTTPSTKD PAM Configuration File,” on page 27
Section 5.3, “Restarting the HTTPSTKD Daemon,” on page 28

Section 5.4, “Viewing the HTTP Logs,” on page 28

Section 5.5, “Viewing and Creating Certificates for Novell Remote Manager,” on page 28

Section 5.6, “Extending the eDirectory Schema for Novell Remote Manager Group
Operations,” on page 29

5.1 Accessing and Editing the HTTPSTKD
Configuration File

Anytime you want to change the following interactions with Novell Remote Manager, access the
ht t pst kd. conf file and make the applicable changes:

Table 5-1 Information for Changing the Functionality of Novell Remote Manager

Functionality Information On How to Change

Which network board Novell Remote Manager is “Address and Port Commands” on page 85
bound to or add additional IP address that it is

bound to
The certificates Novell Remote Manager is using » “Viewing and Creating Certificates for Novell
for authentication Remote Manager” on page 28
» “Address and Port Commands” on page 85
Which plug-ins are loaded “Load Command” on page 86
Which workstations can access Novell Remote “Filtering Commands” on page 87
Manager
Whether e-mail notification is sent for health “E-Mail Notification Commands” on page 87

monitoring or who receives it

Which users can log in to Novell Remote Manager » “Disable Auto LUM Command” on page 89

» “Supervisor Only Command” on page 90

The language the browser supports “Language Commands” on page 88
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To access and edit this file:

Click the Configure icon =] in the navigation frame.
Click Edit Httpstkd Config File.

Make the changes.

Click Save Changes.

or

H WODN =

With an editor that saves files to a UNIX format, edit the / et ¢/ opt / novel | /
htt pst kd. conf file.

After making changes to this file and saving it, restart the HTTPSTKD daemon. See “Restarting the
HTTPSTKD Daemon” on page 28.

5.2 Accessing and Editing the HTTPSTKD PAM
Configuration File

Linux uses PAM (Pluggable Authentication Modules) in the authentication process as a layer that
mediates between user and application. PAM modules are available on a system-wide basis, so they
can be requested by any application.

Every program that relies on the PAM mechanism has its own configuration file in the directory /
et ¢/ pam d/ pr ogr am_nane. These files define the PAM modules that are used for
authentication. In addition, there are global configuration files for most PAM modules under / et ¢/
securi ty directory, which define the exact behavior of these modules (examples are

pam env. conf, pam pwcheck. conf, pam uni x2. conf ,andti ne. conf) . Every
application that uses a PAM module actually calls a set of PAM functions, which then processes the
information in the various configuration files and returns the results to the calling application.

This file controls the authentication to Novell Remote Manager on an OES Linux server. The
default configuration should work. If you want to change the way your users authenticate to Novell
Remote Manager, you can edit this file.

To access and edit this file:

Click the Configure icon =l in the navigation frame.

Click Edit Httpstkd PAM Config File.

Make the changes.

Click Save Changes.

or

With an editor that saves files to a UNIX format, edit the / et ¢/ pam d/ ht t pst kd file.

H ODN =

These are the lines that enable Novell Remote Manager integration with user management:

aut h sufficient /lib/security/pamnam so
account sufficient /lib/security/pam nam sos
password sufficient /lib/security/pamnam so
sessi on optional /lib/security/pamnam so

After making changes to this file, restart the HTTPSTKD daemon. See “Restarting the HTTPSTKD
Daemon” on page 28.
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For more information about the PAM configuration file and the options available, see “PAM -
Pluggable Authentication Modules” in the SUSE LINUX Enterprise Server 9 Administration Guide.

5.3 Restarting the HTTPSTKD Daemon

After making changes to the HTTPSTKD configuration file or the HTTPSTKD PAM configuration
file, restart the HTTPSTKD daemon.

To restart the HTTPSTKD daemon, click Restart Httpstkd on the Novell Remote Manager
Configuration Options page.

You can also restart it manually. See “Starting or Stopping Httpstkd” on page 21.

5.4 Viewing the HTTP Logs

The Novell Remote Manager Configuration Options page contains a link for all the HTTPSTK-
related messages contained in the var \ | og\ nessages file.

This information is valuable for seeing who logged in through Novell Remote Manager, when they
logged in, the pages being viewed, log failures, etc.

You can view the last 100 entries of the log or the entire log.
To view this log:
1 Click the Configure icon %] in the navigation frame.
2 Under the HTTP Logs heading, click either View Last 100 Log Entries or View Entire Log.

The logging to this file is controlled by the Syslog options. To change these default syslog options,
edit the et ¢/ sysconf/ sysl og file.

5.5 Viewing and Creating Certificates for Novell
Remote Manager
Novell Remote Manager uses the default certificates created during the installation to secure access

through it to the server. This certificate is bound to the first network board found in the server
configuration.

You can create new certificates and modify the ht t pst kd. conf file to use any certificates other
than the default certificate file for any reason. You should create a new certificate in cases such as
the following:

 The default certificate does not meet the level of security required by your organization

*» The default certificate was bound to a DHCP address

* You have changed the server’s IP address

* You want to bind a new certificate to a different network board
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To view the certificates being used:
1 Click the Configure icon [%]in the navigation frame.
2 Under the Novell Remote Manager Certificate Management heading, click View Certificate(s).

To create a new certificate:
1 Click the Configure icon | #|in the navigation frame.
2 Under the Novell Remote Manager Certificate Management heading, click Create Certificate.

3 On the Create a Certificate for Novell Remote Manager page, specify the required information
in the Certificate Information fields.

This creates a new certificate and automatically replaces the current certificate at / et ¢/ opt /
novel | / htt pstkd/ server. pem

If you want to create the certificate in a different location or with a different name, change the
filename or path in the Certificate File field.

4 Click Create.

5 (Conditional) If you changed the name of the certificate file or the path to it from the default
location, edit the ht t pst kd. conf before restarting HTTPSTKD.

6 Restart HTTPSTKD by clicking the Restart Httpstkd button on the Novell Remote Manager
Configuration Options page.
To bind Novell Remote Manager to an additional IP address to or to a different certificate:
1 Click the Configure icon |= in the navigation frame.
2 Click Edit Httpstkd Config File.

3 In the Address and Port portion of the file, specify the new IP address or certificate path and
name.

For example, if you had two network boards that you wanted to bind Novell Remote Manager
to, you would create or have two separate certificates and then make these entries in the
htt pst kd. conf file:

addr 192.27.1.123:8008
addr 192.27.1.123: 8009 keyfile=/etc/opt/novell/httpstkd/server.key
certfile=/etc/opt/novell/httpstkd/serverl.pem

addr 192.27.1.124:8008
addr 192.27.1.124:8009 keyfile=/etc/opt/novell/httpstkd/server.key
certfile=/etc/opt/novell/httpstkd/server2. pem

You can put the certificate in any location as long as the entry in the ht t pst k. conf points
to the correct location and filename.

5.6 Extending the eDirectory Schema for Novell
Remote Manager Group Operations

When you use Group Operations and want to save the groups that you have created, Novell Remote
Manager requires you to save the file on the server locally or assign it to an eDirectory™ object.

Before you can save it to an eDirectory object, you must extend the eDirectory schema to access the
attributes for Novell Remote Manager group operations at least once in the eDirectory tree that you
are saving to.
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You can do this easily by clicking either the Extend the NDS Schema for NRM link on the Novell
Remote Manager Configuration Options page any time before you create a group or the link in the
failure error message displayed when saving the group. As with all schema extensions, you must
have the necessary rights to extend the schema.

The message NDS schema ext ensi on conpl et e is displayed on this page when the
operation is done. Then you can save the group.
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Diagnosing Problems

Novell® Remote Manager for Linux includes several tools to assist you in monitoring the health and
status of your server. When you are familiar with the normal health and status of your server,
diagnosing problems with your server becomes easier.

Performing the following tasks can help you to become familiar with the health and status of your
servers:
* Section 6.1, “Monitoring Server Health,” on page 31

» Section 6.2, “Troubleshooting a Suspect or Bad Health Status,” on page 33

6.1 Monitoring Server Health

Monitoring the health of your server can help prevent it from getting to a state in which your users
cannot access the server or the data on it. Monitoring your server’s health involves the following
tasks:

» Section 6.1.1, “Monitoring Overall Server Health or the Health of a Specific Item,” on page 31

+ Section 6.1.2, “Configuring the Items to Monitor,” on page 33

* Section 6.1.3, “Configuring E-Mail Notification for Server Health Status,” on page 33

6.1.1 Monitoring Overall Server Health or the Health of a
Specific Item

Using Novell Remote Manager, you can monitor the server’s overall health and the health of a
specific item.

server’s overall health is indicated by the color of the circle displayed next to the Server icon
in the header frame for Novell Remote Manager. The following table lists and explains each
health status that might be displayed.

Table 6-1 Server Health Status

Server Health

Icon Status Explanation
Good All parameters included in the server's health configuration list are good.
E‘r-y',! Suspect The status of one or more of the parameters included in the server's health
configuration list is suspect or has a minor problem.
(st Bad The status of one or more of the parameters included in the server's health
configuration list is bad or has a critical problem.
E‘rﬂ Lost The connection to the server from Novell Remote Manager has been lost.
connection
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The server’s overall health is determined by items that are selected in the Include list on the detailed
Server Health page as shown in Figure 6-1. By default, all items are selected.

If the status of any item that is selected in the /nclude list changes to yellow (suspect) or red (bad),
the health status indicator light in the header frame changes to indicate there is a problem. If more
than one item changes, the worst status indicates the server’s overall status. When the status for all
items returns to green (good), then the health light indicator changes back to green (good).

The server’s health status, reported by the health status indicator, is updated every five seconds, but
the graphic refreshes only if the status changes.

The Server Health page shows the health status (green/good, yellow/suspect, or red/bad) for all
known components of the system, as well as current, peak, and maximum values. When an item is
not selected in the Include column, it is not included when determining the overall server health and
the values for Status, Current, Peak, and Max are not displayed.

Figure 6-1 Server Health Page

Server Health

Begin Refresh |F'age Refresh Rate Im secaonds ]

Server Health Table

Include Hotify Info Description Status Current Peak Max
v T (& CPUUtilization (@ 4 100 100
2 [T (@ Process Count 197 436 T
v [T (@) Physical Memory (@ 5 AME * 0 ME 0 B
2 T (@ Swap Memaory @ 0 ME * 0 ME 0 B
v @ Wirtual Memaory (@ 5,127 MB T0O ME 0 B
2 T (@ L&N Collisions @ 0 0 T

*Low Walue

APPLY SETTINGS |

The following items are key indicators of your server’s health:

» CPU Utilization (for each processor, if there is more than one)
* Process Count

* Available Memory

* Physical, Swap, and Virtual Memory

* LAN Collisions
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In this release, you cannot change the thresholds for the Suspect and Critical values of these
indicators. See the online help for each parameter to see the set thresholds.

To access the Health Monitoring page, click one of the following links:

. Overall server health status indicator icon
. Health Monitor icon 1n the header frame

* Diagnose > Health Monitor link in the navigation frame

6.1.2 Configuring the Items to Monitor

As stated in the previous section, the server’s overall health is determined by items that are selected
in the Include list on the detailed Server Health page. By default, all of the items are selected.

Therefore, if you have a server that has specific parameters that you know will cause a suspect or
bad status and you want to be notified only when other parameters have changed, you can remove
the items with the suspect or bad parameters from the /nclude and Notify lists by deselecting them
and clicking Apply Settings.

6.1.3 Configuring E-Mail Notification for Server Health Status

Rather than manually checking the status, you can configure Novell Remote Manager to send an e-
mail to notify you when the server’s health status changes to any value other than green (good).

1 Select the Notify check box for the item on the Server Health page.

2 Specify the required information for e-mail notification in the / et ¢/ opt/ novel | /
htt pst kd. conf file.

You can edit this file via the link provided on the Configuration Options page.
3 After changing the ht t pst kd. conf file, restart HTTPSTKD.

Click the Restart HTTPSTKD button on the Configuration Options page or execute the
following command in a console shell on the Linux server:

rcnovel | -httpstkd restart

6.2 Troubleshooting a Suspect or Bad Health
Status

When the health status of an item changes from good to a suspect or bad state, you can look at the
specific item and check the online help for suggested remedies.

1 Access the Server Health page.
2 Look for the specific health item that has changed status.
3 View the information for the item that has changed by clicking the Info icon @ for the item.

This information outlines the specific health criteria (thresholds) for green, yellow, or red
statuses in that component. It also provides suggestions in some cases for what might be going
wrong in that component if a yellow or red indicator is displayed.

4 Perform the recommended or appropriate action for the health item that has changed.
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Viewing File Systems

The Home icon @ and View File Systems section in Novell® Remote Manager for Linux include
the following links to these pages:

Table 7-1 Links for Viewing File System Information

Link Page Displayed

Home icon File System Management

View File System Listing Directory Listing of / (Root) directory
View Partition Information Partition Information

From these pages you can perform the following tasks:

» Section 7.1, “Viewing Mounted Devices and Performing Actions on Them,” on page 35

» Section 7.2, “Browsing File Systems and Performing Actions on Them,” on page 36

 Section 7.3, “Viewing Partition Information,” on page 40

* Section 7.4, “Inventorying Directories or NCP Volumes,” on page 41

7.1 Viewing Mounted Devices and Performing
Actions on Them

The File System Management page is the home page for Novell Remote Manager.

Figure 7-1 File System Management Page with Information Pages
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You can access this page by clicking the Home icon [2] (File System) link in the header frame.

The File System Management page provides a list of the server's mounted devices. The devices that
are shown are from the Linux mountable file, which is a list of other file systems mounted on this
host’s file system.

You can view the percent of free space available on all mounted physical devices or external file
systems that have actual disk space. Available disk space on virtual file systems is not shown.

To view specific information about each mounted physical device or external file system that has
actual disk space, click the Info icon @ on the left. Clicking the Info icon @® displays one of the
following types of pages:

¢ File System Information. This page shows the mount point, the file system type, the size of
the mount point and the space in use. Clicking the Unmount button on this page, unmounts the
remote file system shown. The Unmount button is available only on remotely mounted file
systems such as NFS, NCP™, and Samba.

¢ NCP Share Information. This page shows the volumes underlying file system type, mount
point and status, and cache information.

You can browse any of these file systems by clicking the link in the Mount Location column. At this
point, you can perform any of the tasks listed for browsing the servers file system. See “Browsing
File Systems and Performing Actions on Them” on page 36.

7.2 Browsing File Systems and Performing
Actions on Them

On the Directory List page, you can view the Linux traditional file system and NSS file system from
mount points or local partitions; browse directories and files; view and change attributes, directories,
and files; and edit, delete, or rename files.

To access this page, click View File System > View File System Listing in the navigation frame.

Figure 7-2 Directory List Page
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The following table describes the actions necessary to access directories, files, and file and directory
attributes from the Directory List page.

Table 7-2 Directory List Page Tasks and Procedures

Tasks Procedures

Browse to a mount point, volume, directory,  Click the link_for_the_mount_point, volume, directory, or

or local partition local partition under the Name column.
Move down the directory tree Click the directory_name link.
Move up the directory tree Click the double_dots (..) link.

Re-sort the list by name, size, or date and Click the column heading that has a Sorticon ¥ next to it.

time.
The default sort for this listing is by the directory or file

name.

View or change the attributes of a directory  Click the Afttributes link.

The Size column for a directory lists the size of all files and subdirectories in that directory.

Clicking the Attributes link opens the Directory Information page where you can view or change the
attributes of the directory. For more information, see “Viewing Details about Directories and
Performing Actions on Them” on page 38 and “Viewing the Details of a File and Performing
Specific Actions” on page 40.

Viewing attributes on NSS volumes, directories, and files conveys the status of the NSS file system
directory and file attributes: Hidden (H), Read Only (Ro), Read/Write (Rw), and Execute (X). You
can view these settings in Novell Remote Manager for Linux as a combination of Read, Write, and
Execute fields for the User, Group, and Other categories. Although it appears that you can control
these attributes using the selections on the Directory Information page, the selections do not actually
control the conventional POSIX settings for NSS directories and files.

To set directory and file attributes for NSS, use Novell Client™ or Novell NetStorge. For more
information, see “Displaying Key NSS Directory and File Attributes as Linux POSIX Permissions”
in the File Systems Management Guide for OES.

From the Directory Listing page, you can perform the following tasks.
» Section 7.2.1, “Viewing Details about Directories and Performing Actions on Them,” on
page 38
» Section 7.2.2, “Uploading a File to the Server,” on page 38
* Section 7.2.3, “Downloading a File from the Server to a Local Workstation,” on page 39
» Section 7.2.4, “Searching for Text in Files,” on page 39
» Section 7.2.5, “Viewing the Details of a File and Performing Specific Actions,” on page 40
 Section 7.2.6, “Viewing Individual Files,” on page 40
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7.2.1 Viewing Details about Directories and Performing Actions
on Them

1 Click the View File System > View File System Listing link in the navigation frame or click a
Mount_Location_name link on the Home page.

2 On the Directory list page, browse to the directory you want to search in by clicking the
directory_name link.

3 From the directory listing, click the Folder Information icon 14l to the left of the directory or
subdirectory you want to view information about or change the attributes of.

4 On the Directory Information page that is displayed, view the information or select/deselect the
check box for the attributes that you want to change.

5 Click OK.

6 When viewing the details of a directory from the Directory Information page, you can also
rename the directory, create a subdirectory, create a symbolic link to the selected directory, or
delete the directory and its contents by completing the required information and clicking the
applicable button.

Delete Directary and Contents

Fename Directory | thomeftestibin

Create Subdirectory

Create mymbalic Link |

7.2.2 Uploading a File to the Server

If you have rights to write to the current directory that you are viewing via Novell Remote Manager,
you can use the Upload link to copy a file from your local machine or any other network directory to
the currently selected directory.

You can upload only one file at a time. The file’s date and time are changed when performing this
task.
To perform this task:

1 Click the View File System > View File System Listing link in the navigation frame or click a
Mount_Location_name link on the Home page.

2 On the Directory list page, browse to the directory you want to upload a file to by clicking the
directory _name link.

3 In the directory listing, click the Upload link at the top of the Directory listing page.
Browse to and select the file that you want to upload.
5 Click Upload.
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7.2.3 Downloading a File from the Server to a Local
Workstation

When you are browsing the server’s file system via Novell Remote Manager, you can download any
file to your local machine by clicking the filename and then saving the file to your local workstation.

1

Click the View File System > View File System Listing link in the navigation frame or click a
Mount_Location_name link on the Home page.

2 On the Directory/File List page, browse to or search for the file that you want to download.
3 Click the filename link.

When prompted, save the target file to the desired location.

If the file opens rather than prompting you to save it, you can use the browser features to save
the file.

7.2.4 Searching for Text in Files

On the Directory Listing page, you can do a GREP-type search (it accepts GREP wildcard
characters) through the files in the current directory as well as subdirectories to find text in a file.

1

2

Click the View File System > View File System Listing link in the navigation frame or click a
Mount_Location_name link on the Home page.

On the Directory list page, browse to the directory you want to search in by clicking the
directory _name link.

Click the Text Search link.

4 Specify the content, filename, or extension you want to search for and select whether you want

to match the case.

(Optional) If you want to search all subdirectories as well, select Search Subdirectories.
Click Search.

If nothing is found, no files are listed under the search instructions.

If the search instructions are not valid, the page showing the directory you wanted to search is
returned.

If the search instructions are valid, the results are displayed on a page with the search
instructions.

In the display results, you can

¢ Click the filename link to view or download the file.

* Click the File Information icon == to view information about the file; change the
attributes to it; or edit (conditional), rename, or delete the file.

If the file is a simple text file or a file with an extension listed in the / opt / novel | /
nrnif nrmedit.txt file, you can also edit the file by clicking the Edit File button.
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7.2.5 Viewing the Details of a File and Performing Specific
Actions

1 Click the View File System Listing link in the navigation frame or click a Mount Location name
link on the Home page.

2 On the Directory list page, browse the directories to the file, then click the File icon =% to the
left of the filename.

3 On the File Information page that is displayed, view the information or specify the information
required for the applicable task, and then click the applicable button for the task you want to
perform.

For Attributes management, click the attributes that you want to select/deselect and then click
OK.

For file management, use the Edit, Delete, or Rename buttons. The Edit button is available only
on simple text files or files with the extensions listed in the / opt / novel | / nrml
nrmedi t.txt file.

If you want to save the file with an ANSI or UTF-8 encoding, select the appropriate option and
click OK.

Edit Oelete | Fenarme “,-"hcume,-’test,-’.eman:s

Create Hard Link ||
Create Symbolic Link, ||

7.2.6 Viewing Individual Files

If your browser is set up to recognize a certain file extension (for example, . t Xt ), you can browse
to and click a file of that type to view it directly in Novell Remote Manager. Otherwise, you can
download any file to your local machine by clicking the filename and then saving it to a local
workstation and opening it there.

7.3 Viewing Partition Information

If you need to get information about how a partition is laid out, you can get this information from the
Partition Information page. This page shows you the major and minor numbers of the partition, the
number of blocks in the partition, and its name.
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To view partition information, click View Partition Information in the navigation frame.

Figure 7-3 Example Partition Information Page

Partition Information

major minor

it 0

L e e N S
[u LU § I ' B L

£block name
39121488 hda
2096451 hdai
4096575 hdaz

1 hda3
1082226 hdab
31872928 hdas

7.4 Inventorying Directories or NCP Volumes

With this feature, you can inventory NCP mounted volumes, or general file system directories or
subdirectories as well as view graphs, profiles, reports, and key statistics about each of these items,
including space usage trends.

With a few clicks, you get available space trend graphs; profiles for file types; last accessed, last
modified, creation time, and file size; and links to specific reports for each of these. You can also
customize the scan to look for specific file information.

Generating this report can take a while, so the file is saved on the server so you can generate the

report and view it later.

This section includes the following tasks:

* Section 7.4.1, “Generating an File Inventory Report,” on page 42

* Section 7.4.2, “Generating a Volume Inventory Report,” on page 43

* Section 7.4.3, “Generating a Customized Report,” on page 44
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7.4.1 Generating an File Inventory Report
To generate an inventory report for a the entire server or any subdirectory including mounted NCP
volumes:
1 Click View File System > General File Inventory.
This opens the General File Inventory page. By default the / (root) directory is selected.

General File Inventory

Choose Subdirectory to Inventory:

[See) |

Browse Subdirectories:

2 From this point you can do the following:

Click the Select button to generate an inventory of the entire server (default selection of the /
[root] subdirectory).

or

Select a subdirectory to generate a report from by clicking the subdirectory name links until
the desired subdirectory appears in the Select field, then clicking the Select button.

General File Inventory

Choose Subdirectory to Inventory:

select | [retcrinetd.d

Browse Subdirectories:
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If you are viewing the File System Listing page for the desired directory, you can generate the
same reports by clicking the Inventory link on this page.

A report similar to the following is generated.

General File Inventory

Files Scanned

Inventory Report for: /home/test

File type profiles Key Statistics Totals
File owner profiles Total Subdirectories: )
Last modified profiles Total Files: 16
Last accessed profiles .

Change time profiles 'S|.Jace In Use: O MB
File size profiles File Types: 4
Links to specific reports Soft Link Files: 0
Custom Directory Tree Scan Soft Link Subdirectories: ]

File type profiles:
Data Tables:

File Types (By Bytes In Use)

i 10,000 20,001 3u,nnt‘
‘ T T '

At this point, you can click any of the links to the left of the Key Statistics table to move quickly to
the generated information or you can create a custom report. See “Generating a Customized Report”
on page 44.

7.4.2 Generating a Volume Inventory Report

To quickly generate a inventory report for a mounted NCP volume:
1 Click View File System > Volume Inventory.

This opens the Volume Inventory page that shows all mounted volumes available for inventory.

Volume Inventory

NCP Volumes available for Inventory

Volume Mount Point
Y5 (fusrinovellf sys)
MCPWOL [#home)
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2 Click the volume_name link to generate an inventory of the volume selected.
A report similar to the following is generated.

Yolume Inventory

Files Scarmed

0 100 200 300 400

Inventory Report for: fusrinovell/sys

File type profiles Key Statistics Totals
File gwner profiles Total Subdirectories: 35
Last modified profiles Total Files: I85
Last accessed profiles

Change time gfﬂfiles Space In Use: 21 B
File size profiles File Types: 12
Links to specific reports Soft Link Files: 0
Custom Directory Tree Scan Soft Link Subdirectories: o}

File type profiles:
Data Tables:

File Types (By Bytes In Use)

_u‘ 2500050 000040 7,500,000 10,000,000 12,SDD,D|]D
1 1 1 1 ]

At this point, you can click any of the links to the left of the Key Statistics table to move quickly to
the generated information or you can create a custom report. See “Generating a Customized Report”
on page 44.

7.4.3 Generating a Customized Report

After generating an inventory report for a volume or directory, you can create a customized scan to
report more specific information and perform additional actions on the files such as move, copy, or
delete files selected in the report.

1 Create the initial report as specified in “Generating an File Inventory Report” on page 42 or
2 In the generated report, click the Custom Directory Tree Scan link.

A page similar to the following is returned.
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Custom Directory Tree Scan

* *

Search Pattern:

File Owner Restriction: | Mone
Time Stamp Restrictions:
Time Stamp:
[ ]Last todified Time
[ ]Last Accessed Time
[ILast changed Time
Range:
[1within Last Day
11 Day - 1 Week
[ 11 week - 2 Weeks
[]2 wieeks - 1 Manth
[J1 #onth - 2 Months
[]2 Months - 4 Manths
[ 14 Months - & Months
[]& Months - 1 vear
[]1 vear - 2 Years

[ Irore than 2 Years
File Size Restriction:

[ lLess than 1KB
[]1 KB - 4 KB
[]4 KE - 16 KB
(116 KB - 64 KB
[J&4 KB - 256 KE
(256 KB - 1 ME
(11 ME - 4 ME
[la WE - 16 ME
116 MB - 64 MB
[]64 MBE - 256 MB
[ ]hore than 256 ME

[ otart Scan ]

3 Type the specific search criteria in the Search Pattern field.
* * is the default entry.
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4 Sclect the desired settings in the File Owner Restriction drop-down box.
None is the default selection.

5 Select the check boxes desired to customize the report by Time Stamp or File Size restrictions.
No restrictions is the default setting.

6 Click Start Scan.
A page similar to the following is returned.

Volume Inventory El]

Directories Searched

0 10 a0 a0 40

Inventory Detail Report for: fusr/novell/sys
All files matching selected filter:

CheckAll | Uncheck All | Delete Checked Files

Mowe Checked Files To: “
Copy Checked Files To: |

r Susrinovellf sysfLOGINGNLSF 1267 _UNLOO1

OWHMER: root,

Size: 727, Modified: 03-20-1998 13:02:34, Accessed: 03-20-1998 13:02:34, Changed: 12-06-2005 08:22:29,
r!usr!nuveltfs 5/ LOGING MLE/ 1250_UNLOO1

OWHMER: root,

Size: 727, Modified: 03-20-1998 13:02:26, Accessed: 03-20-1998 13:02:26, Changed: 12-06-2005 08:22:29,
r!usr!nuveltfs 5/ LOGING NLE/ FRANCAISS MAP . MSG

OWHMER: root,

Size: 9,183, Modified: 08-21-199¢ 18:12:08, Accessed: 08-21-1996 18:12:08, Changed: 12-06-2005 08:22:29,

Performing Actions on Files from Custom Reports

After a custom report is generated, you can perform the following actions on the files listed in the
report.

* “Moving Selected Files” on page 46

» “Copying Selected Files” on page 47

» “Deleting Selected Files” on page 47

* “Opening or Downloading a File” on page 47

* “Managing Individual Files” on page 47

Moving Selected Files

1 From the generated report, select the check box to the left of each file that you want to move. If
you want to move all the files in the list, click the Check All button.

2 Specify the path where you want to move the selected files to in the field to the right of the
Move Checked File To button.

3 Click the Move Checked File To button.
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Copying Selected Files

1 From the generated report, select the check box to the left of each file that you want to copy. If
you want to copy all the files in the list, click the Check All button.

2 Specify the path where you want to copy the selected files to in the field to the right of the Copy
Checked File To button.

3 Click the Copy Checked File To button.

Deleting Selected Files

1 From the generated report, select the check box to the left of each file that you want to delete. If
you want to delete all the files in the list, click the Check All button.

2 Click the Delete Checked Files button.

Opening or Downloading a File
1 From the generated report, select the filename link for the file you want to open or download.

2 From the resulting dialog box, select Open With or Save to Disk, then click OK.

Managing Individual Files
1 From the generated report, click the File Information [< icon.

2 Perform the desired actions by entering the required information in the applicable field and
clicking the applicable button.

Edit Delete | Fename ||fh|:|me,'“testf'.eman::5

Create Hard Link ||
Create Symbolic Link “
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Managing Linux

The Manage Linux section in Novell® Remote Manager (NRM) for Linux includes the following
links to these pages from which you can perform the following tasks:

Table 8-1 Manage Linux Section Tasks, Links, and Pages

Task Link Page Displayed For More Info, See
Access VNC Console VNC Consoles VNC Consoles “Accessing VNC

screens Screens Consoles” on page 49
View Kernel Modules View Kernel Modules Kernel Module “Viewing Kernel Modules”
Information Listing on page 50

View Memory Information View Memory Information View Memory Config “Viewing Memory

and turn swapping on and Information” on page 51

off.

Shut down and restart the Down/Restart Down/Reset Options “Shutting Down and

host Restarting the Host” on
page 52

Manage packages View Package Information Package Information “Managing Packages” on
page 53

Manage processes View Process Information Process Information “Managing Processes” on
page 55

8.1 Accessing VNC Consoles

If VNC services are configured on the server, you can access the VNC consoles screens by clicking
the VNC Consoles link under the Manage Linux heading in the navigation frame. Then click the
1024 X 728 button on the VNC Console Screens page.

If VNC services are not configured, you can configure them through YaST > Network Services >
Remote Administration.

This form of remote administration is less secure that SSH; therefore, we recommend using this
feature only in a secure environment (behind a firewall).

Clicking the VNC Consoles link opens a Java* applet in a secondary browser window. The
following table explains what you can do from this window.

Table 8-2 VNC Console Page Tasks and Procedures

Task Procedure

Use any of the screens listed as though you were at  Use the keyboard or mouse as though you were at
the server console. the server console.

Disconnect from the console. Click the Disconnect button on this page.
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Task Procedure

Change any of the VNC client options currently Click the Options button.
selected.

Access the VNC client clipboard and cut or paste  Click the Clipboard button.
any commands that you might want to execute in a
active terminal shell.

Restart the server. Click the Send Ctrl+Alt+Del button.

Refresh the current screen you are viewing. Click the Refresh button.

Figure 8-lillustrates a user accessing YaST on a remote server from the user’s desktop browser. To
access YaST on the remote server, the user did the following:

1 Clicked the VNC Consoles link in the navigation frame.

2 Clicked the 1024 X 728 button on the VNC Consoles Screens page.
3 Logged into Linux.

4 Clicked N > System > YaST.

Figure 8-1 Example Access of YaST through NRM VNC Console Screens Linux.

VHNC Conscle Screens

Disconnect | Options | Cliphoard | Send Cirl-AlRDel | Refresh

b Most Used Applications
1 ( A YasT

& Red Carpet

All Applications
Welcome g,
& mMutimedia 3

& Office 3
' ¥ 73 File Manager »
) Control Center 4 File System >
i Monitor >
>

>

>

Q SUSE Linux (g .. FindFiles
admin 8 Home ;) Remote Access
£ w7 W SuSE help-center A Configuration

25
BA

Password: ******l

fetions & Terminal
2 a
¢ Bookmarks »E

£ Run Command
[£) Lock Screen

@ Logout.

Change Passward

Benvenuto

8.2 Viewing Kernel Modules

Clicking the View Kernel Modules link in the navigation frame displays the Kernel Module Listing
page. On this page you can view the status of the modules that have been compiled into the Linux
kernel on this system. Printing this page can be useful to document your system as you make
changes or upgrades to it in the future.

The information shown on this page is equivalent to the information in the | Snod shell command
plus the Live information or equivalent to viewing the pr oc\ nodul es file.
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Figure 8-2 Example Kernel Module Listing Page

Kernel Module Listing
Hame Memory Use Module Users/Configuration Info Live
Count
ncpfs BTTe0 1 Oxfad7a000
edd 9368 0 Oy faccenon
joydey 10304 0 Oy facc10o0
5g 35744 0 Oxfadsho00
st 39452 0 Oy fads0000
sr_rmod 16292 0 O fachodon
ide_cd 36740 0 Oxfad4a000
cdrom 7148 2 sr_mod ide_cd 0y fad3booo
nyram 8456 0 0% facB4000
snd_seq_oss M0 0 O facee000
snd_seq_midi_event 7880 1 snd_seq_oss Oxfacdadol
snd_senq 55312 4 snd_seq_oss snd_seq_ridi_event Oy facdfooo

8.3 Viewing Memory Information

Clicking the View Memory Information link in the navigation frame displays the View Memory
Config page. On this page you can view the following information about the memory in the server.
The amount values are shown in bytes.

» Used and unused amounts of physical memory

* Amount of memory in buffer cache

» Amount of memory used by the file system cache

This value is determined by subtracting the SwapCache from the PageCache (disk cache)
amounts.

* Amount of total memory that can be used by the system.
This value is determined by subtracting the physical RAM from the kernel binary code.
» Amount of swap space in use and available.

» The Total Swap File Size link goes to a Swap File Information page that provides a very quick
snapshot of every swap filename, type of swap space, and total and used sizes (in kilobytes) on
the server including the following information:

* The Priority column is useful when multiple swap files are in use and some of them are
preferred over others, such as if they are on faster hard disks. The lower the priority, the
more likely the swap file will be used.

* The Active column shows a Yes or No status, indicating whether the Swap file is active or
not. Clicking the link toggles swapping on or off for the listed device.

» Two additional links turn swapping on or off for all devices.
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If you add a swap file to a device, you need to add an entry to the / et ¢/ f st ab file to
make the swapon or swapoff links work correctly.

This information is also in the / pr oc/ swaps file.

Figure 8-3 Example View Memory Config Page

View Memory Config
In Use 95,830,016 RAM that is being used
Unused 689,270,784 RAKN that is unused and available

Ternporary Disk Block Buffers 43,847,680 Temporary storage for disk buffers

File System Cache 231,133,184 Temporary storage for files read from disk

Tatal Systern Mermary 1,060,081,664 Total usable RAk

Swap Space In Use 0 Memory that has been temporarily moved to disk
Taotal Swap File size 1,077,469,184 Total available swap space

Swap File Info

Swap Information

FileMame Type Size  Used Priority Active

fdew/hda% partition 1052216 © 42 YES

Turn swapping on, on all swap devices with Swapon
Turn swapping off on all swap devices with Swapoff

File Swatetn Cache
A2

Temporary Disk Buffers
4%

In Use

Free
B5%e

8.4 Shutting Down and Restarting the Host

Clicking the Down/Restart link in the navigation frame displays the Down/Reset Options page. You
can use these options to shut down or reset the host.

The following table describes the specific actions of each option.

Table 8-3 Down/Reset Options Page Options and Actions

Option Action
Down Forces the host to shut down immediately.
Reset Forces the host to shut down immediately, then warm boots the computer.
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Using either of the options additionally forces the host to perform the following actions:

» Update the cache buffers to disks

* Close all open files

WARNING: If files are open and changes have not been saved to the host, some data loss

might occur. Users might need to save changes locally until the host is started again.

» Update the appropriate file system tables
* Exit the host from the network

» Unmount all file systems

8.5 Managing Packages

Clicking the View Package Information link displays the Packing Information page. On this page
you can view the following information about each package that is installed on the system:

* Name
* Group
* Version
* Release

* Vendor
Figure 8-4 Example Package Information Page

Package Information

Package Information Install _

==

Mame 7 Group ¥ Version
Addiag Systermn/Base 0.716
aaa_base System/Fhs 9
aaa_base_nowell Systermn/Fhs 0.0.1
aaa_skel Systermn/Fhs 2004.6.8
aalib Systern/Libraries 1.4.0
acl Systern/Filesystermns 2.2.21
acroread Productivitys Publishing/ POF 5.010
alsa SysternsLibraries 1.0.3
apachez Productivitys Metworkings WebsServers  2.0.49

apachez-jakarta-tormcat-connectors

apachs2-worker

Productivitys Metworkings Web/Frontends 5.0.19
Productivitys Networking/ Web/Servers  2.0.49

arts Productivitys Multimedia/ Sound/Players  1.2.1
ash Systern/shells 0.4.18
at Systern/Daermons 3.1.8
atk Systern/Libraries 1.4.1
attr Systermn/Filesystems 2.4.16
audiofile Systern/Libraries 0.2.5
autofs Systern/Daernaons 3.7
autoyasts System/YasT 2.9.62

Release
1161
29.20
3
0.2
279.1
54.4
4.2
41.3
7.2
291
2r.21
35.4
86,1
981
128.1
1.2
a7
00,1
0.2

Vendor ¥

SuSE Linux AG, Nuernberg,
SuSE Linux AG, Nuernberg,
[nane]

SuSE Linux AG, Nuernberg,
SuSE Linux &G, Nuernberg,
SuSE Linux AG, Nuernberg,
SuSE Linux AG, Nuernberg,
SuSE Linux AG, Nuernberg,
SusE Linux AG, Nuernberg,
SuSE Linux AG, Nuernberg,
SusE Linux AG, Muernberg,
SusSE Linux AG, Nuernberg,
SuSE Linux AG, Nuernberg,
SUSE Linux AG, Nuernberg,
SUSE Linux AG, Nuernberg,
SUSE Linux AG, Nuernberg,
SUSE Linux AG, Nuernberg,
SUSE Linux AG, Nuernberg,
SUSE Linux AG, Nuernberg,

Germany

Germany

Germanmy
Germany
Germanmy
Germanmy
Germanmy
Germanmy
Germanmy
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
Germany
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On the View Package Information page and subsequent pages, you can perform these tasks using the
following procedures:

Table 8-4 View Package Information Page Tasks and Procedures

Tasks Procedures

Sort the listed packages by name, Click the Sorticon ¥ at the top of the applicable column.

group, or vendor
The default sort is by name.

View more detailed information about Click the link for the applicable package under the Name
an installed package column.

Remove an installed package . Click the link for the package under the Name column.

1
2. Click Remove.

-

Click Install.

2. Browse to the location where you uploaded the package to.
The browse starts at the root of the host.

3. Click Install.

Install a new package that you have
downloaded to the host

The selected package’s file path is transferred to the RPM File
Path field on the Package Installation page.

When the Install button is clicked on the View Package
Information page, Novell Remote Manager attempts to install the
specified RPM file using the Linux RPM utility.

The following figure shows a sample of the details you see when you click the package name link.

Figure 8-5 Detailed Information Page for the 3ddiag Example Package

3ddiag

Mame © 3ddiag Relacations: [not relocatable)

Yersion 0716 Wendor: SuSE Linux AG, Nuernberg, Germany
Release 1161 Build Date: Thu Jul 1 0&:d6:41 2004

Install date: Wed Jan 26 08:59:05 2005 Build Host: millikan.suse.de

Group ! Systern/Base Source RPM: 3ddiag-0.716-116.1.src.rpm
Size L ATOTE License: GPL

Signature : DSASSHAT, Thu Jul 1 06:47:54 2004, Key ID aBdedae89c800aca
Packager . http:/ fwwee, suse.de/ feedback

summary A Tool to verify the 30 Configuration

Description :

With 30diag you can verify the 30 configuration,

Authors:

Stefan Dirsch
Distribution: SusE SLES-9 [i586)

Remaove
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8.6 Managing Processes

Clicking the View Process Information link in the navigation frame displays the Process Information
page. On this page, you can view a list of all the processes as well as their state in the host and
perform the actions listed in the following table.

Table 8-5 Process Information Page Tasks and Procedures

Tasks Procedures

Sort the process by name (in alphabetical Click the Sorticon ¥ at the top of the applicable column.
order by default), by process ID, by CPU
Usage, or by Memory Usage

View more specific information about a listed  Click the link for the applicable process under the Name

process column.
Kill a process 1. Click the link for the applicable process under the
Name column.
2. Click Kill.

Figure 8-6 Example Process Information Page

Process Infoarmation @

Stop Refresh

Name|§| Owner ™ :g[ia:us:, EPU Usage % 1P.|'io|'ity PT.un Time Ehysical Memory (%) tirtual Memory

@'M root 10 [Sleep) 0.0% 9 000,00 0 [0.0%) 0
@'H root 4429 [Sleep] 0.0% 16 0:00.00 TOBB0E [0.0%] 1617920
@ eventsso  root 3 [Sleep) 0.0% b 000,11 0 [0.0%] 0
@ httpstkd root 2612 [Sleep] 0.0% 16 010,87 BEOTEE2 [0.0%] 135266304
® hwscand root 3140 [Sleep) 0.0% 15 0:00.00 430080 [0.0%] 1441792
'@M root 1 [Sleep) 0.0% 16 0:05.01 249856 [0.0%] 602112
@'M root 4 [Sleep] 0.0% 12 000,00 0 [0.0%) 0
® kblockdso  root 5 [Sleep) 0.0% 5 0:00.00 0 [0.0%] 0
'@M root & [Sleep) 0.0% 5 000,00 0 [0.0%) 0
'@M root 2290 [Sleep) 0.0% 15 0:00.00 0 [0.0%] 0
@'M root 2541 [Sleep) 0.0% 16 000,00 BOEZ08 [0.0%) 1544192
@'M root 678 [Sleep) 0.0% 25 0:00.00 0 [0.0%) 0
@ ksoftirgdsg roat 2 [Sleep) 0.0% 34 0:00.00 0 [0.0%] 0
(@ kswapdo  root 9 (Sleep) 0.0% 25 0:00.00 0 [0.0%) 0

@ master  root 4264 (Sleep) 0.0% 17 0:00.00 1478656 [0.0%) 4276224

am o am PP i P mama e meat mmme A
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Managing Hardware

The Manage Hardware section in Novell® Remote Manager (NRM) for Linux includes the
following links to pages from which you can perform the following tasks:

Table 9-1 Manage Hardware Section Tasks, Links, and Pages

Task Link Page Displayed For More Info, See

View Processor View Processors Processor “Viewing Processors” on

information Information page 57

View Interrupt information Interrupt Information Interrupts “Viewing Interrupt Information”
on page 58

View memory 1/O 10 Memory I/O Memory “Viewing 1/0 Memory

information Information Information Information” on page 59

View port I/O information /O Port Information 10 Port Information ~ “Viewing I/O Port Information”
on page 60

View SMBIOS information SMBIOS Information SMBIOS Information “Viewing SMBIOS Information”
on page 61

9.1 Viewing Processors

Clicking the View Processors link under the Manage Hardware heading in the navigation frame
displays the Processor Information page. On this page you can view information about each
processor on this host.

Information about the processor speed as well as the local cache sizes is useful in determining how
much work a processor can do.

This information is equivalent to the information you would see in the / pr oc/ cpui nf o file.
Figure 9-1 Example Processor Information Page

Processor Information

processor : 0

vendor_id Genuinelntel

cpu family 15

model 3

model name Intel(R)

Pentium(R] 134555524

jt;:lji :g'OOGHZ 3000000, 3

Cpu kHZ 2993 171

fleies fpu vme de pse tsc msr pae mce cx8 sep mtrr pge mca cmovy pat pse3s clflush dts acpi mmx fxsr sse

sseZ ss ht trn pbe pni monitar ds
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9.2 Viewing Interrupt Information

Clicking the Interrupt Information link under the Manage Hardware heading in the navigation
frame displays the Interrupts page, which includes the following:

Table 9-2 Interrupts Page

Category Information Displayed

Interrupt Interrupt number or name of an interrupt that might be generated.

CPU number Number of interrupts that have occurred on a given processor.
Route-Trigger Method How the interrupt is being delivered to the processor and the method of

interrupting the processor.

Device Name of the device driver that is generating the interrupt.

Figure 9-2 Example Interrupt Information Page

Interrupts

Interrupt Information

Interrupt CPUD Route-Trigger Method Device
0 4,084,188 XT-PIC timer
1 1,132 XT-PIC 18042
2 0 KT-PIC cascade
5. 0 ¥T-PIC ehci_hcd
8. 2 ¥T-PIC rc
9. 93,026 XT-PIC acpi, libata, ethd, uheci_hed
10 0 XT-PIC uhci_hcd, Intel 1CHS
11 0 XT-PIC uhci_hed, uhei_hed
121 4,630 XT-PIC 18042
14 16,200 XT-PIC ideQ
15: 7TOXT-PIC idet
FAAL 0
LoC: 0
ERE. 0
5 B ]
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9.3 Viewing I/O Memory Information

Clicking the /0 Memory Information link under the Manage Hardware heading in the navigation
frame displays the I/O Memory Information page, which includes the following:

Table 9-3 1/O Memory Information Page

Category Information Displayed
Memory Address I/0 memory range that a given device is using.
Device Description A description of the device that is using a given I/O memory range.

Figure 9-3 Example 1/O Memory Information Page

I/0 Memory Infarmation

IO Memory Information

Memory Address revice Description

QOO00000-00O0FFFFE System RAM
QO0A0000-000b T Wideo RAM area
QOOd1000-000d3Fff Extension ROM
QOOfOO00-000FFEFE  System ROM
QO100000- 37 IFFT System RAM
QO100000-002ffe1é  Kernel code
Q02ffe17-003afdff  Kernel data
3ffF4000-3ff75fff  ACPI Mon-valatile Storage
IFF7e000-3ff9afff  ACPI Tables
IFFATO00-IFFFFFT reserved
8000000 - fFFFFFT Q00000000
FOOOOOO0 -7 FHf PCI Bus #1
fOOOOOO0-F7 FFFFEE 000001 00,0
fOO00O000-F1 FIFFFf wesafb

fofedool - foffffff Q00002000
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9.4 Viewing I/O Port Information

Clicking the /O Port Information link under the Manage Hardware heading in the navigation frame
displays the I/O Port Information page, which includes the following:

Table 9-4 IO Port Information Page

Category Information Displayed
10 Address Shows the 1/O port range that a given device is using.
Device Description Shows the name of the device that is using a given I/O port range.

Figure 9-4 Example 1/O Port Information Page

I/O Port Information

IfO Port Information

10 Address Device Description

QOO0Q-001f  dmant
QO20-0021  pict
Q040-005F  timer
O0e0-006f  keyboard
QOYO-0077  rtc
QOB0-008f dma page reg
QQa0-00a1  picZ
Q0c0-00df dmaz
QOTO-00ff  fpu
O170-0177  ided
O1f0-01f7  ided
02f8-02ff  serial
0376-0376 idet
03c0-03df  wesafb

03fe-03fa  ided
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9.5 Viewing SMBIOS Information

Clicking the SMBIOS Information link under the Manage Hardware heading in the navigation
frame displays the SMBIOS Information page. On this page, you can view details about the BIOS
hardware in each host without physically removing the hardware cover. You also have access to

information that is available only through the management system.

Each link shows the type of device that is available in the BIOS of the host computer.

You might see information types such as the following. The types displayed vary depending on the
hardware in your system.

BIOS

System

Base Board

System Enclosure or Chassis
Processor

Cache

Port Connector

System Slots

On Board Device

OEM Strings

BIOS Language

System Event Log

Physical Memory Array
Memory Device

Memory Array Mapped Address
Memory Device Mapped Address
Hardware Security

System Boot

Managing Hardware
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Selecting an information type displays information contained within SMBIOS for the type selected.
For example, to see all the BIOS information, click the BIOS Information link. See Figure 9-5.

Figure 9-5 Example SMBIOS and BIOS Information Pages

SMBIOS Information

Information Type

BIOS Infarrmation @&———

Systern Information
Base Board Inforrmation

Swstern Enclosure or Chassis

Processor Information

Cache Information

Port Connector Inforrmation
Systern Slots

On Board Device Infarmation
DEM Strings

BIOS Language Information
Systermn Event Log

Physical bemary Array

semary Device
kerory Array Mapped Address

ternory Device Mapped Address

BIOS Information

(Name _____________fValee |

BIOS wendor

BIOS Wersion

BIOS Release Date
BIOS Characteristics

BIOS Characteristics Extension Byte 1

Dell Computer Corporation

A4

11572004

PCl is supported

Plug and Play is supported

AP i supported

BIOS is Upgradeable {Flash)

BIOS shadowing is allowed

ESCD support is available

Boot frarm CD is supported

Selectable Boot is supported

EDD {Enhanced Disk Drive] Specification is supported
Int 13h - Japanesse Floppy for Toshiba 1.2 M8 (3.5", 360 RPM) is supported
Int 5h, Print Screen Service is supported

Int 9h, 8042 Kevboard services are supported

Int 14h, Serial Services are supported

Int 17h, Printer Services are supported

ACPI supported

[ L P P

Hardware Security
System Power Controls

= vielbaen Oenbon

62 Novell Remote Manager Administration Guide for Linux for OES




Using Group Operations

The Use Group Operations section in Novell® Remote Manager (NRM) for Linux includes the

following links to pages from which you can perform the following tasks:

Table 10-1 Use Group Operations Tasks, Links, and Pages

Task

Link

Page Displayed

For More Information

Access an existing
group

Select Group

Select Group

“Accessing an Existing
Group” on page 69

Build and configure a
new monitoring group

Configure New Group

Group Monitoring
Operations

“Building and
Configuring a Monitoring
Group” on page 64

Change an existing
group

Select Group

Select Group

“Changing an Existing
Group” on page 69

Define or edit Group
Monitoring types

NRM Health Types

Novell Remote Manager
Health Monitoring
Engine (NRM Health
Types)

“Defining or Editing
Group Monitoring Types”
on page 73

Delete an existing group

Select Group

Select Group

“Deleting an Existing
Group” on page 70

Scan the network for
items to monitor on the
network.

Configure New Group >
right-click > click
Network Discovery

Network Discovery

“Discovering Items on
the Network to Monitor”
on page 73

Generate and view

Configure New Group >

Group Monitoring

“Generating and Viewing

server reports right-click > click Save Operations Server Reports” on
Group page 70
Save a new group Configure New Group > Save Group “Saving a Group” on

right-click > click Save
Group

page 68

View group operations
monitored items

View Monitored Iltems

Novell Remote Manager
Health Monitoring
Engine - Monitored
ltems

“Viewing Monitored
Iltems” on page 71

View group operations
defined NRM health
types

NRM Heath Types

Novell Remote Manager
Health Monitoring
Engine - NRM Health
Types

“Viewing Group
Monitoring Types” on
page 72

Using the group features involves performing one or more of the following tasks:

1. Building and Configuring a Monitoring Group (page 64).

2. (Optional) Saving a Group (page 68).

You only need to perform this step if you want to use the group at a later time.

Using Group Operations
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3. Generating and Viewing Server Reports (page 70).

The monitoring operations start immediately. Other tasks, such as running reports require
additional steps.

4. (Conditional) Accessing an Existing Group (page 69).

10.1 Building and Configuring a Monitoring
Group

Novell Remote Manager lets you build and configure groups of items for monitoring Linux server or
NetWare server health, as well as providing various statistics for servers running other operating
systems. A few of the preconfigured monitoring item types are NRM Health Status for a single
server or a group of servers, Ping to a specific port, I[P connectivity, LDAP Directory Root Search,
and status of connectivity to a Web page.

Monitoring items can be defined and represented by an icons on a page as shown in the following
figure. The icons can represent a single item or a group of items.

Figure 10-1 NRM Server Health Example Group

Example Group

&=

il g
s, SEAL .Egijing - Linux
:®Yemen - Window XP§~
R !

r ke
L

J/ e G ) Brisbane - Linux
@ngvell.com ape Town «—"\A.__VJ )
@M. com i c"r b &

To build and configure a new monitor group:
1 Click the Configure New Group link in the navigation frame.
2 Right-click the Group Monitoring Operations page.

TIP: If your browser does not support right-click functionality, try double-clicking the Reports
icon l&] in the upper right corner of the page.

You should see a pop-up similar to the following:
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Add ltem

Configure Mew Group

Full Screen

Sroup Configuration
Metwaork Discovery

Refresh

Save Group

=elect Group

Show Hidden ltems

NEM Reports & Operations

3 Click Add Item, and do the following:

3a Complete the Monitoring Item Configuration form.

Add Hew Monitor Item

Monitoring Item Configuration

Mame
Itern Address/URL

Hide Mormal
Status O

Text Colar Default

Use single sign on NRM credentials

User Name

Add

tonitoring Type MRM Health Monitar hd
Port 8008

Text Background
Calor

|

Password

Default

For each item you add to a group or want to change from the default setting (health
monitor), complete the following options on the Monitoring Item Configuration form.

Option Details

Name Provide a descriptive name for the item.

Using Group Operations
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Option

Details

Monitoring Type

Specify one of the following types:

* Label: Text information to use as a label on the group monitor
display. Lets you identify each group specifically as needed.

* LDAP Directory Root Search: Shows the response when trying
to ping port 389 of the specified LDAP server. Credentials are not
used. This is useful to monitor the status of your LDAP servers in
your network.

* NRM Group: Shows the health status of a group of servers. Lets
you access the specific health page for each server in the group.

* NRM Health Monitor: Shows the health status of each server in
the group. Lets you access the specific health page for each
server in the group.

* Ping (ICMP): Shows the response when sending ping requests
to the specified DNS name or IP address.

* TCP/IP Port Query: Shows response activity of a designated
TCP/IP service. This query attempts to make a TCP connection
to the specified address and port. Returns green (good) health if
any services is listening. For example, you could set up a health
monitoring item to tell you whether your GroupWise server is still
listening for logins from clients. The only states that are returned
are green (good), which means the connection was successful,
and red (bad), which means the connection was not successful.

* Web page: Shows the response when trying to download a Web
page from the specified URL. You need to put the second part of
the address only.

Item Address/URL

Specify the IP address for the server that you want to monitor or ping,
or specify the URL for the Web page that you want to download.

The address can be an IP address or DNS name.

You do not need to specify the HTTP:// portion of a URL

Hide Normal Status

When selected, only items that are in an abnormal state are displayed.

If you want to monitor all statuses, leave the check box deselected.

Text Color

Black is the default. You can select any other color from the drop-down
list.

Port

The default is provided. You can type a different port to use.

Use Single Sign on
NRM Credentials

When selected (default), the credentials used to access this items'
data are the same as the credentials that the user logged into Novell
Remote Manager with.

When deselected, enter the credential necessary to access the item in
the User Name and Password fields.

Text Background
Color

Clear is the default. You can select any other color in the drop-down
list.
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3b
3c
3d

You can also define your own monitoring types or edit the default defined health types by
editing the XML data in/ opt / novel | / nr mM NRM& oupHeal t hi nf o file. For more
information, see “Defining or Editing Group Monitoring Types” on page 73.

Click Add.
Drag the monitor items to the desired location.

Repeat Step 3a through Step 3c for each item that you add.

4 (Optional) If you want to change any of the following, change the configuration of the group:

4a
4b

The label for the group

The graphic displayed

The refresh rate

The suspect and critical e-mail notification for the group

Right-click the customized Group page, then click Group Configuration.

Complete the fields as desired on the Group Operations Configuration form.

Group Operations Configuration
Display Options E-mail Options
. . Suspect server Health E-mail
tonitor Page Title Notification O
Background : I : : 0
\ NEMDefaultGrouptdap. JFG v | First notification wait period -
Graphic tinutes
Refresh Rate 30 Seconds Additional notification wait period -
tinutes
Critical Server Health E-mail 0
Motification
First notification wait period 0 -
tinutes
Additional notification wait period -
tinutes
Apply
Option Description
Display The display options let you control the following:

¢ Monitor Page Title: Specify a title to be shown at the top of the
monitor page in the header area when the page is built.

* Refresh Rate: Specify the number of seconds between status
queries to the server.

e Background Graphic: Select a graphic from the drop-down list for
the monitor items to be displayed on. This option can be helpful if
you want to show specific locations of the item being monitored.
If you want to add a customized graphic, add it to the / opt /
novel | / nr m NRMGr oupMaps directory.

E-mail The e-mail notification options control how and when e-mail notifications

are sent when the server health changes. E-mail notifications are sent to
the addresses in the mail notification list using the mail servers set in the
[ etc/opt/novel |/ httpstkd. conf file.

4c Click Apply.

5 Perform the desired task, or save the group and perform the task later.
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In this release, the only task you can perform on Linux servers is to compare the server up
times.

6 (Optional) If you want to reuse the group, save the group.
6a Right-click the customized Group page, then click Save Group.
We recommend using a name that represents the group you built.

6b (Conditional) If you haven’t saved any groups, you might need to extend the schema for
NRM group operations before you can save the group.

Extending the schema is required only once per eDirectory™ tree. If the host is connected
to a pre-existing NetWare® 6.5 or later network, then extending the schema is not
necessary.

6¢ Click Save Group and perform the required steps to save the group to a local server or
save it and associate it with an eDirectory object.

See “Saving a Group” on page 68.

10.2 Saving a Group

You can save the configuration of the group so you can access this page again without completing
the configuration options. You can save a group to the local server or associate with an eDirectory
object and save it.

10.2.1 Saving the Group to the Local Server
1 While viewing the group you just created or edited, right-click the customized Group page,
then click Save Group.

2 In the Group Name field, specify a name for the group or select a group name that you want to
replace from the group list.

We recommend using a name that represents the group you built.
3 Click Save Group.

This saves the group to a file with that name in the / opt / novel | / nr ml NRM& oups
directory.

10.2.2 Saving the Group and Associating It with an eDirectory
Object

You can save a group and associate it with a User or Group eDirectory object. This is helpful when
you want to access the configuration and you don’t want to save the configuration to a specific

server (for example, if the server is down but you want it to be part of the operation or if you want to
run the operation while one of the servers is not functioning properly).
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Only one group can be associated to an object.

1 While viewing the group you just created or edited, right-click the customized Group page,
then click Save Group.

2 In the Make This the Group Monitor for This Object field, specify a User or Group object that
you want to associate this group with.

You can browse to the user or group by clicking the Browse link icon or by typing the full
content name of the object.

3 Click Save Group.

10.3 Accessing an Existing Group

After a group has been saved to the server, you can access the group again to run reports or change
the attributes of the group.

1 Click the Select Group link in the navigation frame.
2 On the Server Group page, select the desired group from the drop-down list.

IMPORTANT: In this release, browsing for a group configuration file previously saved is not
working even though the option exists on the page.

3 Click Build Group.

10.4 Changing an Existing Group

After accessing an existing group (see “Accessing an Existing Group” on page 69), you might want
to change it using one of the following procedures.

Table 10-2 Changing an Existing Group Tasks and Procedures

If you want to Then
Change the configuration of an existing 1. Select the group.
group. 2. Right-click the page, then click Group Configuration.

w

Make the desired changes in the Group Operations
Configuration form.

Click Apply.

o M

Save the group. (See “Saving a Group” on page 68.)

See the details of the server health or the
monitoring type.

Select the group.
Select the item you want to see the details for.
Double-click the Health Status icon.

w N o=

Edit an existing item in the group. Select the group.
Select the item you want to edit.
Right-click the selected item.

Click Edit.

P Dnd o~
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If you want to Then

Delete a server or monitor item from a
group.

1. Select the group.

2. Select the item you want to delete.
3. Right-click the selected item.

4. Click Delete.

Change the display to a full screen in your
browser window.

1. Select the group.

2. Right-click the page.
3. Click Full Screen
4

. When you are finished viewing the group, close the
browser window.

10.5 Deleting an Existing Group

To delete a group:
1 Click the Select Group link in the navigation frame.
2 On the Server Group page, select the desired group from the drop-down list.
3 Click Delete Group.

10.6 Generating and Viewing Server Reports

Running Server Comparison reports on a group of servers can help you in determine which servers
need to be updated or have configurations changed, why operations on that server might be sluggish,
or which servers are receiving the most action.

In this release, you can run only one report, the “Compare Server Up Time Report” on page 70.

10.6.1 Compare Server Up Time Report

Run this report to see which servers might need replacing or tuning to keep them running longer.
This report gives you an idea how long each server in the group has been running without being
restarted.

1 Build the monitor group or select a group previously saved.

See “Building and Configuring a Monitoring Group” on page 64 or “Accessing an Existing
Group” on page 69.

2 Right-click the customized Group page.
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3 Click NRM Reports & Operation.

NRM Group Operations and Reports

Novell Remote Manager Server Information

Reports Operations

B Cormpare Server Up Times

NRM Servers

OES-Linux-s2
OES-Linux-51

4 Click Compare Server Up Times.
A report similar to the following is returned.

Server Up Time Report

Server Up Time
DOES-Linux-s2 16 days 06 hours 05 minutes 46 seconds
OES-Linux-51 14 days 22 hours 58 minutes 08 seconds

™ Saryer has been up less than one hour,
&} server has been up less than one day.

10.7 Viewing Monitored Items

If you have several groups defined and you want to see which items are being monitored from this
server without opening each group, click View Monitored Items.

This page lists of all of the items currently being monitored by the Novell Remote Manager health
monitoring engine on this server.

If an item has not been monitored for more than 3 minutes, it is removed from the list.

Table 10-3 Health Monitoring Engine Monitored Items

Column Description
Status Shows the health indicator icon for the item
Item Name The name assigned to the item when it was defined in a Novell Remote

Manager health monitoring group.

Type The type of item being monitored, such as NRM health, ping status, web
download.
Address The third column is the address that Novell Remote Manager uses to check

the items health status.

Last Check Time The last time that a Novell Remote Manager group requested the health
status of this item.

Monitoring Start Time The that health monitoring was started for this item.
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If this server’s utilization is high due to the monitoring occurring on this server, you might consider
moving some of the monitoring to another location.

10.8 Viewing Group Monitoring Types

Clicking the NRM Health Types link in the navigation frame displays the Novell Remote Manager
Health Monitoring Engine - NRM Health Types content. This page gives you an overview of the
Group Monitoring types that are defined on the current host. The legend shows the statuses you
might see when you are monitoring groups of hosts with various monitored items and is a graphical
view of the items defined in the / opt / novel | / nr mi NRM& oupHeal t hl nf o file.

Figure 10-2 The Default NRM Health Monitoring Engine - NRM Health Types Content Definitions

Novell Remote Manager Health Monitoring Engine

Health type defines used for Group Operations health monitoring on this machine,

Health Type Ty!)e Platform Health Test Default Port
String
MRM Health Monitor NRM all NRM Health State 8008
HRA Item Health lcon Value Return Value Item Click
States.
1 HEALTH_STATUS_GREEM MR Health Page
@ 8 HEALTH_STATUS_YELLOW MNR# Health Page
G 4 HEALTH_STATUS_UMKND WK NR#4 Health Page
@ 5 HEALTH_STATUS_RED NR# Health Page
® 7 HEALTH_STATUS_CANT_COMNMECT MNR# Health Page
Type
Health Type N Platform Health Test Default Port
String
Label LABEL Al nia
Type
Health Type N Platform Health Test Default Port
String
MRM Group GROUP All Group Items Health
NRM Group lcon Value  Return Value Item Click
Health States
NS
\— 1 HEALTH_STATUS_GREEN Expand Group
Nk
;@\— 3 HEALTH_STATUS_YELLOW Expand Group
~,
priy 4 HEALTH_STATUS_UMKMOWHM Expand Group
NS
;@\— 5 HEALTH_STATUS_RED Expand Group
NS
;@\— 7 HEALTH_STATUS_CANT_COMMECT Expand Group
Type
Health Type . PFlatform Health Test Default Port
String
ing -c1 -W1 %TEM_ADDR “bytes fi B
Ping(ICAP) PING Linx ~ Pnect K | erep "bytes from
12/ dev/null
PING Health lcon Value Return Value Item Click
States.
% o HEALTH_STATUS_UP ping -c4 ®ITEM_ADDR
3 Mot O HEALTH_STATUS_CANT_CONMECT ping -c4 -W1 BITEM_ADDR
Type
Health Type N Platform Health Test Default Port
String
q waet --tries=1 --spider %ITEM_ADDR:%
WWeb Page WEB_PAGE Linux ITEM_PORT 254 devs null 30
WEB_PAGE lcol Value Return Value Item Click

Health States

http:/ /%I TEM_ADDR:%
ITEM_PORT

wget --tries=1 --spider %
ITEM_ADDRIEITEM_PORT

0 HEALTH_STATUS_UP

¥ Mot HEALTH_STATUS_CANT_COMMECT
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10.9 Defining or Editing Group Monitoring Types

If you want to add a Group Monitoring type to the group monitoring that is not defined or change the
label of any of the predefined types, you can access the / opt / novel | / nrm
NRMG oupHeal t hil nf o file and make changes to it.

Each item is defined between the beginning and ending NRM_Health Item Definition XML tags as
shown below.

<NRM Heal th_Item Definition>
<Type_Name>Pl NG/ Type_Nane>
<Di spl ay_Nane>Pi ng(| CVMP) </ Di spl ay_Nane>
<Pl at f or m>Li nux</ Pl at f or m>
<Heal t h_Test >
<Command_Li ne>ping -c1l -W % TEM ADDR | grep "bytes from 1>/dev/
nul | </ Conmand_Li ne>
<Resul t >
<Val ue>0</ Val ue>
<Resul t | con>/ sys/ | ogi n/ NRMcanpi ng. gi f </ Result _| con>
<Ret ur n_Val ue>HEALTH_STATUS UP</ Ret ur n_Val ue>
<d i ck_Command>pi ng -c4 % TEM ADDR</ d i ck_Conmand>
</ Resul t >
<Resul t >
<! Val ue>0</! Val ue>
<Ret ur n_Val ue>HEALTH_STATUS CANT_CONNECT</ Ret ur n_Val ue>
<C i ck_Command>ping -c4 -W % TEM ADDR</ Cl i ck_Comuand>
</ Resul t >
</Heal th_Test>
</ NRM Heal th_Item Definition>

10.10 Discovering Iltems on the Network to
Monitor

If you want to scan the network for specific services, you can access the Network Discovery page
and specify the host and ports that should be scanned for. After discovering the items on the
network, you can click the item and add it to the current group for future monitoring.

Using this feature can help you to quickly gather the information you need to create monitoring
groups.
To access this page, do the following:
1 In the navigation frame, click Use Group Operations > Configure New Group or Select Group.
2 Right-click the applicable group page displayed.
3 Make sure the browser you are using will accept pop-ups.

4 Click Network Discovery.
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The Network Discovery page is displayed:

HetWork Discovery

Network Scan Parameters

DNS Name/IP Address |137.6559.103 | Subnet Mask 255 255 265 1 |

Select a Network Discovery Method
Scan available Hosts[ping/1CMP Echo)

[ Weh Server Scan ]
Scan for LDAP Servers{port 389) [ LDAF Server Scan ]

Scan for Movell Remote Manager Servers(port 8008/ 800%) | NREM Agent Scan

Scan for Services[user supplied port)

Scan for Wieb Servers{port 80)

[ Service Scan ] port: |

To perform the scan, do the following:
1 Access the Network Discovery page.
2 Do the tasks specified in the following table:
The Network Scan Parameter fields determine which hosts or ports should be scanned.

The DNS Name / IP Address field is an IP address is used with the subnet mask to determine
the range of IP addresses to be scanned. These fields default to the IP address of the current
Novell Remote Manager host and a class C subnet mask. For example, if you wanted to scan
for all the active hosts in the class B range of 137.65 subnet, you might set the IP address to
137.65.1.1 and the subnet mask to 255.255.0.0.

Instead of scanning for all hosts that respond on the network, you can scan for hosts with

specific services available.

Task

Procedure

Scan the network for hosts that are responding
to ICMP Echo Requests in the network within a
specified subnet.

1. Accept the default IP address or DNS
name and subnet mask information or
change it.

Click Subnet Scan.

Scan the network for hosts with port 80 open and
listening for connections (Web Servers) within a
specified subnet.

1. Accept the default IP address or DNS
name and subnet mask information or
change it.

Click Web Server Scan.

Scan the network for hosts with port 389 open
and listening for connections (LDAP Servers)
within a specified subnet.

1. Accept the default IP address or DNS
name and subnet mask information or
change it.

Click LDAP Server Scan.

Scan the network for hosts with port 8009 open
and listening for connections (Hosts with Novell
Remote Manager configured for the default
ports) within a specified subnet.

1. Accept the default IP address or DNS
name and subnet mask information or
change it.

Click NRM Agent Scan.
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Task Procedure

Scan the network for hosts with 1. Accept the default IP address or DNS
user_defined_port open and listening within a name and subnet mask information or
specified subnet. change it.

2. Click Service Scan.

After scanning for a desired service, a Network Discovery page is displayed showing results for
all hosts with the ports.

You can do the following task with the information returned:

Task Procedure

See more information about the scanned host. 1. Click the Web Service More Info icon [3 for
the applicable host on the Network
Discovery page.

2. View information on the page returned.

Add the host to the current group. 1. Click the Add Item to Group icon ¥ for the
applicable host on the Network Discovery
page.

2. Complete the required information on the
Add New Monitor Item page, then click
Add.

Most of the information is completed by
default.
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Tasks Quick Reference

The following table provides information about specific tasks you can perform using Novell Remote
Manager. These references also link to more specific information in this guide.

Table 11-1 Task Quick Reference List

Tasks

Link in Navigation frame or Other
Location

For More Information

Build a group for monitoring

Use Group Operations >
Configure New Group

Building and Configuring a
Monitoring Group (page 64)

Directory, change attributes of

View File System > View File
System Listing

Viewing Details about Directories
and Performing Actions on Them
(page 38)

Directory, edit

View File System > View File
System Listing

Viewing Details about Directories
and Performing Actions on Them
(page 38)

Directory, delete

View File System > View File
System Listing

Viewing Details about Directories
and Performing Actions on Them
(page 38)

Directory, rename

View File System > View File
System Listing

Viewing Details about Directories
and Performing Actions on Them
(page 38)

Directory, view detailed
information about

View File System > View File
System Listing

Viewing Details about Directories
and Performing Actions on Them
(page 38)

File, change attributes of

View File System > View File
System Listing

Viewing the Details of a File and
Performing Specific Actions
(page 40)

File, download

View File System > View File
System Listing

Downloading a File from the
Server to a Local Workstation
(page 39)

File, edit View File System > View File Viewing the Details of a File and
System Listing Performing Specific Actions
(page 40)
File, delete View File System > View File Viewing the Details of a File and
System Listing Performing Specific Actions
(page 40)
File, rename View File System > View File Viewing the Details of a File and

System Listing

Performing Specific Actions
(page 40)

Files, search for text in

View File System > View File
System Listing

Searching for Text in Files
(page 39)

Tasks Quick Reference

77



Link in Navigation frame or Other

Tasks . For More Information
Location

File, upload View File System > View File Uploading a File to the Server
System Listing (page 38)

File, view View File System > View File Viewing Individual Files (page 40)

System Listing

File system, browse

View File System > View File
System Listing

Browsing File Systems and
Performing Actions on Them
(page 36)

File system, perform action on

View File System > View File
System Listing

Browsing File Systems and
Performing Actions on Them
(page 36)

Files, viewing details about

View File System > View File
System Listing

Viewing the Details of a File and
Performing Specific Actions
(page 40)

Group operations, access an
existing group

Use Group Operations > Select
Group

Accessing an Existing Group
(page 69)

Group operations, build and
configure a new monitoring group

Use Group Operations >
Configure New Group

Building and Configuring a
Monitoring Group (page 64)

Group operations, change an
existing group

Use Group Operations > Select
Group

Changing an Existing Group
(page 69)

Group operations, define or edit
Group Monitoring types

Use Group Operations > NRM
Health Types

Defining or Editing Group
Monitoring Types (page 73)

Group operations, delete an
existing group

Use Group Operations > Select
Group

Deleting an Existing Group
(page 70)

Group operations, discover items
to monitor on the network.

Use Group Operations >
Configure New Group > right-
click menu > Network Discovery

Discovering Items on the Network
to Monitor (page 73)

Group operations, generate and
view server reports

Use Group Operations >
Configure New Group > right-
click menu > Save Group

Generating and Viewing Server
Reports (page 70)

Group operations, save a new
group

Use Group Operations >
Configure New Group > right-
click menu > Save Group

Saving a Group (page 68)

Group operations, view defined
health types

Use Group Operations > NRM
Health Types

Viewing Group Monitoring Types
(page 72)

Group operations, view
monitored items

View Monitored Items

Viewing Monitored ltems
(page 71)

Host, shut down

Manage Linux > Down/Reset
Options

Shutting Down and Restarting the
Host (page 52)

Host, restart

Manage Linux > Down/Reset
Options

Shutting Down and Restarting the
Host (page 52)

Interrupt information, view

Manage Hardware > Interrupt
Information

Viewing Interrupt Information
(page 58)
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Tasks

Link in Navigation frame or Other
Location

For More Information

1/0 Memory information, view

Manage Hardware > 10 Memory
Information

Viewing 1/0 Memory Information
(page 59)

10 Port information, view

Manage Hardware > |0 Port
Information

Viewing I/O Port Information
(page 60)

Kernel modules, view

Manage Linux > Kernel Module
Listing

Viewing Kernel Modules
(page 50)

Memory information, view

Manage Linux > View Memory
Information

Viewing Memory Information
(page 51)

Mounted devices, perform
actions on them

Home icon > Info icon

Viewing Mounted Devices and
Performing Actions on Them
(page 35)

Mounted devices, view

Home icon > Info icon

Viewing Mounted Devices and
Performing Actions on Them
(page 35)

Packages, install

Manage Linux > Package
Information

Managing Packages (page 53)

Packages, remove

Manage Linux > Package
Information

Managing Packages (page 53)

Packages, view information about

Manage Linux > Package
Information

Managing Packages (page 53)

Partition information, view

View File System > View Partition
Information

Viewing Partition Information
(page 40)

Process, Kill

Manage Linux > Process
Information

Managing Processes (page 55)

Process, view information about

Manage Linux > Process
Information

Managing Processes (page 55)

Processors, view information
about

Manage Hardware > View
Processors

Viewing Processors (page 57)

Server health, configure e-mail
notification about status

Health Monitor and Configuration
Icon

Configuring E-Mail Notification for
Server Health Status (page 33)

Server health, configure item to
monitor

Diagnose > Health Monitor

Configuring the Items to Monitor
(page 33)

Server health, monitor health of a
specific item

Diagnose > Health Monitor

Monitoring Overall Server Health
or the Health of a Specific Item

(page 31)

Server health, monitor overall
health

Diagnose > Health Monitor

Monitoring Overall Server Health
or the Health of a Specific Item

(page 31)

Server health, troubleshooting
suspect or bad health status

Diagnose > Health Monitor

Troubleshooting a Suspect or
Bad Health Status (page 33)

Server Group, monitor overall
server health

Use Group Operation > Configure
New Group or Select Group

Building and Configuring a
Monitoring Group (page 64)

Tasks Quick Reference
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Tasks Link in Navigation frame or Other

For More Information

Location

SMBIOS information, view Manage Hardware > SMBIOS Viewing SMBIOS Information
Information (page 61)

Swap information, view Manage Linux > View Memory Viewing Memory Information
Information (page 51)
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Security Considerations

This section contains information that helps you know whether you can use this utility in a secure
environment and points you to information to help you set up access to your server so you can be
certain that its contents are not compromised through the use of this utility.

For additional security implementation information, see “Security” in the Novell OES SP2 Planning
and Implementation Guide.

The default settings for Novell Remote Manager for OES Linux are set so your network and
information cannot be compromised.If you change settings from the default, please be aware of the
consequences of your actions.

12.1 Security Features

The following table contains the security features of Novell® Remote Manager on OES Linux.

Table 12-1 Security Features of Novell Remote Manager on OES Linux

Feature Yes/ Details
No
Users are authenticated Yes Users must log in to Novell Remote Manager.

Log in as user Root, a local Linux user, or as a Novell
eDirectory™ user that is Linux User Management enabled.

User root can restrict all users from logging in. If the server is
LUM enabled, user Admin and users with rights equivalent to
user Admin can also perform the same tasks as user root.

For more information, see “Accessing Novell Remote
Manager” on page 19 and “Changing the Configuration” on

page 25.
Servers, devices, and services Yes When gathering information with group operations, Novell
are authenticated Remote Manager authenticates to other servers.
Access to information is Yes  Access to information is restricted to valid users that have
controlled rights to access the server through eDirectory or access

rights to the local file system.

The port for accessing the login dialog box must be open
through a firewall if you want the server to be accessible
outside the firewall. You can restrict access to specific
workstations or a range of IP addresses.

For more information, see “Accessing Novell Remote
Manager” on page 19 and “Changing the Configuration” on
page 25.

Roles are used to control access No Novell Remote Manager does not have role-based
management.
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Feature ;es/ Details
o

Logging and security auditing is  Yes
done

Data on the wire are encrypted by Yes The following data are encrypted on the wire:

default
» Administration via browser Ul
* When logging in the administration is switching to the
HTTPS protocol.
Data is stored encrypted No

Passwords, keys, and any other  Yes
authentication materials are
stored encrypted

Security is on by default Yes

12.2 Security Characteristics

Novell Remote Manager communicates using port 8008 and 8009. Port 8008 access the Login page,
then all other communications take place through secure HTTP ports 8009. These default settings
can be changed using options in the ht t pst kd. conf file.

The HTTPS communication uses SSL encryption. It uses the server certificate by default; however,
you can reconfigure this setting if desired.

12.3 Security Configuration

The following table provides a summary of the options you can change to allow or limit access to
the server through Novell Remote Manager.

Table 12-2 Options for Changing or Limiting Access to a Server Through Novell Remote Manager

Issue/Feature Recommendation For More Information

Let all users access the This is the default setting. All user “Accessing Novell Remote
server through Novell access is controlled by eDirectory and  Manager” on page 19.
Remote Manager with LUM.

default eDirectory rights or
local users access rights.
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Issue/Feature

Recommendation

For More Information

Restrict access to all users
except root.

Set the nolum and supervisoronly

options in the ht t pst kd. conf file and
edit the / et ¢/ pam d/ ht t pst kd file.

Remove these lines:

auth sufficient /1ib/
security/ pamnam so
account sufficient /1ib/
security/ pam nam so
password sufficient /Iib/
security/ pamnam so
session optional /Iib/
security/ pamnam so

» “Changing the
Configuration” on page 25.
» “Accessing and Editing the

HTTPSTKD Configuration
File” on page 26.

Restrict access all users

except root, and eDirectory
user Admin and users with
rights equivalent to Admin.

Set the supervisoronly options in the
ht t pst kd. conf file.

* “Changing the
Configuration” on page 25.

* “Accessing and Editing the
HTTPSTKD Configuration
File” on page 26.

Restrict access to specific
workstations or a range of
IP address

Set the filteraddr and filtersubnet
options in the ht t pst kd. conf file.

» “Changing the
Configuration” on page 25.

* “Accessing and Editing the
HTTPSTKD Configuration
File” on page 26.

Remove access to the
utility for all users

Stop the HTTPSTKD daemon.

“Starting or Stopping Httpstkd” on
page 21.
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HTTPSTKD Configuration File
Options

To control the behavior of Novell® Remote Manager on Linux, you can specify the following
options in the HTTPSTKD Configuration file in / et ¢/ opt / novel | / ht t pst kd. conf . This
information is in the default configuration file when installing a new server. If you are upgrading
your server, you must add the information and settings noted if you want the applicable
functionality.

A.1 Options

The following are available for controlling the behavior of Novell Remote Manager on Linux:

» Section A.1.1, “Address and Port Commands,” on page 85

» Section A.1.2, “Load Command,” on page 86

* Section A.1.3, “Filtering Commands,” on page 87

» Section A.1.4, “E-Mail Notification Commands,” on page 87
» Section A.1.5, “Language Commands,” on page 88

» Section A.1.6, “Disable Auto LUM Command,” on page 89
» Section A.1.7, “Supervisor Only Command,” on page 90

A.1.1 Address and Port Commands

Purpose
Specifies each address and port that HTTPSTKD opens and listens on.

Optionally, you can enable SSL on the port using the keyfile and certfile parameters.

Syntax
addr i p_address: port_numnber

addr ip_address: port_nunber keyfile:key file_ path/nane
certfile:certificate file_path/nane

Option Use
IP_address One of the following:
+ 0.0.0.0

» The assigned static IP address of the node

A DNS name is not allowed.

HTTPSTKD Configuration File Options
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Option Use

port/ One of the following for public or secure:

» 8008 is the default public port
» 8009 is the default secure port

+ any port not in use on the server

If you are accessing Novell Remote Manager outside a firewall, these ports
must be open.

keyfile_path/name [ etc/opt/novel | / httpstkd/ server. key is the default path and
filename on a new OES server installation.

certificate_path/name certfile=/ et ¢/ opt / novel | / htt pst kd/ ser ver. pemis the default path
and filename on a new OES server installation.

Examples

addr 0.0.0.0:8008

addr 0.0.0.0: 8009 keyfile=/etc/opt/novell/httpstkd/ server.key
certfile=/etc/opt/novell/httpstkd/ server.pem

A.1.2 Load Command

Purpose

Loads plug-in files used by Novell Remote Manager.

Syntax

| oad plug-in_file_path/nane

Option Use

plug-in_file_path [ opt/ novel | /1i b/ isthe default path for Novell Remote Manager plug-in
files.

plug-in_filename | i bnr m so is a default plug-in for Novell Remote Manager.

Examples

| oad nrm so

I oad /opt/novell/lib/libnrmso
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A.1.3 Filtering Commands

Purpose

Blocks access to Novell Remote Manager from all addresses except those specified by these
filteraddr and filtersubnet commands.

Syntax

filteraddr |P_address
filtersubnet |P_address subnet nask

Command Use

not specified Allows access from any address. This is the default setting.
filteraddr Allows access from specific addresses only.

filtersubnet Allows access from any address on the specified network or subnet.
Examples

The following command allows access only from address 192.168.20.1:

filteraddr 192.168.20.1

The following command allows access from only addresses 192.56.56.0 thru 192.56.59.255:
filteraddr 192.56.56.0 255.255.252.0

A.1.4 E-Mail Notification Commands

Purpose
Sets up e-mail notification service in Novell Remote Manager.

You can specify up to two mail servers and up to eight recipients to receive e-mail when a
notification is specified in the Novell Remote Manager server health area. Use a separate command
line for each server or e-mail address.

Syntax

mai | server | P_address
mai lto ennil _address

Command Use
no setting E-mail notification is not configured. This is the default setting.
mailserver Sends e-mail notification to the specified mail server. You can specify up to

two mail servers.

mailto Sends e-mail notification to the specified user. You can specify up to eight
users.
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Example

The following commands send e-mail notifications to mail servers mai | . bobs1bank. comand
snt p. bobslbank. com

mai | server mail.bobslbank. com
mai | server smtp. bobslbank. com

The following commands send e-mail notifications to users Bob, George, and Mary from mailserver
bobslbank. com

mai | to bob@obslbank. com
mai | t o george@obslbank. com
mai |l to mary@obslbank. com

A.1.5 Language Commands

Purpose

Sets up a mapping of HTTP Accept-Language header tags for Linux locales. These locales
determine the languages in which the browser can view content through the Novell Remote
Manager utility.

To see a list of possible locales on your Linux server, enter the following at a shell prompt:

|l ocale -a

Syntax

| ang HTTP_l anguage_string | ocal e_string

Command Use

lang Use the following settings:

» English: en en_US.UTF8.

* US English: en-us en_US.UTF8.
* French: fr fr_FR.UTF8.

» Japanese: ja ja_JP.UTF8.

* Portuguese: pt pt_ BR.UTF8.

These are the default settings for this release.

In this release, Novell Remote Manager supports only English, French,
Japanese, and Portuguese.

Example

The following commands set the browser languages for English, French, Japanese, and Portuguese:

| ang en en_US. UTF8
| ang en-us en_US. UTF8
lang fr fr_FR UTF8
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lang ja ja_JP. UTF8
| ang pt pt _BR. UTF8

More Information

If you are upgrading this server and you want to use this option, you need to add these parameters to
the ht t pst kd. conf file for this server.

A.1.6 Disable Auto LUM Command

Purpose

Auto LUM lets users log in to Novell Remote Manager on Linux using their eDirectory username
and password. For example, you can log in as user Admin or as a user with rights equivalent to
Admin rather than having to log in as user Root.

Use this command to allow users to log in to Novell Remote Manager only with their local username
and passwords.

Syntax

nol um

Option Use

no setting This is the default setting.

To perform all management functions, users must be logged in as user root.
Non-root users must log in using the username and password created on the
local system. Only limited functionality is available.

When this command is not specified, HTTPSTKD checks its PAM
configuration file at load time and adds the LUM configuration to it if LUM is
installed but not already in its configuration.

nolum Setting this option does not disable LUM if it is already part of HTTPSTKD
configuration.

You can remove the auto LUM functionality by manually by editing / et ¢/
pam d/ ht t pst kd and removing these lines:

auth sufficient /lib/security/pamnam so
account sufficient /lib/security/pamnam so
password sufficient /lib/security/pamnam so
session optional /lib/security/pamnam so

Example

nol um
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A.1.7 Supervisor Only Command

Purpose

Disables access to the server through Novell Remote Manager for all users except root. If Linux
User Management is enabled for Novell Remote Manager, eDirectory user Admin and eDirectory
users with rights equivalent to user Admin also have access to the server through Novell Remote
Manager and can perform the same tasks as user root.

Syntax

supervi soronly

Option Use

no setting This is the default setting.

Local users and all LUM-enabled eDirectory users can log in to Novell
Remote Manager.

The non-root and non-admin users have limited access to the server through
Novell Remote Manager. They can access only the server’s file systems that
they have rights to and can perform very limited tasks such as file upload and
text search.

supervisoronly Lets only user root and eDirectory user Admin and users with rights
equivalent to Admin have access to the server through Novell Remote
Manager. LUM must be set for eDirectory user access.

Example

supervi soronly

More Information

If you are upgrading this server and you want to use this option, you need to add these parameters to
the ht t pst kd. conf file for this server.
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Novell Remote Manager Packages

The following table lists the packages that are required to run Novell® Remote Manager (NRM) for

Linux on OES Linux servers.

Table B-1 Packages Required for Running Novell Remote Manager on OES Linux Servers

Package (RPM)

Description

Notes

NLDAPbase LDAP Tools and Libraries Contains the Novell extensions to LDAP runtime and
Security libraries (Client NICI).
NLDAPsdk LDAP SDK Libraries Contains the Novell extensions to LDAP runtime and
Security libraries (Client NICI).
nmap Portscanner Designed to let system administrators scan large
network.
novell-life Linux Instrumentation for ~ Contains the providers and agents necessary for
Enterprise (LIFE) Health Monitoring Services.
providers for the
OpenWBEM CIMOM The health monitoring pages require this package to
be installed.
novell-nrm Novell Remote Manager, Contains all the binaries and necessary components

Web-based Linux
machine management,
and control interface

for Novell Remote Manager.

novell-nrm-welcome

Novell Remote Manager
Welcome page content for
Novell OES

The Novell Remote Manager Welcome page content
for the Novell Open Enterprise Server (OES).

NOVLam

Linux User Management

Required if you want Novell Remote Manager to be
Linux enabled.

Provides PAM and Name Services Switch
functionality to LDAP servers based on eDirectory™.

openwbem

Web-Based Enterprise
Management (WBEM)
Implementation

Contains the providers necessary for Robust health
monitoring on a Linux server.

The health monitoring pages require this package to
be installed.
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These package are installed with the following software selections during the OES SUSE® Linux
installation. You can also install them during a post installation. Additional packages might be
requested depending on the software selection and other packages installed on the server. See “Post-
Installing Novell Remote Manager” on page 21.

Table B-2 Novell Remote Manager Required Packages Installed with OES Linux Installation

Minimum Novell Novell Novell
Package Minimum o hical Full  Default QuickFinde NoVe! Virtual Novell  Open
(RPM) System s iFolder ! iPrint Enterprise

ystem r Office s

erver

NLAPbase No No No No Yes Yes Yes Yes Yes
NLAPsdk No No No No Yes Yes Yes Yes Yes
nmap No No No No Yes Yes Yes Yes Yes
novell-life No No Yes No Yes Yes Yes Yes Yes
novell-nrm No No No No Yes Yes Yes Yes Yes
novell-nrm- No No No No Yes Yes Yes Yes Yes
welcome
NOVLam No No No No Yes Yes Yes Yes Yes
openwbem No No Yes No Yes Yes Yes Yes Yes
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Documentation Updates

To help you keep current on updates to the documentation, this section contains information on
content changes that have been made in this Novell Remote Manager Administration Guide for
Linux since the initial release of Open Enterprise Server.

This document is provided on the Web in HTML and PDF, and is kept up to date with the
documentation changes listed in this section. If you need to know whether a copy of the PDF
documentation you are using is the most recent, check its publication date on the title page.

This documentation update information is grouped according to the date the changes were
published. Within a dated section, the changes are alphabetically listed by the names of the main
table of contents sections in the Novell Remote Manager Administration Guide for Linux.

This document was updated on the following dates:

» Section C.1, “December 23, 2005 (Open Enterprise Server SP2),” on page 93
» Section C.2, “August 19, 2005 (Open Enterprise Server SP1),” on page 96

C.1 December 23, 2005 (Open Enterprise Server
SP2)

Updates were made to the following sections:

» Section C.1.1, “Accessing Novell Remote Manager for Linux,” on page 93
» Section C.1.2, “Entire Guide,” on page 94

* Section C.1.3, “Managing Hardware,” on page 94

» Section C.1.4, “Managing Linux,” on page 94

* Section C.1.5, “Task Quick Reference,” on page 95

» Section C.1.6, “Using Group Operations,” on page 95

» Section C.1.7, “Viewing File Systems,” on page 95

» Section C.1.8, “What's New,” on page 96

C.1.1 Accessing Novell Remote Manager for Linux

Location Change
“Accessing Novell Remote Added information about user Admin being able to log in to Novell®
Manager” on page 19 Remote Manager using its fully distinguished name when eDirectory™

and LUM are installed on the local server.

“Starting or Stopping Httpstkd” Changed the format of the start, stop, and status information from a list
on page 21 to a table.

“Understanding the Layout of Updated Figure 4-1 on page 22 to show new features on the home page.
Novell Remote Manager” on
page 22
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Location

Change

“Accessing Novell Web
Pages” on page 24

Updated links for Novell Support and Novell Developer Support.

C.1.2 Entire Guide

Location

Change

Entire guide

Page design reformatted to comply with revised Novell documentation
standards.

C.1.3 Managing Hardware

Location

Change

Table 9-1 on page 57

Added the Tasks and More Information columns to this table.

“Viewing Processors” on
page 57

Added Figure 9-1 on page 57.

“Viewing Interrupt Information”

on page 58

Added Figure 9-2 on page 58.

“Viewing 1/0O Memory
Information” on page 59

Added Figure 9-3 on page 59.

“Viewing 1/0O Port Information”
on page 60

Added Figure 9-4 on page 60.

“Viewing SMBIOS
Information” on page 61

Added Figure 9-5 on page 62.

C.1.4 Managing Linux

Location

Change

Table 8-1 on page 49

Added the Tasks and More Information columns to this table.

“Accessing VNC Consoles” on
page 49

Changed the section title from VNC Consoles to Accessing VNC
Console Screens. Added Figure 8-1 on page 50.

“Viewing Kernel Modules” on
page 50

Added Figure 8-2 on page 51.

“Viewing Memory Information”
on page 51

Updated information for the Total Swap File Size link and the Swap File
Information page. This functionality was present in OES SP1 but was
never documented. Added Figure 8-3 on page 52.

“Managing Packages” on
page 53

Added Figure 8-4 on page 53 and Figure 8-5 on page 54.
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Location

Change

“Managing Processes” on
page 55

Added Figure 8-6 on page 55.

C.1.5 Task Quick Reference

Location

Change

“Tasks Quick Reference” on
page 77

Changed section title from “Quick Task Reference” to “Tasks Quick
Reference.”

Table 11-1, “Task Quick
Reference List,” on page 77

Changed location for viewing Swap information. Added Group Operation
tasks.

C.1.6 Using Group Operations

Location

Change

Table 10-1 on page 63

Added the Tasks and More Information columns to this table.

“Compare Server Up Time
Report” on page 70

Changed the section title from Server Duration report to Compare Server
Uptime Report and change the label for the link in Step 3 to match the
current interface. Added Figures showing the Reports Selection page
and an Example Report

“Discovering ltems on the
Network to Monitor” on
page 73

Added this section.

C.1.7 Viewing File Systems

Location

Change

Table 7-1 on page 35

Removed the Viewing Swap Information link.

“Viewing Mounted Devices
and Performing Actions on
Them” on page 35

Revised the entire section to match the OES SP2 interface and added
Figure 7-1 on page 35.

“Inventorying Directories or
NCP Volumes” on page 41

Added this section to document the functionality added in OES SP2.

“Viewing Partition Information”

on page 40

Added Figure 7-3 on page 41.

Viewing Swap Information
section

Removed this section. This link was removed in OES SP1 but was never
documented.
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C.1.8 What's New

Location Change

“What's New” on page 15 Added information about new and updated features in OES SP2.

C.2 August 19, 2005 (Open Enterprise Server
SP1)

Updates were made to the following sections:

» Section C.2.1, “Accessing Novell Remote Manager for Linux,” on page 96
* Section C.2.2, “Changing the Configuration,” on page 96

» Section C.2.3, “Documentation Updates,” on page 96

» Section C.2.4, “HTTPSTKD Configuration File Options,” on page 97

» Section C.2.5, “Managing Linux,” on page 97

» Section C.2.6, “Security Considerations,” on page 97

» Section C.2.7, “What's New,” on page 97

C.2.1 Accessing Novell Remote Manager for Linux

Location Change

“Post-Installing Novell Remote Updated information for post-installing Novell Remote Manager.
Manager” on page 21

“Navigation Frame” on Added information about the expanding and collapsing navigation frame
page 23 and updated the figure.

C.2.2 Changing the Configuration

Location Change
“Accessing and Editing the Added information about restricting access to the server to perform
HTTPSTKD Configuration management functions through Novell Remote Manager.

File” on page 26

C.2.3 Documentation Updates

Location Change

“Documentation Updates” on  Added this appendix to the document.
page 93
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C.2.4 HTTPSTKD Configuration File Options

Location Change

“HTTPSTKD Configuration Added this section to the document.
File Options” on page 85

C.2.5 Managing Linux

Location Change

“Accessing VNC Consoles” on Added information about accessing the server remotely through VNC
page 49 console screens link.

C.2.6 Security Considerations

Location Change

“Security Considerations” on  Added this section to the document.
page 81

C.2.7 What's New

Location Change

“What's New” on page 15 Added this section containing information about new and updated
features in OES SP1 and renumbered existing sections.
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